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Cyber risks are gaining prevalence and complexity, which makes cybersecurity an essential aspect of software 

engineering project management. While this correlation is commonly accepted, little empirical evidence proves a 

relationship between cybersecurity measures and project management performance. This paper explores the relationship 

between five cybersecurity measures—secure coding, threat modeling, encryption and authentication, penetration 

testing, and continuous monitoring—and four aspects of project management, namely project timeline, project budget, 

team collaboration, and risk management. A quantitative survey research design was used in the study, which involved 

128 software engineering experts and the application of multiple-response frequency analysis of organizational 

challenges and improvements in integrating cybersecurity into software engineering projects. The findings suggest that 

risk management preparedness, cybersecurity budgeting, and team collaboration are key dimensions related to the 

effective integration of cybersecurity into software engineering projects. Further results obtained through the application 

of the multiple-response approach revealed that lack of training, budget limitations, confusion about responsibilities, 

delayed cybersecurity measures, and ineffective cross-team collaboration are key organizational challenges preventing 

cybersecurity integration. Generally, the findings reveal that cybersecurity should be viewed as a strategic organizational 

capability rather than only a technical one. Practical suggestions concerning the integration of cybersecurity in SDLC 

are provided. 
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1. INTRODUCTION  

As the rate of technological change increases, connectivity of digital systems and the use of cloud computing 

is becoming the common business practice, and cybersecurity is a basic need in software engineering [1]. In 

addition to safeguarding software against cyber-attacks, cybersecurity has transformed into a strategic issue that 

has the potential to influence software quality, timely delivery, organizational resilience, and stakeholder trust.  

As a result, security has become a part of the Software Development Life Cycle (SDLC) instead of an activity 

executed at the end of software development life cycle [2]. 

 Although organizations are becoming more aware of the importance of secure software development, they 

are still having challenges regarding how to incorporate cybersecurity into software engineering projects [5]. 

Challenges are especially faced are lack of skilled security personnel, lack of secure coding training, budget 

restraints, unclear roles, and changing requirements [4]. 

 These become particularly important when we are talking about Agile and DevSecOps because of the short 

development cycles that require embedding security into the development process. The MOVEit Transfer event 

that happened in 2023 serves as a great example of how vulnerabilities in the deployed software can be exploited. 

The group CL0P used the vulnerability CVE-2023-34362, an unknown SQL-injection vulnerability in MOVEit 

Transfer, to hack into applications that were available on the Internet. They did so by using the LEMURLOOT 

web shell, thus obtaining access to the MOVEit Transfer databases and taking the data from it. There has been 

extensive research on technical cybersecurity practices, such as secure coding, software encryption, software 

authentication, threat modelling, penetration testing, and continuous monitoring, and most of the work has been 

conducted on how to enhance software protection by technical means [6]. 

 On the contrary, few empirical studies have focused on the consequences of cybersecurity practices on 

software engineering project management. In particular, quantitative evidence that correlates cybersecurity with 

other project timeline, budget, team collaboration, and risk management is still limited. In response to this gap, 

the present study explores the relationship between the five cybersecurity practices and these four dimensions of 

project management via a mixed methods design that involves survey data for 128 software engineering 

professionals and multiple-response analysis of the open-ended items. It differs from previous research that 

focuses on cybersecurity technical mechanisms, since this research empirically proves that cybersecurity is a 
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strategic organizational capability that improves project performance. The results provide practical 

recommendations on how to embed cybersecurity in the SDLC for making projects more predictable, 

collaborative, risk manageable, and successful software engineering projects. 

This research has four key contributions to the software engineering and cybersecurity literature. It offers 

empirical insights about the relationship between cybersecurity practices and software project management 

performance; examines the effects of cybersecurity practices on the project time, cost, teamwork and risk 

management; identifies the enablers and barriers to the integration of cybersecurity; and leverages an empirical 

example to show that cybersecurity should be considered as a project management practice rather than just a 

technical security measure for creation of software with security built in. 

In the past decade, the approach toward a model of integrating cybersecurity and software engineering project 

management has evolved from a task-based model to an integrated, full life-cycle model approach. It has been 

discussed throughout the literature review as a part of software engineering and how it affects software 

engineering process development, and the critical role cybersecurity training and human factor aspects play. 

The Software Development Lifecycle (SDLC) has evolved from a reactive to a proactive model and integrates 

Cyber Security to the whole software development lifecycle [8]. The SDL incorporates security practices into the 

development process, starting from requirement gathering to the maintenance after deployment in order to identify 

and mitigate the vulnerabilities from the outset [13]. The structured advice on secure software development can 

be found in secure software development frameworks such as OWASP Secure Coding Practices Checklist and 

CERT secure coding standards [19]. In addition, more methods like encryption, threat modeling, penetration 

testing, and the process of continuous monitoring can increase the security of the software being developed. 

Multiple benefits of AES are that it supports data confidentiality [10] and that in the secure-by-design approach, 

security is built into the software development process, not detected during operation [11]. Penetration testing and 

continuous security validation can help detect and mitigate emerging threats in a DevSecOps environment in a 

timely manner [14].  

The five cybersecurity practices examined in this study—secure coding, threat modeling, encryption and 

authentication, penetration testing, and continuous monitoring—were selected to represent complementary 

security activities across major stages of the software development lifecycle. Threat modeling supports the 

identification of security risks during requirements and design; secure coding and encryption and authentication 

address security during implementation; penetration testing provides security validation; and continuous 

monitoring extends security oversight into deployment and operation. Together, these practices provide lifecycle-

oriented coverage rather than focusing on a single stage of software development. Their selection is also consistent 

with established secure-development guidance emphasizing secure implementation, proactive risk identification, 

security validation, data and access protection, and ongoing monitoring [13], [20]. Importantly, each practice can 

also be examined in relation to the project-management dimensions considered in this study—timeline, budget, 

team collaboration, and risk management. The study therefore focuses on these five practices as a defined and 

manageable set of lifecycle-oriented cybersecurity activities rather than attempting to encompass the broader 

range of technical and organizational practices associated with DevSecOps. 

Project management is a systematic process that uses knowledge, processes and techniques to meet the 

project's goals while managing cost, time, quality and risk [15]. A good plan, decision making and project tracking 

can be achieved in traditional and agile project environment with the help of frameworks like PMBOK Guide 

[16]. With the growing cyber security challenges, in software engineering, risk management has emerged as a 

critical success factor, even more important than cost [17]. Furthermore, efficient team cooperation and 

communication is important to connect with complicated tasks and enhance project overall performance [18]. 

By connecting the two fields in management, project management acts as a crucial intermediary for the 

organization's cyber protection and basic business procedures. Recent work argues that cybersecurity should be 

embedded across every project phase from initiation to closure, rather than treated as a late-stage technical activity 

[3], [20]. Security validation activities, including penetration testing, can consequently be incorporated at 

appropriate stages of the development lifecycle [12]. Previous work indicates that, project that adopt this model 

concerning the integration of the cybersecurity can lead to less post deployment security incidents, less 

expenditure to resolve issues as well as the gaining higher trust of the third parties stakeholders [21]. 

Although interest in cybersecurity within software engineering continues to grow, prior work exhibits several 

limitations that constrain what is currently known about its relationship with project management performance. 

Firstly, most of the previous works are theoretical papers or give frameworks and models for integration, but 

without empirical data to examine their findings. For instance, the latest papers on integration of cybersecurity 

into project management demonstrate descriptive rather than data-supported findings [3],[20]. Secondly, many of 

the previous works study cybersecurity from the technical point of view or analyze certain security practices in 

their isolation; thus, the research that they conducted does not provide the required insights on what impact 

cybersecurity has on software project management. Thirdly, at the moment there is a gap in literature concerning 

qualitative modeling that connects certain individual cybersecurity practices with measurable project management 

outcomes. Lastly, organizational aspect of cybersecurity integration, starting from early integration of SDLC and 
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ending with allocation of the budget and role definition, is not well represented in literature. In order to fill in 

these gaps, the current paper introduces quantitative survey-based methodology employing Likert scale and 

multiple response analysis that contributes to the body of knowledge about relationship between cybersecurity 

and software engineering project management. 

 

2. METHODOLOGY  

The authors conducted an inquiry using a quantitative survey-based methodology to evaluate the connection 

between cybersecurity practices and four factors of software project management—namely, timelines, budgeting, 

collaboration, and risk management. The data collection process was accomplished by means of a questionnaire 

made up of closed-ended five-point Likert-scale items along with multiple-response categorical items aimed at 

recognizing the ease of integration of cybersecurity measures. The questionnaire respondents were software 

developers, IT professionals, cybersecurity practitioners, and project managers who had at least one year of work 

experience in IT, finance, healthcare, and government sectors. To select sample members, purposeful sampling 

was employed to make sure that they all possess relevant experience. Out of 160 questionnaires sent out, the 

research obtained 128 responses fitting the criteria for analysis which constituted a response rate of 80.0%. Despite 

the studies being conducted with the help of purposive sampling, the lack of randomness in sample selection might 

result in biased results. Though the response rate is high enough, some other bias because of non-responses might 

occur. The required sample size was found to be within the acceptable limits, according to G*Power analysis.. 

The structure of the questionnaire consists of three major sections, including demographic and professional 

information; 10 five-point Likert scale questions designed to measure cybersecurity practice in four areas of 

project management namely timeline, budget, teamwork, and risk management; and two multiple-choice items 

(Q11 and Q12) where participants could select any of the possible answers available concerning the problems and 

solutions of cybersecurity integration respectively. The demographics of the respondents can be found in Table 1 

and the survey items in Table 2. The questionnaire was subjected to scrutiny by experts in the field for its clarity 

and reliability. The items Q11 and Q12 were evaluated via frequency analysis on multiple-choice questions as 

they required predefined answers. 

Table 1: Participant Demographics 
Working Area Frequency Education Persons 

Software Development 72 Bachelor’s Degree 88 

IT Services & Support 34 Master’s Degree 32 

Academia 12 Doctoral Degree 8 

Government Sector 10 Experience  

Sex  1–5 years 46 

Male 84 6–10 years 38 

Female 44 >10 years 44 

The survey items and corresponding project management dimensions are summarized in Table 2. The 

questionnaire included ten five-point Likert-scale items addressing project timeline, budget performance, team 

collaboration, and risk management, together with two multiple-response questions addressing challenges to 

cybersecurity integration and strategies for improvement. These items were designed to capture participants’ 

views on the relationship between key cybersecurity practices and software project management. The following 

were selected to elicit participants' views on the impact of critical cybersecurity activities on software project 

management, as well as issues and solutions for further integration of cybersecurity. 

 

Table 2: Survey Questions 

Section Questions 

Impact on Project 

Timeline 

 

Likert Scale (1–5) 

Q1. Implementing cybersecurity secure coding standards during development tends to delay project 

deadlines. 

Q2. The integration of cybersecurity threat modeling in the early stages of a project improves 

adherence to project timelines. 

Budget Influence 

 

Likert Scale (1–5) 

Q3. Cybersecurity encryption and authentication security also add to the overall cost of the project. 

Q4. The funding that might be expended on cybersecurity and encryption, as well as authentication, is 

recouped due to the long-term savings (such as preventing breach). 

Team Collaboration 

 

Likert Scale (1–5) 

Q5. Cybersecurity penetration testing requirements improve collaboration between project 

management and development teams. 

Q6. Project teams often struggle to balance cybersecurity penetration testing requirements with other 

project goals (e.g., speed, innovation). 

Risk Management 

 

Likert Scale (1–5) 

Q7. Cybersecurity monitoring and frequent security updates can help control project risks such as data 

breaches or system disruptions. 

Q8. Project managers are well-suited to handle exposure of cybersecurity, ongoing monitoring, and 

security updates. 
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Q9. Software project planning stages. Software project planning phases often overlook cybersecurity 

threat modelling factors. 

Q10. All project personnel should have cybersecurity training and awareness programs on all 

practices. 

Multiple-Response 

 

Multiple-Response 

Q11. What are the most significant challenges your team has encountered in applying particular 

cybersecurity practices to project management? 

Q12. Based on your experience, how could the inclusion of cybersecurity practices into project 

management be enhanced? 

 

Consistent with the survey instrument, in which individual items capture perceptions of cybersecurity practices 

in relation to specific project-management dimensions, the statistical analysis focuses on four measured 

constructs: project timeline, budget influence, team collaboration, and risk management preparedness. As 

illustrated in Figure 1, the five cybersecurity practices—secure coding, threat modeling, encryption and 

authentication, penetration testing, and continuous monitoring—provide the conceptual foundation for the survey 

items but were not operationalized as separate independent predictor scales. Accordingly, the correlation and 

regression analyses examine relationships among the four project-management dimensions rather than estimating 

the independent effect of each cybersecurity practice.  

 

Figure 1. Analytical framework linking cybersecurity practices, the survey instrument, and the four measured 

project-management dimensions 

 

Definitions and measurement description of the variables: definitions and measurements for each variable are 

presented in Table 3. 

Table 3: Mapping of Variables and Survey Items 

Variable Type Variable Survey Questions Project Management Dimension 

Conceptual Cybersecurity 

Practice 
Secure Coding Q1, Q2 Timeline 

 Threat Modeling Q2, Q7 Risk mitigation, Budget performance 

 Encryption & Authentication Q3, Q4, Q7 Budget performance, Risk mitigation 

 Penetration Testing Q5, Q6, Q7 Team collaboration, Risk mitigation 

 
Continuous Monitoring & 

Security Updates 
Q7, Q8, Q10 Risk mitigation, Team collaboration 

Measured Project Management 

Dimension 
Impact on Project Timeline Q1, Q2 — 

 Budget Influence Q3, Q4 — 

 Team Collaboration Q5, Q6 — 

 Risk Management Q7, Q8, Q9, Q10 — 

Multiple-Response 

(Categorical) 
Implementation challenges Q11 — 

 Improvement strategies Q12 — 
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Note: Cybersecurity practices are mapped to survey items to indicate the conceptual basis of the questionnaire 

and were not operationalized as separate independent predictor scales. Statistical analyses were conducted at the 

level of the four measured project management dimensions. Q11 and Q12 were multiple-response categorical 

items analyzed separately using frequencies and percentages. 

The overall Cronbach’s alpha of the questionnaire was 0.832, indicating good internal consistency. IBM SPSS 

was used for statistical analysis, including descriptive statistics, Pearson correlation, and multiple linear 

regression. The responses to questions Q11 and Q12 were analyzed using multiple response frequency analysis. 

This method was chosen because each respondent was able to choose multiple options from the list generated by 

the researchers. As each response category was treated separately from the others, this process does not allow for 

qualitative coding and determining inter-coder reliability and using qualitative data analysis software. The 

findings from the multiple response approach were used in conjunction with the quantitative findings to interpret 

the results of the research. 

 

3. RESULTS AND DISCUSSION  

In this section the quantitative and qualitative results regarding the link between cybersecurity practices and 

software engineering project management are presented. The results are presented using descriptive statistics, 

regression and correlation analyses, hypothesis testing, and multiple-response frequency analysis. 1.  

 

3.1 Descriptive Analysis 

Descriptive statistics were employed to present the answers provided by the participants in the four main 

dimensions of the project management: project time, influence of budget, team cooperation, and readiness for risk 

management. The mean value for all dimensions was above 3.50, as presented in Table 4, suggesting overall 

positive perceptions in cybersecurity practices and software engineering project management. 

 

Table 4: Descriptive Statistics 

Variable * Mean 

Standard 

deviations 

(SD) 

Explanation 

Project Timeline 3.52 0.73 

This metric shows how participants view cybersecurity practices impacting the project 

delivery timeline. The moderate mean indicates that while several respondents believe 

that cybersecurity can cause delays to project timelines, this does not seem to be 

viewed as a large source of disruption across all projects by the respondents. 

Budget Influence 3.91 0.90 

There is a common perception that integrating cybersecurity into projects increases 

the overall cost. Similarly, with an average response we can infer that respondents 

strongly believe that cybersecurity does increase the overall cost of a project, however 

the higher than average standard deviation suggests some variance in perception and 

in meaning. 

Team 

Collaboration 
3.64 0.79 

The extent to which cybersecurity requirements can help or hinder collaboration 

among project managers, developers and security experts is also tested in this paper 

by using a mean score. Since an increased average score implies that a larger majority 

of the respondents strongly agree or disagree that cybersecurity has a positive or 

adverse effect on their collaboration activities. 

Risk 

Management 

Preparedness 

3.71 0.67 

This specifically measures how well project teams are handling cyber-risks (such as 

breaches or compliance). A notorious average with minimum standard deviation 

means of all projects recognize that cybersecurity helps in efficiently controlling their 

risks. 

 

The highest mean (M = 3.91) was for budget influence, followed by risk management preparedness (M = 3.71), 

team collaboration (M = 3.64), and project timeline (M = 3.52). The standard deviations was between 0.67 to 

0.90, suggesting that responses were fairly consistent across the four factors. 

 

3.2 Regression Analysis 

Four multiple linear regression models were created for exploring the connections among the four dimensions of 

project management that were measured. Depending on the structure of the models shown in Table 5, the timeline 

of the project, the effect of the budget, the collaborative work of the team, and the readiness towards risk 

management were taken sometimes as dependent variables, and sometimes as independent variables. The 

analyzation in question shows the relationships between the considered dimensions, although it does not give 

information about the influence of separate measures related to cybersecurity. 
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Table 5. Regression Models for Assessing Interrelationships Among Project-Management Dimensions 

 

Model Outcome Variable Predictor Variables 

1 Project Timeline 
Budget Influence, Team Collaboration, Risk Management 

Preparedness 

2 Budget Influence Team Collaboration, Risk Management Preparedness 

3 Team Collaboration Budget Influence, Risk Management Preparedness 

4 Risk Management Preparedness Project Timeline, Budget Influence, Team Collaboration 

 

3.3 Correlations Analysis Results 

 The Pearson test was conducted using the most critical variables of project management, which were time to 

schedule, budget impacts, team integration, and readiness of the teams to manage the risks. Table 6 elaborates on 

these results as well as on other project management variables. 

Table 6: Pearson Correlation Matrix 
Variables Project Timeline Budget Influence Team Collaboration Risk Management 

Project Timeline 1    

Budget Influence 0.597 1   

Team Collaboration 0.510 0.481 1  

Risk Management 0.645 0.606 0.563 1 

 

Table 6 displays the Pearson correlations among four project management dimensions that have been studied. All 

dimensions are positively and significantly correlated (p < 0.01). The highest relationship is between project 

timeline and risk management preparedness (r = 0.645), followed by budget and risk management preparedness 

(r = 0.606). Additionally, team dynamics shows a positive correlation with risk management preparedness (r = 

0.563). These results reflect significant relationships between different dimensions of project management in 

cyber security integration and especially high correlations of risk management preparedness with budget and 

timeline. The relationships can be viewed in Figure 1, illustrated in the correlation heat map. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Pearson Correlation Matrix Showing Relationships Between Project Timeline, Budget Influence, 

Team Collaboration, and Risk Management 

 

3.4 Results for Hypothesis Testing 

 The four a priori hypotheses were tested by means of regression analysis as outlined above. The results of testing 

each hypothesis are described in Table 7 below, along with an explanation. 
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Table 7: Hypothesis Testing for Relationships Among Project-Management Dimensions 

Hypothesis 

(H) 

Research 

Question 

(RQ) 

Statistical Test(s) Outcome 

H₁ – Budget influence, team 

collaboration, and risk 

management preparedness 

are significantly associated 

with project timeline 

 

RQ1 

Multiple regression (Model 1). R² = 0.499, F(3,124) =41.21, p < 

0.001. Significant predictors: Risk Management β = 0.381 (p < 

0.001); Budget Influence β = 0.292 (p = 0.001); Team 

Collaboration β = 0.156 (p = 0.050). 

Supported 

H₂ – Team collaboration and 

risk management 

preparedness are 

significantly associated with 

budget influence 

 

RQ1 

Multiple regression (Model 2). R² = 0.396, F(2,125)=40.95, p < 

0.001. Predictors: Risk Management β = 0.491 (p < 0.001); Team 

Collaboration β = 0.205 (p = 0.016). 

Supported 

H₃ – Budget influence and 

risk management 

preparedness are 

significantly associated with 

team collaboration 

 

RQ2 

Multiple regression (Model 3). R² = 0.348, F(2,125)=33.30, p < 

0.001. Predictors: Risk Management β = 0.429 (p < 0.001); 

Budget Influence β = 0.221 (p = 0.016). 

Supported 

H₄ – Project timeline, budget 

influence, and team 

collaboration are 

significantly associated with 

risk management 

preparedness 

RQ2 

Multiple regression (Model 4). R² = 0.535, F(3,124)=47.59, p < 

0.001. Predictors: Project Timeline β = 0.353 (p < 0.001); Budget 

Influence β = 0.274 (p = 0.001); Team Collaboration β = 0.250 (p 

= 0.001). 

Supported 

 

3.5. Interpretation of the Hypotheses:   

The regression analyses supported all four hypotheses and demonstrated significant interrelationships among the 

measured project-management dimensions. Risk management preparedness showed particularly strong 

associations across the models, including with project timeline, budget influence, and team collaboration. These 

findings suggest that the project-management dimensions associated with cybersecurity integration are 

interrelated rather than operating independently. In particular, stronger risk management preparedness is 

associated with more favorable perceptions of timeline management, budgeting, and team collaboration within 

software engineering projects. In conclusion, it can be seen from the results obtained that effective cybersecurity 

practices make software engineering project management more effective. It can also be said that the main 

parameters contributing to project effectiveness are risk management establishment, correct allocation of 

cybersecurity, timely introduction of security measures and collaboration of the members of the project team. 

These practices, when implemented together, result in better project predictability, more efficient use of resources, 

increased organizational agility and effectiveness, and better software engineering projects. The results prove that 

the issue of cyber security needs to be treated as a strategic organizational competency and not just a security 

technical activity. To complement the quantitative analysis, the two open-ended survey questions, which both 

were answered by the same 128 software practitioners, were analyzed using multiple-response frequency analysis. 

Five predefined challenge categories were most frequently selected by respondents, cybersecurity integration were 

identified and their frequencies with associated responses are summarized in Table 8. 

Table 8: Integration Challenges 

Category Definition Frequency (n) Example Response 

Limited Team 

Training / Awareness 

Inadequate or irregular 

cybersecurity education for 

project staff. 

67 
“Most team members lack up-to-date security 

knowledge.” 

Budget Constraints 
Insufficient or non-ring-fenced 

funds for cybersecurity activities. 
59 

“Security is always the first item cut when 

budgets tighten.” 

Unclear Roles & 

Responsibilities 

Ambiguity about who owns, 

executes, or signs off on security 

tasks. 

50 
“No one knows who is accountable for 

vulnerability fixes.” 

Late Integration of 

Cyber-Security 

Security considerations were 

introduced after major 

design/coding phases. 

47 
“We addressed security only in the final sprint, 

causing rework.” 

Poor Cross-Team 

Collaboration 

Siloed working and limited 

communication between PM, dev, 

and security teams. 

43 
“Developers and security staff rarely meet; issues 

slip through.” 
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Qualitative analysis revealed the following key organizational challenges to implementing cybersecurity: training, 

budget constraints, unclear role responsibilities, late cybersecurity integration, and limited team collaboration. 

The results of this finding are in line with the quantitative findings and support the conclusion that organizational 

factors are critical in managing software engineering projects. Together, these findings highlight the need for 

ongoing training, proper budget planning, role definition and early inclusion of cybersecurity in projects. The 

frequency of these categories is summarized in Figure 3. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Cybersecurity Challenges 
 

Open responses with suggestions on improving cybersecurity integration corresponded to five predefined 

improvement-strategy categories. The frequency and representative comments for these categories can be found 

in Table 9. 

Table 9: Improvement Strategies 

Category Description 
Frequency 

(n) 
Example Response 

Provide 

Regular 

Training 

Ongoing, role-specific security awareness 

and skills programs. 
74 

“Continuous cybersecurity training must be 

mandatory for all team members.” 

Involve 

Security 

Experts Early 

Embed security professionals during 

planning / requirements phases. 
63 

“Security specialists should attend sprint-0 

and architecture workshops.” 

Clarify 

Security Roles 

& Tasks 

Issue a clear RACI* for security 

ownership, decision-making, and sign-off. 
58 

“Assign who reviews code for 

vulnerabilities and who approves fixes.” 

Improve 

Cross-Team 

Communicatio

n 

Increase structured interactions between 

PM, dev, ops, and security teams. 
53 

“Schedule joint stand-ups so dev and 

security can discuss threats in real time.” 

Adopt 

Standard 

Frameworks 

Use recognized frameworks (e.g., NIST 

CSF, ISO 27001, OWASP SAMM) to 

guide practice. 

46 
“Following NIST keeps us aligned and 

avoids reinventing controls.” 

 
Key Insights: 

The qualitative results indicated that training was the most valuable approach to improve the integration of 

cybersecurity practices, and identified the need for ongoing and role-specific training. The participants highlighted 

the need for cyber security professionals to play a role from the project's very inception, have clear roles and 

responsibilities, and for cross functional teams to be used effectively. The introduction of standard cybersecurity 

frameworks is also seen to be beneficial to improve the consistency, maturity of the organization, and matching 

with the best practices in the industry. 

The findings align with the quantitative data and confirm that it is these organizational abilities—the ability to 

collaborate, train, and apply organized cybersecurity practices—that enable enhancements in project management 

in software engineering. The priority of strategies for improvement is demonstrated in Figure 4. 
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Figure 4: Improvement Strategies 

 

 The research examined the effect of cybersecurity practices on software engineering project management in the 

areas of time, budget, team work and risk management. Results confirm Dynamic Capability Theory positing that 

cybersecurity is more a matter of technology or compliance. Applying cybersecurity practices to software 

development processes is able to strengthen resilience and help efficiently manage resources and achieve project 

goals. The major outcomes of the research are discussed below in relation to the previous research findings 

concerning the matter. The results can be seen from the perspective of Dynamic Capabilities Theory, which 

highlights the organization’s ability to sense threats, seize the moment by obtaining and utilizing needed resources, 

and adapt its systems and processes. As a result, the importance of preparedness in terms of risk management (β 

= 0.491, p <0.001) shows that organizations which habitually assess the nature of cyber threats can detect those 

threats before they show themselves practically. In connection to that, the meaning of cybersecurity budgeting 

supports the idea of seizing capabilities because the allocated resources would allow the organization to react to 

different risks rather than just recognize them. Finally, the effect of early inclusion of security into SDLC (β = 

0.353, p < 0.001 as for timeline) indicates the organization’s ability for reconfiguring because security becomes 

part of the system, thus helping organizations to adapt to the new threats which arise in the process of change. 

1. importance of risk management: Preparedness in the area of risk management has proven to be the most 

reliable indicator of the success of a project (β = 0.491, p < 0.001). Projects that had a plan for the assessment 

of risk and measures to reduce risk hardships were better prepared in terms of timely resolution of delays and 

budget overruns. The outcome we received corresponds with a research conducted by Humayun et al. [22] 

where a reliable SDLC framework has placed a strong emphasis on continuous monitoring of the 

effectiveness of risk management within projects relying totally on cooperation of the teams. 

2. effects of timelines — fiction or reality: Almost all the respondents have believed that the presence of 

cybersecurity practices would make the projects take longer to complete (mean = 3.52/5). Nevertheless, the 

analysis of regression points at the importance of integrating preventative cybersecurity measures early on so 

as to avoid possible disruptions in the flow of projects (β = 0.353, p < 0.001). The present finding contradicts 

the widespread belief about the ability of security processes to hamper the cycle of development and proves 

the value of integrated agile/security project-management methods [9]. 

The following valuable solutions can be utilized by software engineering companies and project managers: 

1. Early incorporation of cybersecurity: Including cybersecurity components in project planning and design 

facilitates prediction and decreases the chances of schedule failures. 

2. Special budgets for cybersecurity: Setting aside some funds specifically for cybersecurity allows for more 

efficient use of resources and better resource planning. 

3. Periodic training based on roles: Training employees on cybersecurity on a continuous basis increases their 

awareness and makes cybersecurity a part of project development teams. 

4. Application of cybersecurity frameworks: The application of frameworks like NIST CSF, ISO/IEC 27001, 

and OWASP SAMM helps improve governance, defines security responsibilities, and allows more consistent 

application of cybersecurity in the software development process. 

4. CONCLUSION 

 The purpose of this research was to quantitatively survey the impact of cybersecurity practices on software 

engineering project management. While providing additional evidence that cybersecurity contributes to better 

project performance, this study makes its primary contribution at the theoretical level by characterizing 

cybersecurity as an organizational capability that is dynamic in nature. Framing how security is implemented in 
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terms of sensing, seizing, and reconfiguring to deal with cyber-risk contributes Dynamic Capabilities Theory to a 

field (software project management) where it has been seldom used empirically. From a practitioner's standpoint, 

this means four things. Ensure cybersecurity is considered from early in the software development lifecycle 

(helping assure predictability, not hindering it), allocate budgets specifically for cybersecurity (helping you plan 

and manage risk based on actual resources), provide continued, role-based security training (it's an investment, 

not a one-time expenditure), and use frameworks like the NIST CSF, ISO/IEC 27001, and OWASP SAMM to 

help define security roles and maintain governance throughout development. Addressing these four areas can help 

shift cybersecurity from being viewed as a cost center or blocker to an enabler of predictable, successful 

projects.There are some limitations to this study.  The results are limited to self-reported data from surveys of 128 

practitioners and may not be generalizable. Since purposive sampling was used, there is potential for selection 

bias. Organizations that agreed to participate were those with previous experience with cyber security 

implementation. Future studies can explore the impact of cybersecurity efforts over longer durations including 

entire development lifecycles, differences in cybersecurity governance between Agile vs. traditional project 

environments, and utilization of AI to aid cybersecurity risk evaluation and decision-making for software 

engineering projects. In conclusion, this research shows that when cybersecurity is designed into software 

products from the start, projects have more predictable and secure outcomes that lead to success. 
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