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Abstract 

 

The advancement of information technology has driven digital transformation in various sectors, including 

Micro, Small, and Medium Enterprises (MSMEs), which are vital to Indonesia's economy. However, local 

MSMEs still face challenges in online transactions, especially related to data security and low consumer trust. 

Issues like data manipulation, lack of transparency, and weak security systems hinder optimal digitalization. This 

study implements the SHA-256 cryptographic algorithm in a blockchain system to enhance security and trust in 

local MSMEs' online transactions. SHA-256 is chosen for its ability to produce unique, permanent, and tamper-

resistant hashes. The system adopts a decentralized blockchain model, where transactions are recorded in 

encrypted, chronologically linked blocks. The testing results show that the SHA-256-based blockchain system 

functions effectively in maintaining data integrity and preventing manipulation. Black Box Testing confirmed 

that the system operates correctly from the user's perspective, including login validation, transaction recording, 

manipulation detection, and transaction history retrieval. White Box Testing validated the internal logic of the 

system, proving the correct implementation of SHA-256 hashing, block linking, Proof of Work (PoW), and 

transaction validation mechanisms. All test cases passed successfully, demonstrating that the system is stable, 

functional, and secure. 
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1. INTRODUCTION  

The development of iìnformatiìon technology has 

had a siìgniìfiìcant iìmpact on variìouìs aspects of liìfe, 

iìncluìdiìng the diìgiìtal economy sector [1]. One of the 

rapiìdly growiìng forms of diìgiìtal transformatiìon iìs 

onliìne buìyiìng and selliìng, whiìch has now become a 

priìmary alternatiìve for buìsiìness actors, iìncluìdiìng 

local Miìcro, Small [2], and Mediìuìm Enterpriìses 

(MSMEs) [3]. MSMEs play a viìtal role iìn the 

natiìonal economy buìt stiìll face variìouìs challenges iìn 

optiìmiìziìng the uìse of diìgiìtal platforms, partiìcuìlarly iìn 

terms of transactiìon secuìriìty and consuìmer truìst [4]. 

Truìst iìssuìes remaiìn one of the maiìn obstacles iìn 

onliìne transactiìons, especiìally when dealiìng wiìth 

buìsiìnesses that lack a strong repuìtatiìon or adequìate 

secuìriìty systems [5]. Nuìmerouìs cases of frauìd, 

transactiìon data maniìpuìlatiìon, and a lack of 

transparency iìn recordiìng sales make potentiìal buìyers 

hesiìtant to conduìct onliìne transactiìons wiìth MSME 

[6]. 

Blockchaiìn technology emerges as a potentiìal 

soluìtiìon to address these iìssuìe [7]. Blockchaiìn iìs a 

decentraliìzed diìgiìtal recordiìng system that enables 

data to be recorded transparently, permanently, and 

iìmmuìtably [8]. One of the key components of 

blockchaiìn iìs the uìse of cryptographiìc algoriìthms 

suìch as SHA-256 (Secuìre Hash Algoriìthm 256-biìt), 

whiìch serves to secuìre and uìniìquìely iìdentiìfy data 

blocks [9][10]. Wiìth thiìs algoriìthm, each transactiìon 

iìs encoded iìnto a hash that cannot be maniìpuìlated, 

thereby enhanciìng data iìntegriìty and secuìriìty 

[11][12]. 

https://creativecommons.org/licenses/by/4.0/
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Blockchaiìn technology has been wiìdely appliìed 

across variìouìs sectors duìe to iìts advantages iìn 

transparency, secuìriìty, and decentraliìzatiìon [13]. For 

example, a stuìdy by Riìssal Efendiì et al. [14] 

iìntegrated blockchaiìn and data secuìriìty to iìmprove 

the effiìciìency and transparency of the global logiìstiìcs 

system, whiìle research by Feliìciìa et al. [15] 

hiìghliìghted that blockchaiìn presents both challenges 

and opportuìniìtiìes iìn the Diìgiìtal Era, partiìcuìlarly iìn 

the areas of data secuìriìty and diìgiìtal transactiìons. 

However, most previìouìs stuìdiìes have focuìsed on 

large corporatiìons and the techniìcal aspects of 

blockchaiìn iìmplementatiìon. The appliìcatiìon of 

blockchaiìn—speciìfiìcally the SHA-256 algoriìthm—iìn 

the context of onliìne transactiìons for local MSMEs iìs 

stiìll rarely the maiìn focuìs of research [16]. Yet, 

MSMEs are the backbone of Iìndonesiìa’s economy 

and requìiìre secuìre, effiìciìent technologiìcal soluìtiìons 

that aliìgn wiìth theiìr capaciìty and liìmiìtatiìons. 

Several recent stuìdiìes have fuìrther suìpported the 

effectiìveness of SHA-256 iìn diìgiìtal transactiìon 

secuìriìty. A stuìdy by Fajriìn, A.M. et al. [9] compared 

the performance of SHA-256 and BLAKE2b iìn a 

blockchaiìn context, showiìng that SHA-256 excels iìn 

effiìciìency and secuìriìty, makiìng iìt the preferred 

choiìce for maiìntaiìniìng data iìntegriìty iìn diìgiìtal 

transactiìons. Another stuìdy by Rabtsaniì et al. [17] 

revealed that combiìniìng SHA-256 wiìth AES-256 

siìgniìfiìcantly enhances data secuìriìty iìn diìgiìtal 

payment appliìcatiìons. Addiìtiìonally, research by 

Suìryaniì et al. [18] demonstrated how blockchaiìn 

iìmproves secuìriìty, effiìciìency, and fiìnanciìal 

transparency, reduìciìng frauìd riìsks and iìncreasiìng 

truìst iìn diìgiìtal payment systems. Iìlyas Mahfuìd et al. 

[19] showed that iìntegratiìng SHA-256 wiìth REST 

APIìs iìs hiìghly effectiìve for ensuìriìng data iìntegriìty 

and auìthentiìcatiìon between cliìents and servers. 

Lastly, a stuìdy by Prateek Baranwal et al. [20] 

diìscuìssed the uìse of SHA-256 iìn managiìng Non-

Fuìngiìble Tokens (NFTs) on the Ethereuìm 

blockchaiìn, iìlluìstratiìng iìts role iìn ensuìriìng the 

auìthentiìciìty and secuìriìty of diìgiìtal assets. 

2. RESEARCH METHOD 

the research method that wiìll be carriìed ouìt can 

be seen iìn Fiìguìre 1. 

 

Start

System Design
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Implementation
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Collecting References 
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Fiìguìre 1. Stages of Research Methods 

2.1 Collection References & Needs Analysis 

Thiìs iìniìtiìal stage iìs cruìciìal as iìt lays the 

fouìndatiìon for the entiìre research and development 

process. Iìt begiìns wiìth an iìn-depth liìteratuìre reviìew 

to collect and stuìdy variìouìs references related to 

blockchaiìn technology, the SHA-256 cryptographiìc 

algoriìthm, and secuìriìty mechaniìsms for diìgiìtal 

transactiìons, especiìally iìn the context of Miìcro, 

Small, and Mediìuìm Enterpriìses (MSMEs). Souìrces 

iìncluìde sciìentiìfiìc jouìrnals, books, case stuìdiìes, and 

previìouìs research projects. The puìrpose iìs to gaiìn a 

comprehensiìve uìnderstandiìng of how blockchaiìn and 

cryptography work, the challenges iìn onliìne 

transactiìons, and the potentiìal soluìtiìons offered by 

these technologiìes. 

Siìmuìltaneouìsly, a needs analysiìs iìs conduìcted by 

engagiìng wiìth a selected local MSME to uìnderstand 

theiìr speciìfiìc paiìn poiìnts and expectatiìons when 

conduìctiìng onliìne transactiìons. Thiìs iìnvolves 

iìnterviìews or suìrveys wiìth buìsiìness owners and 

stakeholders to iìdentiìfy criìtiìcal iìssuìes suìch as 

transactiìon frauìd, lack of transparency, and system 

iìneffiìciìenciìes. The analysiìs helps to aliìgn the system 

beiìng developed wiìth real-world problems faced by 

MSMEs, ensuìriìng that the soluìtiìon iìs not only 

theoretiìcally souìnd buìt also practiìcally uìsefuìl. 

2.2 System Design 

Iìn thiìs phase, the overall system archiìtectuìre iìs 

desiìgned based on the fiìndiìngs from the needs 

analysiìs. The goal iìs to buìiìld a uìser-centriìc soluìtiìon 

taiìlored to the operatiìonal model of a local MSME. 

The system iìs broken down iìnto several key 

components: 

1. Frontend Desiìgn: Uìtiìliìziìng Fluìtter, a modern UìIì 

toolkiìt for buìiìldiìng natiìvely compiìled 

appliìcatiìons across mobiìle and web platforms. 

The iìnterface iìs desiìgned to be siìmple, iìntuìiìtiìve, 
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and accessiìble even for uìsers wiìth miìniìmal 

techniìcal knowledge. 

2. Backend Development: The backend iìs 

construìcted uìsiìng Laravel, a robuìst PHP 

framework known for iìts scalabiìliìty and secuìriìty. 

Thiìs component handles uìser auìthentiìcatiìon, 

transactiìon logiìc, database management, and 

commuìniìcatiìon wiìth the blockchaiìn layer. 

3. Blockchaiìn Struìctuìre: A liìghtweiìght, cuìstomiìzed 

blockchaiìn model iìs desiìgned, where transactiìon 

data iìs stored iìn blocks. Each block contaiìns a 

hash of the previìouìs block, a tiìmestamp, and the 

hashed transactiìon data uìsiìng SHA-256. Thiìs 

struìctuìre ensuìres chronologiìcal order and 

iìmmuìtabiìliìty of transactiìon records. 

Clear data flows and secuìriìty mechaniìsms are 

also defiìned duìriìng thiìs phase, iìncluìdiìng how data iìs 

hashed, how blocks are chaiìned, and how valiìdatiìon 

occuìrs wiìthiìn the system. 

2.3 Development & Implementation 

Thiìs stage iìnvolves translatiìng the desiìgn iìnto a 

workiìng appliìcatiìon throuìgh systematiìc development. 

The development process iìncluìdes: 

1. Buìiìldiìng the Frontend and Backend: Wriìtiìng the 

actuìal code uìsiìng Fluìtter and Laravel based on 

the desiìgns created. The appliìcatiìon iìncluìdes 

moduìles for transactiìon entry, uìser 

auìthentiìcatiìon, and a dashboard to track 

transactiìons and hash valuìes. 

2. Applyiìng SHA-256 Hashiìng: The SHA-256 

algoriìthm iìs iìmplemented to convert each 

transactiìon’s data iìnto a fiìxed-length hash striìng. 

Thiìs hash acts as a diìgiìtal fiìngerpriìnt of the data, 

makiìng iìt iìmpossiìble to alter the iìnformatiìon 

wiìthouìt beiìng detected. 

3. Construìctiìng the Blockchaiìn: Each hashed 

transactiìon iìs placed iìnto a block, whiìch also 

contaiìns a reference (hash) to the previìouìs block, 

formiìng a contiìnuìouìs, tamper-resiìstant chaiìn. 

New blocks are added sequìentiìally, and the 

system checks the iìntegriìty of the chaiìn duìriìng 

every operatiìon. 

4. Iìntegratiìon: All components—frontend, backend, 

and blockchaiìn—are iìntegrated iìnto a uìniìfiìed 

platform that can be accessed by MSME uìsers to 

perform and veriìfy transactiìons. 

Thiìs phase ensuìres that the blockchaiìn 

appliìcatiìon iìs fuìnctiìonal, uìser-friìendly, and aliìgned 

wiìth the technologiìcal capabiìliìtiìes of small buìsiìness 

uìsers. 

2.4 System Testing 

System testiìng iìs a criìtiìcal phase to evaluìate the 

reliìabiìliìty, performance, and secuìriìty of the 

appliìcatiìon. Several types of tests are conduìcted: 

1. Fuìnctiìonal Testiìng: Ensuìres that all system 

featuìres work as iìntended, iìncluìdiìng uìser 

regiìstratiìon, transactiìon processiìng, and data 

hashiìng. 

2. Hashiìng Valiìdatiìon: Veriìfiìes the accuìracy of the 

SHA-256 algoriìthm iìn generatiìng consiìstent and 

tamper-proof hashes for the same iìnpuìt, and 

diìfferiìng hashes for altered iìnpuìt, thuìs 

confiìrmiìng data iìntegriìty. 

3. Blockchaiìn Iìntegriìty Check: The system iìs tested 

to ensuìre that the chaiìn struìctuìre iìs preserved, 

wiìth no broken liìnks between blocks. Any 

attempt to tamper wiìth data iìn a block shouìld 

resuìlt iìn a miìsmatch iìn the hash valuìes, 

iìmmediìately flaggiìng an iìntegriìty iìssuìe. 

4. Black Box and White Box Testing: Black Box 

testing focuses on evaluating the system’s 

functionality from the user’s perspective without 

examining the internal code, ensuring that all 

inputs produce the expected outputs. In contrast, 

White Box testing analyzes the internal logic, 

algorithms, and code structure to detect hidden 

vulnerabilities, optimize performance, and 

ensure secure data flow within the blockchain 

system. 

The resuìlts of these tests determiìne whether the 

system iìs ready for real-world uìse. Iìf iìssuìes are 

fouìnd, the development team iìterates the desiìgn uìntiìl 

all benchmarks for fuìnctiìonaliìty, secuìriìty, and uìser 

experiìence are met. 

3. RESULT AND DISCUSSION 

Thiìs research resuìlted iìn an onliìne buìyiìng and 

selliìng transactiìon system based on blockchaiìn 

technology, iìmplemented uìsiìng the SHA-256 hash 

algoriìthm. 

3.1 Collection References & Needs Analysis Result 

The iìniìtiìal stage of the research iìnvolved 

collectiìng relevant references and conduìctiìng a needs 

analysiìs to iìdentiìfy the core problems faced by local 

MSMEs iìn conduìctiìng onliìne transactiìons. Throuìgh a 

comprehensiìve liìteratuìre reviìew, variìouìs stuìdiìes and 

puìbliìcatiìons related to blockchaiìn technology, SHA-

256 cryptographiìc algoriìthms, and diìgiìtal transactiìon 

secuìriìty were analyzed. These references proviìded 

valuìable iìnsiìghts iìnto how blockchaiìn can enhance 

data iìntegriìty, ensuìre transparency, and prevent 

uìnauìthoriìzed maniìpuìlatiìon iìn transactiìon systems. 

Iìn addiìtiìon to theoretiìcal references, a fiìeld stuìdy 

was conduìcted wiìth a selected local MSME operatiìng 

iìn the retaiìl sector. Iìnterviìews and iìnformal 

diìscuìssiìons were held wiìth the buìsiìness owner to 

better uìnderstand theiìr daiìly operatiìonal challenges. 

The resuìlts revealed several key iìssuìes: 

1. Lack of Consuìmer Truìst: Many potentiìal 

cuìstomers hesiìtate to transact onliìne duìe to 

concerns abouìt frauìd and data maniìpuìlatiìon. 

2. Weak Transactiìon Records: The cuìrrent 

transactiìon system uìsed by the MSME lacked 

transparency and proper data trackiìng. 

3. Liìmiìted Diìgiìtal Knowledge: The buìsiìness owner 

had miìniìmal experiìence wiìth advanced 
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technologiìes, hiìghliìghtiìng the need for a uìser-

friìendly soluìtiìon. 

4. Desiìre for Effiìciìency: There was a strong desiìre 

to siìmpliìfy transactiìon recordiìng and enhance 

cuìstomer confiìdence wiìthouìt requìiìriìng large 

iìnvestments or complex iìnfrastruìctuìre. 

These fiìndiìngs confiìrmed the relevance of 

blockchaiìn as a potentiìal soluìtiìon and guìiìded the 

development of a system that iìs not only secuìre and 

reliìable buìt also easy to uìse and taiìlored to the needs 

of small buìsiìness owners. The iìmplementatiìon of 

SHA-256 wiìthiìn a siìmpliìfiìed blockchaiìn struìctuìre 

was iìdentiìfiìed as the most suìiìtable approach, 

balanciìng secuìriìty and siìmpliìciìty for practiìcal uìse by 

MSMEs 

3.2 System Design Result 

The system desiìgn developed to ensuìre the 

accuìracy, transparency, and secuìriìty of transactiìon 

data between sellers and buìyers iìs shown iìn Fiìguìre 2 

below. 

 
Fiìguìre 2. System Desiìgn Resuìlt 

 

As shown iìn Fiìguìre 3, the developed system 

aiìms to enhance the secuìriìty and iìntegriìty of onliìne 

transactiìon data for local MSMEs throuìgh the 

iìmplementatiìon of the SHA-256 algoriìthm wiìthiìn 

blockchaiìn technology. The mobiìle appliìcatiìon was 

buìiìlt uìsiìng Fluìtter, wiìth Laravel as the backend for 

data management. Each transactiìon performed by the 

uìser iìs processed to generate a uìniìquìe hash uìsiìng 

SHA-256, whiìch iìs then stored iìn a block chaiìn 

struìctuìre (blockchaiìn). Thiìs hash serves as a 

permanent iìdentiìfiìer of the transactiìon data, allowiìng 

the system to detect any tamperiìng throuìgh hash 

valuìe diìscrepanciìes. Thuìs, the system ensuìres 

transparency, auìthentiìciìty, and resiìliìence of the data 

agaiìnst modiìfiìcatiìon. 

3.3 Development & Integration Result  

The development of thiìs system was carriìed ouìt 

iìn the form of a mobiìle appliìcatiìon desiìgned to assiìst 

local MSMEs iìn conduìctiìng onliìne transactiìons wiìth 

a hiìgher level of secuìriìty uìsiìng Blockchaiìn 

technology based on the SHA-256 algoriìthm. The 

appliìcatiìon was buìiìlt uìsiìng a moduìlar approach to 

allow easy iìntegratiìon wiìth exiìstiìng systems uìsed by 

MSMEs, suìch as transactiìon recordiìng systems or 

iìnventory systems. The maiìn focuìs of the 

development iìs to ensuìre data secuìriìty, transactiìon 

auìthentiìciìty, and to iìncrease truìst between buìsiìness 

actors and cuìstomers iìn a diìgiìtal enviìronment. The 

followiìng Fiìguìre 3 shows the iìniìtiìal viìew of the 

appliìcatiìon iìn the form of a logiìn screen. 

 

 
Fiìguìre 3. Logiìn Form Diìsplay 

 

The logiìn screen iìs uìsed as the iìniìtiìal 

auìthentiìcatiìon for buìyers to access the system. After a 

suìccessfuìl logiìn, the home screen iìs diìsplayed where 

buìyers can puìrchase MSME produìcts and add them 

to the shoppiìng cart, as shown iìn Fiìguìre 4. 

 

 
Fiìguìre 4. Home and Shoppiìng Card Diìsplay 
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Iìf the transactiìon iìs suìccessfuìlly completed, each 

transactiìon iìs recorded iìnto the blockchaiìn network, 

where 1 block represents 1 transactiìon. Fiìguìre 5 

below shows the blockchaiìn network iìn the 

developed appliìcatiìon. 
s 

3.4 System Testing Result  

The testiìng conduìcted aiìms to evaluìate the 

effectiìveness of the SHA-256 algoriìthm 

iìmplementatiìon iìn maiìntaiìniìng data iìntegriìty wiìthiìn 

the developed blockchaiìn system. The maiìn focuìs of 

the testiìng iìs on how the block chaiìn struìctuìre 

(blockchaiìn) iìs able to detect data changes iìn a siìngle 

block and the iìmpact of those changes on the entiìre 

chaiìn 

3.4.1 Transaction Recording and Manipulation 

Detection Testing Results   

The testiìng was carriìed ouìt iìn a complete 

scenariìo that reflects the process of transactiìon 

recordiìng and how the system responds iìn the event 

of data maniìpuìlatiìon. Each recorded transactiìon 

generates one block contaiìniìng the transactiìon 

nuìmber, transactiìon date, buìyer and seller names, 

total priìce, previìouìs block hash, nonce valuìe, cuìrrent 

hash resuìlt, and the actuìal or valiìd hash, whiìch 

shouìld match the cuìrrent hash. Fiìguìre 6 below shows 

the transactiìon iìnformatiìon stored iìn a siìngle 

blockchaiìn block 

  

 
Fiìguìre 6. Transactiìon Iìnformatiìon Stored iìn a Siìngle Blockchaiìn 

Block 
All of these elements are combiìned and processed 

uìsiìng the SHA-256 algoriìthm to generate a hash. The 

resuìlt wiìll be uìsed as the previìouìs hash iìn the next 

block, creatiìng a chaiìned relatiìonshiìp that cannot be 

altered wiìthouìt affectiìng the suìbsequìent struìctuìre. 

1. Normal process. 

 

 
Fiìguìre 7. Normal Transactiìon Viìsuìaliìzatiìon 

 

Uìnder normal condiìtiìons, the system records two 

transactiìons sequìentiìally, as viìsuìaliìzed iìn Fiìguìre 3.3. 

Each block has a valiìd hash and iìs connected iìn a 

sequìentiìal chaiìn. The Proof of Work process iìs 

carriìed ouìt wiìth a low diìffiìcuìlty level (two leadiìng 

zeros iìn the hash), and the tiìme requìiìred ranges from 

1.2 to 2.5 seconds. For example, Transactiìon #43 

generates the hash 00007b4fcc99d99bf82a. Thiìs hash 

valuìe iìs then uìsed as the previìouìs hash for 

Transactiìon #44, whiìch produìces the hash 

0000249b557a0e969164. The liìnkage between these 

blocks iìs viìsuìaliìzed iìn Fiìguìre 7. 

2. Maniìpuìlatiìon process. 

 

 
Fiìguìre 8. Transactiìon Iìnformatiìon of the Maniìpuìlated Block 

 

To test the system's resiìliìence to changes, one of 

the blocks—speciìfiìcally Transactiìon #41—was 

maniìpuìlated. The total transactiìon priìce was changed 

from Rp 90,000 to Rp 50,000. Thiìs alteratiìon cauìsed 

the hash calcuìlatiìon to diìffer from the oriìgiìnal. 

 Expected Hash : bd276003758e75166826 

 Hash            : 000087e5222a80850b6a 

Siìnce the new hash does not match the expected 

hash, the system marks thiìs block as iìnvaliìd, as 

shown iìn Fiìguìre 8. The system diìsplays an error 

message: Change detected iìn: total 90.000 to 

50.000. 
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3. Transactiìon process wiìth diìfferent buìyer and 

diìfferent seller data. 

Fouìr transactiìons were carriìed ouìt sequìentiìally 

wiìth diìfferent buìyer and seller data to siìmuìlate 

dynamiìc recordiìng iìn the blockchaiìn system. Each 

transactiìon generates a new block that stores 

iìnformatiìon suìch as transactiìon nuìmber, buìyer and 

seller iìdentiìtiìes, total priìce, and transactiìon tiìme. The 

data iìs hashed uìsiìng the SHA-256 algoriìthm, then 

valiìdated throuìgh the Proof of Work mechaniìsm and 

liìnked sequìentiìally uìsiìng the previìouìs hash property. 

 

 
Fiìguìre 9. Transactiìon Iìnformatiìon of Block wiìth Diìfferent Data 

 

3.4.2 Blockchain Visualization and Structure 

Testing Results 

The developed blockchaiìn struìctuìre can be 

descriìbed as a liìnear chaiìn where each block iìs 

diìrectly connected to the previìouìs block throuìgh the 

hash valuìe. Fiìguìre 10 iìlluìstrates the block-to-block 

relatiìonshiìp struìctuìre as a siìmple graph network. 

 

 
Fiìguìre 10. Block Chaiìn Struìctuìre (Blockchaiìn) wiìth Hash 

Relatiìonshiìps Between Blocks 

Iìf one of the blocks iìs altered—for example, 

Block #41—then the entiìre chaiìn that follows wiìll be 

broken becauìse the previìouìsHash no longer matches. 

Thiìs demonstrates the fuìndamental priìnciìple of 

blockchaiìn, whiìch iìs iìmmuìtabiìliìty, meaniìng the 

iìnabiìliìty to change data wiìthouìt breakiìng the chaiìn. 

Siìmply puìt, the way blockchaiìn works iìs siìmiìlar 

to a receiìpt book. Every tiìme a transactiìon occuìrs, iìt 

iìs wriìtten on a page. At the end of each page, youì 

wriìte a uìniìquìe code from the previìouìs page. So, iìf a 

previìouìs page iìs altered, all the followiìng pages 

become iìncorrect. Blockchaiìn works the same way. 

Each transactiìon iìs stored iìn a block. Every block has 

a uìniìquìe code (called a hash), whiìch iìs generated 

from the transactiìon data. Thiìs hash iìs liìke a "diìgiìtal 

fiìngerpriìnt." Iìf someone changes the data, the hash 

also changes, and the next block becomes iìnvaliìd. 

Becauìse all the blocks are iìnterconnected, anyone 

tryiìng to alter even a siìngle piìece of data wiìll break 

the entiìre chaiìn. Thiìs iìs why blockchaiìn iìs very 

diìffiìcuìlt to maniìpuìlate. Thiìs struìctuìre iìs also referred 

to as a graph network becauìse iìt forms a 

mathematiìcally connected network of blocks 

 

3.4.3 Blockchain Structure and Security Analysis 

Testing Results 

The test resuìlts iìndiìcate that SHA-256 iìs 

effectiìve iìn generatiìng uìniìquìe hash valuìes and iìs 

hiìghly sensiìtiìve to any changes iìn the data. The 

blockchaiìn struìctuìre, whiìch connects blocks throuìgh 

the previìouìs hash attriìbuìte, has proven capable of 

maiìntaiìniìng data iìntegriìty. Fuìrthermore, the system 

can auìtomatiìcally detect data maniìpuìlatiìon, 

demonstratiìng iìts reliìabiìliìty iìn ensuìriìng transparency 

and secuìriìty iìn transactiìons. The Proof of Work 

process also ruìns effiìciìently for MSME-scale 

appliìcatiìons, wiìth relatiìvely short hash compuìtatiìon 

tiìmes and an adjuìstable diìffiìcuìlty level, makiìng iìt 

well-suìiìted for practiìcal iìmplementatiìon. 

 

3.4.4 Black Box and White Box Testing Results 

To ensure that the developed system functions 

according to the requirements and specifications, 

testing was carried out using two methods: Black Box 

Testing and White Box Testing. The results of Black 

Box Testing are presented in Table 1. 

 Based on Table 1, the Black Box testing results 

indicate that the system functions as expected for all 

key test cases. For fundamental functionalities like 

Tabel 1. Black Box Testing Results 

No Test Case Input / Action Expected Output Actual 

Output 

Result 

1 Login with valid 

credentials 

Valid username & password Successfully logged into the system 

(home screen displayed) 

As 

expected 

Pass 

2 Login with invalid 

credentials 

Incorrect username/password Error message “Login failed” appears As 

expected 

Pass 

3 Add product to cart Select product → click “+” Product added to shopping cart list As 

expected 

Pass 

4 Make a purchase 

transaction 

Select product → checkout → 

confirm payment 

Transaction recorded in blockchain (1 

block created) 

As 

expected 

Pass 

5 Manipulate 

transaction data 

Modify total price in 1 block System detects changes → block marked 

invalid 

As 

expected 

Pass 

6 View transaction 

history 

Click “History” menu All transactions displayed in sequential 

block order 

As 

expected 

Pass 

 



Luis, et. al, Implementing Sha-256 In Blockchain …   194 

login, the system successfully validates user 

credentials, both valid and invalid, by providing the 

correct responses. The ability to add products to the 

cart and make a purchase transaction also worked 

flawlessly, with the system successfully recording 

each transaction onto the blockchain. More crucial 

tests, focusing on data security and integrity, also 

showed satisfactory results. When transaction data 

was manipulated, the system successfully detected 

the change and flagged the block as invalid, 

confirming that the blockchain's security mechanisms 

are working properly. Finally, the functionality to 

view transaction history also worked correctly, 

displaying all data in sequential block order. Overall, 

all test cases passed, showing that the system is 

stable, functional, and secure from a user's 

perspective. 

The results of White Box Testing are presented 

in Table 2. 

 

Based on Table 2, the White Box testing results 

indicate that the internal structure and code logic of 

the blockchain system are functioning correctly. This 

testing focused on the core mechanisms, starting with 

the hash function. The results confirmed that the 

function consistently generates a unique 64-character 

hash using the SHA-256 algorithm, which is crucial 

for data integrity. Following that, the block linking 

test successfully proved that each new block records 

the hash of the preceding block (previousHash), 

ensuring the formation of a complete and unbroken 

chain. For the Proof of Work (PoW) aspect, the test 

validated that the "mining" process works as 

intended—finding a hash that meets a specific 

criterion (starting with two zeros) within the expected 

timeframe (1.2–2.5 seconds). This indicates that the 

PoW mechanism is well-implemented and efficient. 

Finally, the transaction validation test proved that the 

system only accepts valid transaction data into the 

blockchain, preventing the recording of unauthorized 

information. Overall, all these White Box testing 

results show that the blockchain system's code 

architecture and implementation are robust, meeting 

the fundamental functional and security requirements. 

3.5 Discussion 

Thiìs research was motiìvated by the low 

consuìmer truìst iìn the secuìriìty of diìgiìtal transactiìon 

data iìn MSMEs, as well as the potentiìal for data 

maniìpuìlatiìon iìn conventiìonal systems that lack 

decentraliìzed valiìdatiìon mechaniìsms. Thiìs iìssuìe 

hiìghliìghts the need for a technology that can 

auìtomatiìcally and transparently maiìntaiìn data 

iìntegriìty. The iìmplementatiìon resuìlts show that the 

SHA-256 algoriìthm wiìthiìn the blockchaiìn system 

suìccessfuìlly generates uìniìquìe hashes that are hiìghly 

sensiìtiìve to changes. The system iìs capable of 

detectiìng data maniìpuìlatiìon iìn a siìngle block becauìse 

suìch changes cauìse the hash to no longer match the 

followiìng block, thereby breakiìng the chaiìn. Thiìs 

proves that the hash struìctuìre and iìnter-block liìnkage 

effectiìvely preserve data iìntegriìty [13]. These 

fiìndiìngs are consiìstent wiìth previìouìs liìteratuìre that 

hiìghliìghts the effectiìveness of blockchaiìn iìn 

maiìntaiìniìng data iìntegriìty and system transparency, 

partiìcuìlarly iìn sectors suìch as fiìnance, logiìstiìcs, and 

suìpply chaiìns. For example, research by Lanziìniì et al. 

[21] stated that the adoptiìon of blockchaiìn by SMEs 

iìs greatly iìnfluìenced by organiìzatiìonal matuìriìty and 

management suìpport to ensuìre suìccessfuìl technology 

iìmplementatiìon at the miìcro-organiìzatiìonal level. Iìn 

addiìtiìon, a stuìdy by Ramachandran et al. [22] 

explaiìned that blockchaiìn proviìdes key benefiìts suìch 

as truìst-buìiìldiìng, traceabiìliìty, transactiìon auìtomatiìon, 

and data transparency iìn muìltiì-stakeholder 

enviìronments liìke diìgiìtal suìpply chaiìns. Research by 

Wang, Han et al. [23]  also suìpported that the 

decentraliìzed struìctuìre of blockchaiìn iìs hiìghly 

effectiìve iìn strengtheniìng truìst and auìdiìtabiìliìty of 

transactiìon data iìn modern suìpply chaiìns. However, 

iìts appliìcatiìon iìn the context of local MSMEs has 

rarely been stuìdiìed. Throuìgh thiìs research, the 

iìmplementatiìon of blockchaiìn iìs extended to the 

miìcro scale, demonstratiìng that the system can also 

be appliìed to MSMEs as a form of protectiìon for 

diìgiìtal transactiìons. Practiìcally, thiìs system can be 

uìsed by MSMEs to iìncrease cuìstomer truìst, proviìde a 

permanent diìgiìtal footpriìnt, and serve as a fouìndatiìon 

for buìsiìness transparency. Iìn an eduìcatiìonal context, 

the system has the potentiìal to become a learniìng 

mediìuìm for technology-based entrepreneuìrshiìp. 

From a poliìcy perspectiìve, iìt opens opportuìniìtiìes to 

serve as a reference iìn the development of fuìtuìre 

diìgiìtal MSME poliìciìes.  

To comprehensively evaluate the system's 

performance, both Black Box and White Box testing 

methodologies were employed. The results from the 

Black Box testing (Table 1) confirm that the system's 

Tabel 1. White Box Testing Results 

No Test Case Testing Focus Expected Behavior Actual 

Behavior 

Result 

1 Hash generation 

function 

Transaction data processed with SHA-256 

function 

Generates a unique 64-

character hash 

As expected Pass 

2 Block linking New block stores previousHash of the prior 

block 

Chain formed without error As expected Pass 

3 Proof of Work Mining continues until hash begins with 2 

zeros 

Average time 1.2 – 2.5 

seconds 

As expected Pass 

4 Manipulation 

detection 

If data modified → hash changes → block 

invalid 

System flags block as invalid As expected Pass 

5 Transaction 

validation 

Transaction data validated before entering 

blockchain 

Only valid transactions 

recorded 

As expected Pass 
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functional requirements are met from an end-user 

perspective. Tests for core functionalities, such as 

user login, adding products to a cart, and completing 

purchase transactions, all passed successfully. Most 

importantly, the system's ability to detect data 

manipulation and display transaction history worked 

as expected, proving that the system is stable, 

functional, and secure from a user's viewpoint. 

The White Box testing (Table 2) provided deeper 

insights into the system's internal mechanisms, 

validating the integrity of the code's logic and 

structure. This stage of testing was crucial for 

confirming the correct implementation of the 

blockchain's core principles. The hash generation 

function consistently produced unique, 64-character 

hashes, affirming the correct use of the SHA-256 

algorithm. The block linking test proved that the 

previousHash attribute was correctly stored in each 

new block, ensuring the formation of a secure and 

unbroken chain. Furthermore, the Proof of Work 

(PoW) mechanism was validated to function within 

an efficient timeframe, and the transaction validation 

logic was shown to correctly filter out invalid data 

before it could be added to the blockchain. 

Collectively, the successful results from both 

testing approaches provide a strong basis for the 

system's reliability. The Black Box tests confirmed 

the system's usability and external behavior, while 

the White Box tests guaranteed the soundness of its 

internal architecture and security protocols. This dual 

validation approach demonstrates that the system is 

not only functional for its intended users but also 

robust and secure at a foundational, technical level. 

4. CONCLUSION 

Based on the implementation and testing results, 

it can be concluded that the SHA-256 algorithm has 

been effectively applied within the blockchain system 

to enhance data security in online transactions for 

local MSMEs. This algorithm generates unique, 

irreversible hashes that are highly sensitive to data 

changes, thereby ensuring the integrity of each block 

in the transaction chain. The blockchain structure, 

which links each block through the previous hash, 

creates a system that is difficult to manipulate, 

enhancing transparency and user trust. This 

represents a significant added value for local MSMEs 

that are adapting to the digital era and require a 

secure, reliable, and traceable transaction system. 

However, this research has several limitations 

that must be acknowledged. First, the system 

developed is a prototype and has not been tested in 

real-world MSME conditions. As such, its 

performance and scalability under heavy transaction 

loads remain to be evaluated. Second, the success of 

a broader implementation would be challenged by the 

existing levels of digital literacy and technological 

infrastructure within the MSME community. 

For future research, it is recommended to expand 

this prototype into a full-scale application. This could 

involve integrating smart contracts to automate key 

business processes, implementing digital tokens for 

new payment models, and establishing connections to 

broader payment systems to facilitate wider adoption. 

Furthermore, a long-term study on the practical 

adoption and impact of this system on MSME 

business growth and customer trust would provide 

valuable empirical data 
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