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Abstract (10pt)

The advancement of 1f0mlaticm technology has driven digital transformation in various sectors, including
Micro, Small, and Medium Enterprises (MSMEs), which are vital to Indonesia's economy. However, local
MSMEs still face challenges in online transactions, especially related to data security and low consumer trust.
Issues like data manipulation, lack of transparency, and weak security systems hinder optimal digitalization. This
study implements the SHA-256 cryptographic algorithm in a blockchain system to enhance security and trust in
local MSMEs' online transactions. SHA-256 is chosen for its ability to produce unique, permanent, and tamper-
resistant hashes. The system adopts a decentralized blockchain model, where transactions are recorded in
encrypted, chronologically linked blocks. The results show that the SHA-256-based blockchain system
effectively ensures data mtegrity, improves transparency, and enables automatic wvalidation of online
transactions. This technology offers a strategic solution for MSMEs to build a more secure, reliable, and efficient

transaction system
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1. INTRODUCTION

The development of information technology has
had a significant impact on various aspects of life,
including the digital economy sector [1]. One of the
rapidly growing forms of digital transformation is
online buying and selling, which has now become a
primary alternative for business actors, including
local Micro, Small [2], and Medium Enterprises
(MSMEs) [3]. MSMEs play a vital role in the
national economy but still face various challenges in
optimizing the use of digital platforms, particularly in
terms of transaction security and consumer trust [4].

Trust issues remain one of the main obstacles in
online transactions, especially when dealing with
businesses that lack a strong reputation or adequate
security systems [5]. Numerous cases of fraud,
transaction data manipulation, and a lack of
transparency in recording sales make potential buyers

hesitant to conduct online transactions with MSME
[6].

Blockchain technology emerges as a potential
solution to address these issue [7]. Blockchain is a
decentralized digital recording system that enables
data to be recorded transparently, permanently, and
immutably [8]. One of the key components of
blockchain is the use of cryptographic algorithms
such as SHA-256 (Secure Hash Algorithm 256-bit),
which serves to secure and uniquely identify data
blocks [9]. With this algorithm, each transaction is
encoded into a hash that cannot be manipulated,
thereby enhancing data integrity and security
[10][11].

Blockchain technology has been widely applied
across various sectors due to its advantages in
transparency, security, and decentralization. For
example, a study by Rissal Efendi et al. [12]
integrated blockchain and data security to improve
the efficiency and transparency of the global logistics




system, while research by Felicia et al. [13]
highlighted that blockchain presents both challenges
and opportunities in the Digital Era, particularly in
the areas of data security and digital transactions.
However, most previous studies have focused on
large corporations and the technical aspects of
blockchain implementation. The application of
blockchain—specifically the SHA-256 algorithm—in
the context of online transactions for local MSMEs is
still rarely the main focus of research [14]. Yet,
MSMEs are the backbone of Indonesia’s economy
and require secure, efficient technological solutions
that align with their capacity and limitations.

Several recent studies have further supported
the effectiveness of SHA-256 in digital transaction
security. A study by Fajrin, A.M. et al. [9] compared
the performance of SHA-256 and BLAKE2b in a
blockchain context, showing that SHA-256 excels in
efficiency and security, making it the preferred
choice for maintaining data integrity in digital
transactions. Another study by Rabtsani et al. [15]
revealed that combining SHA-256 with AES-256
significantly enhances data security in digital
payment applications. Additionally, research by
Suryani et al. [16] demonstrated how blockchain
improves  security, efficiency, and financial
transparency, reducing fraud risks and increasing
trust in digital payment systems. Ilyas Mahfud et al
[17] showed that integrating SHA-256 with REST
APIs is highly effective for ensuring data integrity
and authentication between clients and servers.
Lastly, a study by Prateek Baranwal et al. [18]
discussed the use of SHA-256 in managing Non-
Fungible Tokens (NFTs) on the Ethereum
blockchain, illustrating its role in ensuring the
authenticity and security of digital assets.

2. RESEARCH METHOD

In this research, the research method that will be
carried out can be seen in Figure 1.
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Figure 1. Stages of Research Methods
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2.1 Collection References & Needs Analysis

This initial stage is crucial as it lays the
foundation for the entire research and development
process. It begins with an in-depth literature review
to collect and study various references related to
blockchain technology, the SHA-256 cryptographic
algorithm, and security mechanisms for digital
transactions, especially in the context of Micro,
Small, and Medium Enterprises (MSMEs). Sources
include scientific journals, books, case studies, and
previous research projects. The purpose is to gain a
comprehensive understanding of how blockchain and
cryptography  work, the challenges in online
transactions, and the potential solutions offered by
these technologies.

Simultaneously, a needs analysis is conducted
by engaging with a selected local MSME to
understand their specific pain points and expectations
when conducting online transactions. This involves
interviews or surveys with business owners and
stakeholders to identify critical issues such as
transaction fraud, lack of tansparency, and system
inefficiencies. The analysis helps to align the system
being developed with real-world problems faced by
MSMEs, ensuring that the solution is not only
theoretically sound but also practically useful.

2.2 System Design

In this phase, the overall system architecture is
designed based on the findings from the needs
analysis. The goal is to build a user-centric solution
tailored to the operational model of a local MSME.
The system is broken down into several key
components:

1. Frontend Design: Utilizing Flutter, a modern Ul
toolkit for building natively compiled applications
across mobile and web platforms. The interface is
designed to be simple, intuitive, and accessible
even for users with minimal technical knowledge.

2. Backend Development: The backend s
constructed using Laravel, a robust PHP
framework known for its scalability and security.
This component handles user authentication,
transaction logic, database management, and
communication with the blockchain layer.

3. Blockchain Structure: A lightweight, customized
blockchain model is designed, where transaction
data is stored in blocks. Each block contains a
hash of the previous block, a timestamp, and the
hashed transaction data using SHA-256. This
structure  ensures  chronological order and
immutability of transaction records.

Clear data flows and security mechanisms are
also defined during this phase, including how data is
hashed, how blocks are chained, and how validation
occurs within the system.




2.3 Development & Implementation

This stage involves translating the design into a
working application through systematic development.
The development process includes:
1. Building the Frontend and Backend: Writing the

actual code using Flutter and Laravel based on the
designs created. The application includes modules
for transaction entry, user authentication, and a
dashboard to track transactions and hash values.

2. Applying SHA-256 Hashing: The SHA-256
algorithm is implemented to convert each
transaction’s data into a fixed-length hash string.
This hash acts as a digital fingerprint of the data,
making it impossible to alter the information
without being detected.

3. Constructing the Blockchain: Each
transaction is placed into a block, which also
contains a reference (hash) to the previous block,
forming a continuous, tamper-resistant chain.
New blocks are added sequentially, and the
system checks the integrity of the chain during
every operation.

4. Integration: All components—frontend, backend,
and blockchain—are integrated into a unified
platform that can be accessed by MSME users to
perform and verify transactions.

This phase ensures that the blockchain
application is functional, user-friendly, and aligned
with the technological capabilities of small business
USETS.

hashed

2.4 System Testing

System testing is a critical phase to evaluate the
reliability, performance, and security of the
application. Several types of tests are conducted:

1. Functional Testing: Ensures that all system
features work as intended, including user
registration, transaction processing, and data
hashing.

2. Hashing Validation: Verifies the accuracy of the
SHA-256 algorithm in generating consistent and
tamper-proof hashes for the same input, and
differing hashes for altered input, thus confirming
data integrity.

3. Blockchain Integrity Check: The system is tested
to ensure that the chain structure is preserved,
with no broken links between blocks. Any attempt
to tamper with data in a block should result in a
mismatch in the hash walues, immediately
flagging an inte grity issue.

The results of these tests determine whether the
system is ready for real-world use. If issues are
found, the development team iterates the design until
all benchmarks for functionality, security, and user
experience are met.

3.  RESULT AND DISCUSSION

This research resulted in an online buying and
selling transaction system based on blockchain
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technology, implemented using the SHA-256 hash
algorithm.

3.1 Collection References & Needs Analysis Result

The initial stage of the research involved
collecting relevant references and conducting a needs
analysis to identify the core problems faced by local
MSMEs in conducting online transactions. Through a
comprehensive literature review, various studies and
publications related to blockchain technology, SHA-
256 cryptographic algorithms, and digital transaction
security were analyzed. These references provided
valuable insights into how blockchain can enhance
data integrity, ensure transparency, and prevent
unauthorized manipulation in transaction systems.

In addition to theoretical references, a field
study was conducted with a selected local MSME
operating in the retail sector. Interviews and informal
discussions were held with the business owner to
better understand their daily operational challenges.
The results revealed several key issues:
1. Lack of Consumer Trust: Many potential

customers hesitate to transact online due to
concerns about fraud and data manipulation.

2. Weak Transaction Records: The current
transaction system used by the MSME lacked
transparency and proper data tracking.

3. Limited Digital Knowledge: The business owner
had minimal experience with  advanced
technologies, highlighting the need for a user-
friendly solution.

4. Desire for Efficiency: There was a strong desire
to simplify transaction recording and enhance
customer confidence without requiring large
investments or complex infrastructure.

These findings confirmed the relevance of
blockchain as a potential solution and guided the
development of a system that is not only secure and
reliable but also easy to use and tailored to the needs
of small business owners. The implementation of
SHA-256 within a simplified blockchain structure
was identified as the most suitable approach,
balancing security and simplicity for practical use by
MSMEs

3.2 System Design Result

The system design developed to ensure the
accuracy, transparency, and security of transaction
data between sellers and buyers is shown in Figure 2
below.
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Figure 2. System Design Result

As shown in Figure 3, the developed system
aims to enhance the security and integrity of online
transaction data for local MSMEs through the
implementation of the SHA-256 algorithm within
blockchain technology. The mobile application was
built using Flutter, with Laravel as the backend for
data management. Each transaction performed by the
user is processed to generate a unique hash using
SHA-256, which is then stored in a block chain
structure  (blockchain). This hash serves as a
permanent identifier of the transaction data, allowing
the system to detect any tampering through hash
value discrepancies. Thus, the system ensures
transparency, authenticity, and resilience of the data
against modification.

3.3 Development & Integration Result

The development of this system was camied out
in the form of a mobile application designed to assist
local MSMEs in conducting online transactions with
a higher level of security using Blockchain
technology based on the SHA-256 algorithm. The
application was built using a modular approach to
allow easy integration with existing systems used by
MSMEs, such as transaction recording systems or
inventory systems. The main focus of the
development is to ensure data security, transaction
authenticity, and to increase trust between business
actors and customers in a digital environment. The
following Figure 3 shows the initial view of the
application in the form of a login screen.

Author, et. al, Title Written Times ... 4

Login ke Akun Anda

Figure 3. Login Form Display

The login screen is used as the initial
authentication for buyers to access the system. Aftera
successful login, the home screen is displayed where
buyers can purchase MSME products and add them
to the shopping cart, as shown in Figure 4.
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Figure 4. Home and Shopping Card Display

If the transaction is successfully completed,
each transaction is recorded into the blockchain
network, where 1 block represents 1 transaction.
Figure 5 below shows the blockchain network in the
developed application.
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Figure 5. Transaction Recording Display in the Blockchain
Network

3.4 System Testing Result

The testing conducted aims to evaluate the
effectiveness  of  the  SHA-256  algorithm
implementation in maintaining data integrity within
the developed blockchain system. The main focus of
the testing is on how the block chain structure
(blockchain) is able to detect data changes in a single
block and the impact of those changes on the entire
chain

3.4.1 Transaction Recording and Manipulation
Detection Testing Results

The testing was carried out in a complete
scenario that reflects the process of transaction
recording and how the system responds in the event
of data manipulation. Each recorded transaction
generates one block containing the transaction
number, transaction date, buyer and seller names,
total price, previous block hash, nonce value, current
hash result, and the actual or wvalid hash, which
should match the current hash. Figure 6 below shows
the transaction information stored in a single
blockchain block

Transaksi #44

Tanggal 02 Juli 2025
Pembeli: Buyer 1
Penjual: Ulos Lokal

Total: Rp.75.000

Previous Hash: 00007b4fcc99d99biB2a
Hash: 0000249b557a0e969164
ExpectedHash: 0000249b55720e969164

Nonce: 1213
Valid: true

Figure 6. Transaction Information Stored in a Single Blockchain
Block

All of these eclements are combined and
processed using the SHA-256 algorithm to generate a
hash. The result will be used as the previous hash in
the next block, creating a chained relationship that
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cannot be altered without affecting the subsequent
structure.
1. Normal process.

Transaksi #44

91 02 Jul 2025

el Buyer 1

jual: Uos Lokal

Totak Rp.75.000

Previows Hash: 00007batcco9d99b182a
Hash: D000249557a0e969164
ExpectedHash: DD00Z49D55700896%1 64

Nonce: 1213
Valid: true

Teansaksi 43
Tanggal 02 Jull 2025
Pembet: Buyer 1
Penjual: umkm_2
Total Rp.55.000
Previous Hash: 000
Hash: 00007b4!
Expectad)

batcco9amIbtaza
Nonce: 4070

Valid: troe

Figure 7. Normal Transaction Visualization

Under normal conditions, the system records two
transactions sequentially, as visualized in Figure
3.3. Each block has a valid hash and is connected
in a sequential chain. The Proof of Work process
is carried out with a low difficulty level (two
leading zeros in the hash), and the time required
ranges from 1.2 to 2.5 seconds. For example,
Transaction  #43  generates  the  hash
00007b4fcc99d99bf82a. This hash value is then
used as the previous hash for Transaction #44,
which produces the hash
0000249b557a0e969164. The linkage between
these blocks is visualized in Figure 7.
2. Manipulation process.

Transaksi #47

Tanggal 01 Juli 2025

Pembeli: Buyer 1

Penjual: Ulos Lokal

Total: Rp.50.000

Previous Hash: Genesis Block

Hash: 000087¢5222a80850b6a
ExpectedHash: bd276003758e75166826

Nonce: 3463
Valid: false

Alasan Tidak Valid: Perubahan te

pada: lotal dar| 90000 menjad|

Figure 8. Transaction Information of the Manipulated Block

To test the system's resilience to changes, one of
the blocks—specifically Transaction #41—was
manipulated. The total transaction price was
changed from Rp 90,000 to Rp 50,000. This
alteration caused the hash calculation to differ
m the original.

Expected Hash : bd276003758¢75166826

Hash 1 000087e5222a80850b6a




Since the new hash does not match the expected
hash, the system marks this block as invalid, as
shown in Figure 8. The system displays an error
message: Change detected in: total 90.000 to
50.000.

3. Transaction process with different buyer and
different seller data.
Four transactions were carried out sequentially
with different buyer and seller data to simulate
dynamic recording in the blockchain system. Each
transaction generates a new block that stores
information such as transaction number, buyer
and seller identities, total price, and transaction
time. The data is hashed using the SHA-256
algorithm, then wvalidated through the Proof of
Work mechanism and linked sequentially using
the previous hash property.

o7datdbeod
%640
2981 70040

Figure 9. Transaction Information of Block with Different Data

3.4.2 Blockchain Visualization and Structure
Testing Results

The developed blockchain structure can be
described as a lincar chain where each block is
directly connected to the previous block through the
hash value. Figure 10 illustrates the block-to-block
relationship structure as a simple graph network.

Previous Previous Previous
Hash Hash Hash
Blok Blok Blok Blok
#41 #42 #43 #44
Hash41 Hashd2 Hashd43 Hash44

Figure 10. Block Chain Structure (Blockchain) with Hash
Relationships Between Blocks

If one of the blocks is altered—for example,
Block #41—then the entire chain that follows will be
broken because the previousHash no longer matches.
This demonstrates the fundamental principle of
blockchain, which is immutability, meaning the
inability to change data without breaking the chain.
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Simply put, the way blockchain works is similar
to a receipt book. Every time a transaction occurs, it
is written on a page. At the end of each page, you
write a unique code from the previous page. So, if a
previous page is altered, all the following pages
become mncorrect. Blockchain works the same way.
Each transaction is stored in a block. Every block has
a unique code (called a hash), which is generated
from the transaction data. This hash is like a "digital
fingerprint." If someone changes the data, the hash
also changes, and the next block becomes nvalid.
Because all the blocks are interconnected, anyone
trying to alter even a single piece of data will break
the entire chain. This is why blockchain is very
difficult to manipulate. This structure is also referred
to as a graph network because it forms a
mathematically connected network of blocks

3.4.3 Blockchain Structure and Security Analysis
Testing Results

The test results indicate that SHA-256 is
effective in generating unique hash values and is
highly sensitive to any changes in the data. The
blockchain structure, which connects blocks through
the previous hash attribute, has proven capable of
maintaining data integrity. Furthermore, the system
can automatically detect data manipulation,
demonstrating its reliability in ensuring transparency
and security in transactions. The Proof of Work
process also runs efficiently for MSME-scale
applications, with relatively short hash computation
times and an adjustable difficulty level, making it
well-suited for practical implementation.

3.5 Discussion

This research was motivated by the low
consumer trust in the security of digital transaction
data in MSMEs, as well as the potential for data
manipulation in conventional systems that lack
decentralized validation mechanisms. This issue
highlights the need for a technology that can
automatically and transparently maintain  data
integrity. The implementation results show that the
SHA-256 algorithm within the blockchain system
successfully generates unique hashes that are highly
sensitive to changes. The system is capable of
detecting data manipulation in a single block because
such changes cause the hash to no longer match the
following block, thereby breaking the chan. This
proves that the hash structure and inter-block linkage
effectively preserve data integrity [19]. These
findings are consistent with previous literature that
highlights the effectiveness of blockchain in
maintaining data integrity and system transparency,
particularly in sectors such as finance, logistics, and
supply chains. For example, research by Lanzini et al.
[20] stated that the adoption of blockchain by SMEs
is greatly influenced by organizational maturity and
management support to ensure successful technology
implementation at the micro-organizational level. In




addition, a study by Ramachandran et al. [21]
explained that blockchain provides key benefits such
as trust-building, traceability, transaction automation,
and data transparency in  multi-stakeholder
environments like digital supply chains. Research by
Wang, Han et al. [22] also supported that the
decentralized structure of blockchain is highly
effective in strengthening trust and auditability of
transaction data in modern supply chains. However,
its application in the context of local MSMEs has
rarely been studied. Through this research, the
implementation of blockchain is extended to the
micro scale, demonstrating that the system can also
be applied to MSMEs as a form of protection for
digital transactions. Practically, this system can be
used by MSMEs to increase customer trust, provide a
permanent digital footprint, and serve as a foundation
for business transparency. In an educational context,
the system has the potential to become a learning
medium for technology-based entreprencurship.
From a policy perspective, it opens opportunities to
serve as a reference in the development of future
digital MSME policies. The limitation of this study is
that the system is still a prototype and has not been
tested directly in real-world MSME conditions. In
addition, digital literacy levels and technological
infrastructure  remain major challenges in its
implementation. Future research could enhance this
system through the integration of smart contracts, the
use of digital tokens, and connections to broader
payment systems.

4. CONCLUSION

Based on the implementation and testing results,
it can be concluded that the SHA-256 algorithm has
been effectively applied within the blockchain system
to enhance data security in online transactions for
local MSMEs. This algorithm generates unique,
irreversible hashes that are highly sensitive to data
changes, thereby ensuring the integrity of each block
in the transaction chain. The blockchain structure,
which links each block through the previous hash,
creates a system that is difficult to manipulate,
enhancing transparency and user trust in the system.
This represents a significant added value for local
MSMEs that are adapting to the digital era and
require a secure, reliable, and traceable transaction
system.
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