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Abstract

Information security plays a critical role in ensuring the reliability and continuity of business processes,
particularly in the retail sector where data integrity is essential for claim validation and payment systems. PT XYZ
developed a Claim Management System to support transparency and efficiency in managing incentive claims.
However, the company faced recurring challenges such as frequent data loss and weak access control, which
disrupted operations and created risks to business continuity. This study aims to evaluate the maturity level of
information security management at PT XYZ using the COBIT 2019 framework and to identify relevant controls
from ISQ/IEC 27001:2022 as a basis for improvement. A descriptive-comparative method was employed,
combining questionnaires, interviews, and domain mapping to assess the maturity of IT governance processes.
The findings show that PT XYZ has achieved its targeted maturity level in all assessed domains, with some
processes exceeding expectations. Although no significant gaps were found, recommendations were formulated
based on ISO/IEC 27001:2022 controls, including regular business continuity and disaster recovery testing,
documentation of lessons learned, integration of security controls into the ISMS, enhanced monitoring through
real-time analysis, and compliance mapping with regulatory requirements. The study concludes that integrating
COBIT 2019 and ISO/IEC 27001:2022 provides a comprehensive framework for strengthening 1T governance and
information security. These results offer practical implications for improving organizational resilience, while
future research may extend this approach to different industries for comparative analysis.
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the incentive claim process, PT. XYZ developed a
Claim Management System that enables dealers to
submit claims based on sales data they input into the

1. INTRODUCTION

The use of information and communication

technology in the retail sector s essential to support
the claim payment monitoring system.[ 1] The function
of Information Technology (IT) in business 1s also
required to enhance effectiveness, efficiency, and the
security of customer data in every service provided.
Currently, many companies across various industries,
including the retail industry, are driven to implement
IT as part of their digital transformation efforts to
maintain data integrity.[2]

PT. XYZ, a company engaged in the retail sector,
has utilized information technology in its business
operations. To support transparency and efficiency in

system. Claim validation is carried out based on the
data submitted by the dealers, which serves as the basis
for the company to process payments to them. This is
aimed at building and maintaining the trust of business
partners. It 1s expected that the system will be able to
produce complete, accurate, and high-quality
outputs.[3]

However, in its implementation, PT. XYZ still
faces several serious challenges related to information
security and system management.[4] One of the
problems is that sales data submitted by dealers was
lost due to an error caused by someone editing the data




in the system. This resulted m the loss of sales data,
requiring dealers to resubmit their sales, which
hindered wvalidation and disrupted operational
continuity.

COBIT 2019 stands for Control Objectives for
Information and Related Technology, which is a
framework that helps shape IT strategies, processes,
and operations, as well as measure 1T management and
IT governance administration skills to achieve better
optimization.[5]

ISO/IEC 27001 is a standard for the Information
Security Management System (ISMS) issued by the
International Organization for Standardization (ISO)
in 2022. This standard contains specifications or
requirements that must be fulfilled to establish an
information security management system. ISO/IEC
27001 provides guidance for companies of various
sizes and sectors to develop, implement, maintain, and
continuously improve their information security
management systems. The standard adopts a risk
management-based approach. Its objective is to
ensure that the implemented controls are capable of
protecting information assets from various risks,
thereby increasing security assurance for interested
parties. The implementation of this [ISMS must be
supported by planning, security policies, programs
(procedures and processes), risk assessment, and
human resources)[6]

The use of information and communication
technology in the government sector is essential to
support  electronic-based  government  systems,
commonly referred to as e-government. E-government
aims to simplify all activities carried out within the
government. At present, both central and regional
governments are striving to improve the quality of
products and services used internally within
government institutions as well as those provided to
the general public in order to realize the organization’s
vision and mission.[7]

The function of Information Technology (IT) in
business is also required to improve effectiveness,
efficiency, and the seeurity of customer data in every
service provided. Currently, many companies across
various industries, including the banking industry, are
driven to implement IT as part of their digital
transformation efforts to maintain data integrity. 8]

In addition, previous studies have highlighted the
importance of IT services, IT risk management,
information security, and DevOps practices in
supporting digital transformation (DT) in large banks,
with a focus on the COBIT 2019 framework.
Furthermore, in other types of financial industries,
previous research has also focused on information
security governance, such as in insurance companies
and fintech firms.[9]

The need to implement COBIT 2019 and ISO/IEC
27001:2022 in this study 1s based on the necessity to
address issues of data loss, system changes without
adequate control, and their impact on the continuity of
business relationships.[10] ISO/IEC 27001:2022
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focuses on information security protection through the
implementation of policies such as backup, access
control, and change management
procedures.[11]Meanwhile, COBIT 2019 provides a
comprehensive IT governance and risk management
framework, ensuring that the management of
information technology 1s aligned with the company’s
business goals and strategies. By integrating these two
frameworks, the proposed solution is expected to
address  technical es  while simultaneously
strengthening overall IT governance at PT XYZ.[12]

Based on the problems described, this study has
several objectives. First, to analyze the issues of data
loss and weak access control in the Claim
Management System at PT XYZ. Second, to evaluate
the alignment of information technology management
at PT XYZ with the COBIT 2019 framework. Third,
to identify relevant information security controls from
the ISO/IEC 27001:2022 standard in addressing data
loss and system change management. Fourth, to
propose recommendations for  improving [T
governance and information security through the
integration of COBIT 2019 and ISO/IEC 27001:2022.

In line with these objectives, this study seeks to
answer several research questions: what are the main
iss clated to data loss and weak access control in
managing the Claim Management System at PT XYZ,
what is the level of IT process capability at PT XYZ
based on COBIT 2019, which information security
controls from ISO/IEC 27001:2022 are relevant to
address these issues, and how can PT XYZ implement
proposed improvements in IT governance and
information security through the integration of COBIT
2019 and ISO/IEC 27001:2022.

2. RESEARCH METHOD

In this study, COBIT 2019 and ISO/IEC
27001:2022 will be used to measure the maturity level
and to recommend improvements. The issues of
frequent data loss and user access control, identified as
problems within PT XYZ, specifically concerning
security in the Claim Management System, will be
addressed through the standards and guidelines of
ISO/IEC 27001:2022 and COBIT 2019. The results of
applying this method will be analyzed to generate
solutions in the form of descriptive recommendations.

This research adopts a descriptive-comparative
approach aimed at assessing and comparing the
maturity level of information security management
within an organization by using two main frameworks,
namely ISO/IEC 27001:2022 and COBIT 2019. The
study context is a real data loss incident within the
company, thus providing a practical illustration of
governance mechanisms and controls in place.

The approach applied is a quantitative method
(through maturity scoring and questionnaires). This
design allows the researcher to obtain a comprehensive
assessment of the organization’s information security
governance from multiple perspectives.




The object of this research is the implementation
of mformation security controls directly related to the
prevention and handling of data loss incidents. The
research subjects consist of IT staff.

Data collection is carried out through the
following methods :

2.1. Problem Identification

Figure 1. Research Stage

This ensures that the research not only builds upon
established theories but also contributes to advancing
practical solutions for improving information security
and governance. The main problem identified in PT
XYZ’s Claim Management System is the frequent loss
of sales data submitted by dealers. This issue arises
due to weak access control mechanisms that allow
unauthorized modifications or deletions of data within
the system. As a result, dealers are required to re-
submit their sales data, which significantly disrupts the
validation process and delays claim payments.

These recurring issues not only hinder operational
efficiency but also create risks to business continuity
and trust between the company and its partners. Since
data is a critical asset in ensuring transparent and
accurate claim validation, the lack of proper security
controls compromises the integrity and reliability of
the system. Without immediate improvement, PT
XYZ may face long-term challenges in maintaining
partner confidence and ensuring smooth operational
workflows.

Therefore, it is essential to address these problems
by implementing robust IT governance and
information security measures. Strengthening access
control and ensuring reliable data management are
necessary steps to minimize the risk of data loss and
improve the overall effectiveness of the Claim
Management System.[13]

2.2, Literature Review

The literature review is conducted by examining a
wide range of theoretical information collected from
diverse sources, including journals, articles, books,
and online references related to the research topic. This
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process plays a crucial role in establishing a strong
theoretical foundation and ensuring that the study 1s
grounded in existing knowledge. By reviewing prior
research, the study is able to identify key concepts,
frameworks, and findings that are relevant to the
problem under investigation.

Furthermore, the literature review allows the
researcher to map existing gaps and opportunities that
have not been fully addressed in previous studies. It
also provides comparative insights into how similar
issues have been approached in other contexts,
particularly in the implementation of frameworks such
as COBIT 2019 and ISO/IEC 27001:2022. This
ensures that the research not only builds upon
established theories but also contributes to advancing
practical solutions for improving information security
and governance.[14]

2.3. Domain Mapping

The COBIT 2019 framework domain mapping at
this stage is carried out through an in-depth analysis
using the Goal Cascade framework. This approach
ensures that enterprise goals are systematically aligned
with IT-related goals, which are then linked to
governance and management objectives. By applying
the Goal Cascade, organizations can trace how
business needs translate into IT processes and
capabilities, ensuring that every activity supports
overall strategic objectives. As illustrated in Figure 2,
the stages provide a structured path to identify,
prioritize, and map domains within COBIT 2019,
creating a clear connection between organizational
strategy, governance practices, and operational
processes. This mapping not only enhances visibility
but also strengthens accountability and performance
measurement across the enterprise.[15]

2.4. Interview

Interviews with staff are conducted to gather in-
depth information and insights directly from
individuals who are actively involved in the system’s
operations. Through these interviews, researchers can
obtain a clear understanding of the challenges faced,
particularly regarding issues of data loss and weak
access control within the Claim Management System.
This method also allows the identification of practical
problems that may not be fully captured through
documentation or secondary data, as staff can share
their experiences, observations, and opinions about the
effectiveness of existing processes and controls.[16]

In addition, interviews serve as a valuable tool to
validate findings from other data collection methods,
such as literature review and documentation analysis.
By combining perspectives from staff with theoretical
and documented evidence, the study ensures a more
comprehensive and accurate assessment of the
situation. The insights gained through interviews will
also support the evaluation of IT governance practices
based on COBIT 2019 and the identification of
relevant information security controls in ISO/IEC




27001:2022, making the recommendations more
practical and aligned with the organization’s real
conditions.

2.5. Questionnaire

The maturity essment  questionnaire  is
designed based on ISO/IEC 27001:2022 Annex A
controls and relevant COBIT 2019 domains. This
questionnaire serves as a structured instrument to
evaluate the organization’s current practices in
information security and IT governance. By aligning
the questions with established international standards
and frameworks, the assessment ensures that the
evaluation process is both comprehensive and
measurable. It allows the organization to identify its
current maturity level in managing information
security, continuity, compliance, and IT operations.
Furthermore, the use of the questionnaire provides a
systematic way to capture input from different
stakeholders within the organization. Their responses
offer valuable insights into the effectiveness of
existing security controls and governance processes.
The results of this maturity assessment can then be
used to identify gaps between the current state and the
target maturity level, supporting the development of
actionable recommendations for improvement. This
approach ensures that the proposed solutions are
evidence-based and aligned with recognized best
practices.

2.6. Maturity Analysis

In this stage, after obtaining results from
interviews and questionnaires, a comprehensive
analysis is carried out to determine the overall maturity
level of the organization. The data collected through
these instruments serve as the primary source of
evidence to evaluate the effectiveness of existing
processes. Each response is carefully examined and
categorized to identify strengths, weaknesses, and
potential gaps in alignment with established standards.
The maturity level can only be considered achieved if
all related processes consistently reach or surpass the
required maturity value. This ensures that the
evaluation reflects not only isolated improvements but
also the organization’s collective capability to
maintain, implement, and continuously enhance its
processes in a structured manner. By following this
method, the ssment provides a reliable and
objective measurement of the organization’s current
maturity, which can then serve as a foundation for
future recommendations and improvement plans.[17]

2.7. Gap Analysis

In this stage, after determining the maturity value,
the results are further examined by comparing the
obtained maturity level with the expected or targeted
maturity level defined by the organization. This
comparison is crucial, as it highlights the existing gaps
between the current state and the desired state of
process capability and governance practices. By
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identifying these gaps, organizations can gain a clearer
understanding of areas that require improvement,
prioritize which processes need immediate attention,
and develop action plans to gradually close the
maturity gap. Furthermore, the comparison provides
valuable insights into whether the implemented
strategies and controls are effectively supporting
organizational goals, or if adjustments are necessary to
align with industry standards and best practices.
Ultimately, this step ensures that the maturity
assessment is not only a measurement exercise but also
a decision-making tool that guides continuous
improvement and strategic alignment.[18]

2.8. Recommendation

Risk recommendations are developed using the
ISO/IEC ~ 27002:2022  framework  procedures,
specifically by applying the clauses related to
Information  Security. This approach provides
structured guidance for identifying, assessing, and
mitigating risks that may threaten the confidentiality,
integrity, and availability of information assets. By
leveraging the controls and best practices outlined in
ISO/IEC 27002:2022, organizations can establish a
systematic method to address potential vulnerabilities,
strengthen  their security posture, and ensure
compliance with internationally recognized standards.
Furthermore, this process enables the organization to
align its risk management strategies with business
objectives, enhance stakeholder trust, and create a
sustainable foundation for continuous improvement in
information security governance.

2.9. Conclusion

After conducting the research, the researcher
draws conclusions based on the findings obtained
throughout the study and provides suggestions for
future research. The conclusions summarize the key
outcomes, highlight the significance of the results, and
reflect on how the objectives of the study have been
achieved. In addition, the researcher identifies
limitations encountered during the research process,
such as constraints in scope, data availability, or
methodological  challenges, which may have
influenced the results. These limitations open
opportunities for future studies to refine the approach,
apply different methodologies, or expand the research
context for broader insights. The suggestions for future
research are aimed at guiding scholars, practitioners,
and organizations to build upon the curment findings,
address existing gaps, and contribute to the ongoing
development of knowledge in the related field. By
doing so, the research not only concludes its present
inquiry but also lays a foundation for further
exploration and continuous improvement.

3. RESULT AND DISCUSSION

At this stage, we will further discuss the data
collection process and data processing carried out to
obtain the results of data grouping. This process is very




important to ensure that the information collected 1s
relevant and can be processed with the right method to
produce groups that suit the purpose of the research or
analysis.

3.1. Maturity Level by COBIT 2019

The results of the questionnaire that has been given to
the respondent and have been filled in by the
respondent then get the results.

Table 1. Maturity Level

Current | Target

Domain Cobit 2019 Process Level | Level | GAP
DSS04 Manage Continuity 3 3 0
BAI06 Manage Changes 4 3 0
APOI3 Manage Security 3 3 0
DSS01 Manage Operations 3 3 0

Monitor, Evaluate and

Assess Performance

MEAO1 and Conformance 3 3 0

Monitor, Evaluate and
MEA03 Assess Compliance 3 3 0

Almost all processes here show that the Current Level
15 already the same as the Target Level, which means
PT XYZ has achieved the defined process capability
standards, so there is no GAP that needs to be
addressed.

DSS04 — Manage Continuity

Business  Continuity has  been  documented,
implemented, and maintained as required.

BAIO6 — Manage Changes

PT XYZ is more mature than the target. Therefore,

there is no gap. The change management process at PT
XYZ is well-managed, even exceeding expectations.

APO13 — Manage Security

The information security management process is
aligned with the target, with documented and
implemented procedures.

DSS01 — Manage Operations

IT operations processes at PT XYZ are standardized,
executed, and measured according to organizational
needs.

MEAO1 — Monitor, Evaluate and Assess Performance
and Conformance

The process of monitoring performance and
compliance with mternal standards/regulations is
already in line with expectations.

MEAO03 — Monitor, Evaluate and Assess Compliance

The process of monitoring compliance with external
regulations 1s also adequate.

3.2, Control ISO/IEC 27001:2022
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From the results of the maturity level assessment
conducted using the COBIT 2019 framework, it was
found that there is no gap. Therefore, this study
provides recommendations based on ISO/IEC
27001:2022.

Table 2. Control ISO/IEC 27001:2022

ISO/IEC
COBIT 2019  27001:2022 .
Recommendation
Process Control
(Annex A)
Conduct regular
A5.29 BCP/DRP testing
(Information (table-top and
DSS04 secqrity (.lluring simulation tlests] to
Manage disruption) ensure r::ad-mess in
Continvity A'S'.30 (ICT facing incidents.
readiness for  Document the test
business results as evidence
continuity) of continuous
improvement.
Since the level is
higher than the
target, document the
lessons learned from
BAIO6 - A.832 (Change every majul'.chau.:gt_
Manage . Implement security
Changes management) controls in the
change management
process to ensure
the focus is not only
on system stability.
Integrate all security
controls into the
ISMS. Ensure that
AS security policies,
APO13 -~ (Organizational roles, and
Manage controls) A.8  responsibilities are
Security (Technology documented.
controls) Implement
continuous
improvement
(PDCA).
Enhance incident
A8IS5 d;ctectiun Py
DSS01 — {Uogsing) stleugthemng
Manage A8.16 luglgm-g; a"d. i
: — monitoring, for
Operations (Monitoring -
potivities) examp}e by using
SIEM for real-time
analysis.
MEAO1 — Evaluate the
Monitor, effectiveness of
Evaluate and A541 controls using
Assess (Performance KPI/KRI.
Performance  monitoring)  Based on security
& risks to ensure
Conformance monitoring is more




ISO/TEC
COBIT 2019  27001:2022 .
Recommendation
Process Control
(Annex A)
proactive rather than
merely
administrative.
Create compliance
mapping of
regulations and
_ contracts (e.g.,
MEAQ3 A5.31 GDPR, PDP Law,
Monitor,

(Regulatory and PDPA, PCI DSS)
contractual  and conduct regular
requirements)  reviews to ensure
the organization
always complies
with applicable
laws.

Evaluate and

Compliance

4. CONCLUSION

The results of this study show that the maturity
level of information security management at PT XYZ,
evaluated using the COBIT 2019 framework, has met
the defined targets, with several processes even
exceeding the expected level. This indicates that the
company has implemented adequate govemance and
control mechanisms n areas such as continuity
management, change management, information
security, operations, and compliance monitoring.
Based on these findings, recommendations were
developed using ISO/IEC 27001:2022 controls to
strengthen continuous improvement, particularly in
testing business continuity and disaster recovery plans,
documenting lessons learned from major changes,
integrating security controls into the [SMS, enhancing
incident detection, and ensuring ongoing regulatory
compliance. These results confirm that the integration
of COBIT 2019 and ISO/IEC 27001:2022 can provide
a comprehensive framework for improving IT
governance and information security. Future research
may apply this approach in different organizational
contexts or industries to validate its effectiveness and
identify further opportunities for enhancement.
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