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Abstract 

 

$The development of blockchain technology presents significant opportunities for the management of Electronic 

Health Records (EHR), owing to its decentralized, transparent, and tamper-resistant characteristics. However, 

security challenges remain, particularly regarding the use of the Elliptic Curve Digital Signature Algorithm 

(ECDSA), which, despite being compact and secure, has limitations in efficiency and potential vulnerabilities 

related to random nonce usage. This study aims to compare the effectiveness, efficiency, and security of ECDSA 

with the Edwards-curve Digital Signature Algorithm (EdDSA) in safeguarding the integrity and confidentiality 

of blockchain-based EHR systems. The research methodology involved simulations and evaluations of digital 

signature algorithms using an EHR dataset from Kaggle, focusing on performance testing, data validation, and 

the implementation of the Proof-of-Work (PoW) consensus mechanism. The results indicate that EdDSA 

outperforms ECDSA in terms of both speed and security. EdDSA achieved a signing time of 0.000180 seconds 

and a verification time of 0.000200 seconds, compared to ECDSA's 0.000962 seconds and 0.003204 seconds, 

respectively. While both algorithms successfully validated the data, neither was able to detect data alterations. 

From a blockchain perspective, PoW demonstrated high computational resistance, as evidenced by increased 

mining times—from 1,504 seconds for 4,000 blocks (difficulty target = 5) to 7,702 seconds for 20,000 blocks 

(difficulty target = 5)—thereby enhancing system integrity. Overall, EdDSA is considered more suitable for 

modern blockchain-based EHR implementations, although further research is needed to develop mechanisms for 

detecting data alteration. 
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1. INTRODUCTION  

The$ adopti$on of Blockchai$n te$chnology i$n 

e$le$ctroni$c he$alth re$cord (E$HR) syste$ms conti$nue$s to 

grow due$ to i$ts de$ce$ntrali$ze$d, transpare$nt, and 

i$mmutable$ nature$, whi$ch e$nable$s i$t to e$nsure$ the$ 

i$nte$gri$ty and authe$nti$ci$ty of pati$e$nt data more$ 

e$ffe$cti$ve$ly compare$d to conve$nti$onal syste$ms 

[1][2][3]. Ne$ve$rthe$le$ss, se$ve$ral pre$vi$ous studi$e$s have$ 

shown that the$ i$mple$me$ntati$on of blockchai$n i$n 

he$althcare$ sti$ll face$s major challe$nge$s i$n te$rms of 

se$curi$ty and pri$vacy, parti$cularly i$n pre$ve$nti$ng 

unauthori$ze$d acce$ss and prote$cti$ng se$nsi$ti$ve$ data 

confi$de$nti$ali$ty [4][5]. The$re$fore$, strong, e$ffi$ci$e$nt, 

and attack-re$si$stant cryptographi$c algori$thms are$ 

ne$e$de$d to support re$li$able$ and se$cure$ Blockchai$n-

base$d E$HR syste$ms [6].  

To addre$ss the$se$ challe$nge$s, many blockchai$n 

syste$ms curre$ntly re$ly on the$ E$lli$pti$c Curve$ Di$gi$tal 

Si$gnature$ Algori$thm (E$CDSA) be$cause$ of i$ts abi$li$ty 

to produce$ compact di$gi$tal si$gnature$s whi$le$ 

mai$ntai$ni$ng strong se$curi$ty through the$ E$lli$pti$c 

Curve$ Di$scre$te$ Logari$thm Proble$m [7][8]. Howe$ve$r, 

the$ e$ffi$ci$e$ncy of thi$s algori$thm re$mai$ns a conce$rn, as 

comple$x mathe$mati$cal proce$sse$s such as modular 

i$nve$rsi$on and scalar multi$pli$cati$on can le$ad to 

pe$rformance$ de$gradati$on, e$spe$ci$ally whe$n appli$e$d to 

large$-scale$ syste$ms li$ke$ E$HR [9]. Furthe$rmore$, 

re$se$arch also i$ndi$cate$s that E$CDSA i$s vulne$rable$ to 

i$mple$me$ntati$on flaws, for e$xample$ i$n the$ use$ of we$ak 

Random Numbe$r Ge$ne$rators (RNG), whi$ch could 

ope$n cri$ti$cal se$curi$ty loophole$s i$n he$althcare$ data that 

should be$ prote$cte$d. 

https://creativecommons.org/licenses/by/4.0/


Alexander, et. al, Comparison of ECDSA Dan EDDSA …   221 

I$n re$sponse$ to the$ li$mi$tati$ons of E$CDSA, the$ 

E$dwards-curve$ Di$gi$tal Si$gnature$ Algori$thm (E$dDSA) 

was de$ve$lope$d to provi$de$ a more$ e$ffi$ci$e$nt soluti$on 

wi$thout compromi$si$ng se$curi$ty. E$dDSA le$ve$rage$s 

Twi$ste$d E$dwards curve$s, de$te$rmi$ni$sti$c nonce$s, and a 

faste$r ve$ri$fi$cati$on proce$ss, maki$ng i$t hi$ghly sui$table$ 

for i$mple$me$ntati$on i$n blockchai$n-base$d syste$ms that 

re$qui$re$ hi$gh spe$e$d and low re$source$ consumpti$on 

[10].  

Recent advancements have further emphasized 

the need for signature schemes that are resistant to 

side-channel attacks and offer robust security even 

under constrained environments, which are common 

in IoT-integrated healthcare infrastructures. I$n the$i$r 

studi$e$s, E$dDSA has be$e$n prove$n to outpe$rform 

E$CDSA i$n te$rms of pe$rformance$, parti$cularly i$n the$ 

conte$xt of Blockchai$n and I$oT. More$ove$r, accordi$ng 

to a publi$cati$on by Wi$le$y, E$dDSA i$s consi$de$re$d an 

e$ffi$ci$e$nt and cost-e$ffe$cti$ve$ alte$rnati$ve$ to E$CDSA, 

although i$ts si$gnature$ ve$ri$fi$cati$on i$s sli$ghtly more$ 

computati$onally i$nte$nsi$ve$ [11]. Despite this, 

EdDSA’s resistance to implementation errors, such as 

poor randomness, provides a compelling security 

advantage in privacy-sensitive applications like 

healthcare. 

However, most existing studies tend to focus on 

the theoretical strengths of each algorithm or their 

performance in general-purpose blockchain and IoT 

environments, without evaluating them directly in the 

specific context of EHR systems. Moreover, few 

studies have conducted comprehensive 

implementation-based comparisons that examine both 

performance and security aspects simultaneously, 

especially in realistic blockchain-based healthcare 

scenarios. 

This research aims to fill that gap by 

implementing and comparing ECDSA and EdDSA in 

a blockchain-based EHR setting, focusing not only on 

computational efficiency but also on security 

robustness and practical deployability. The findings 

are expected to guide future improvements in 

cryptographic protocol design for secure and scalable 

electronic health record systems. 

2. RESEARCH METHOD 

I$n thi$s study, the$ re$se$arche$r e$mploye$d a 

quanti$tati$ve$ re$se$arch approach, whi$ch i$nvolve$s the$ 

colle$cti$on of nume$ri$cal data and stati$sti$cal analysi$s to 

unde$rstand phe$nome$na or answe$r re$se$arch que$sti$ons 

[12]. I$n thi$s re$se$arch, the research methodology 

involved simulations can be$ se$e$n i$n Fi$gure$ 1. 
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Fi$gure$ 1. Stage$s of Re$se$arch Me$thods 

2.1 Input Data 

The$ data use$d i$n thi$s study consi$sts of an 

E$le$ctroni$c He$alth Re$cord (E$HR) datase$t obtai$ne$d 

from Kaggle$, compri$si$ng 20,000 re$cords. The$ datase$t 

can be$ acce$sse$d at the$ li$nk: 

https://www.kaggle$.com/datase$ts/gauravsri$vastav250

7/e$hr-datase$t. Table$ 1 be$low pre$se$nts the$ datase$t 

sche$ma use$d i$n thi$s study. 

2.2 Simulation of Blockchain Technology 

Implementation 

At thi$s stage$, a si$mulati$on of i$nte$grati$ng 

e$le$ctroni$c he$alth re$cord (E$HR) data wi$th Blockchai$n 

te$chnology i$s carri$e$d out. The$ mai$n obje$cti$ve$ of thi$s 

si$mulati$on i$s to e$nsure$ that e$ach re$corde$d data has an 

authe$nti$c, i$mmutable$ di$gi$tal footpri$nt, and i$ts vali$di$ty 

can be$ ve$ri$fi$e$d [13][14][15]. The$ ste$ps unde$rtake$n 

i$nclude$: 

1. Re$tri$e$vi$ng the$ E$HR datase$t, whe$re$ e$ach pati$e$nt i$s 

store$d i$n one$ block. 

2. Pe$rformi$ng hashi$ng on the$ data to ge$ne$rate$ a 

uni$que$ and conci$se$ di$gi$tal fi$nge$rpri$nt. 

3. Pre$pari$ng the$ proce$ss of re$cordi$ng the$ data hash 

and di$gi$tal si$gnature$ i$nto the$ Blockchai$n syste$m 

si$mulati$on 

Table 1. Research Dataset 

No Patient_ID Age 
Gend

er 

Tumor_Size 

(cm) 

Tumor

_Type 

Biopsy_Res

ult 
Treatment 

Response_to_

Treatment 

Survival_

Status 

1 c044501a-43ca-

4a0c-8b8b-

991439ba1b6a 

52 Fema

le 

5.08 Benign Positive Surgery No Response Survived 

… … … … … … … … … … 

20.000 7af66d60-f88e-

45f4-b1eb-

5950f67441a4 

62 Fema

le 

7.46 Malign

ant 

Positive Chemother

apy 

Complete 

Response 

Survived 

 

https://www.kaggle.com/datasets/gauravsrivastav2507/ehr-dataset
https://www.kaggle.com/datasets/gauravsrivastav2507/ehr-dataset
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2.3 Implementation of ECDSA and EdDSA 

Algorithms 

Thi$s stage$ ai$ms to compare$ two di$gi$tal 

cryptographi$c algori$thms, name$ly E$CDSA and 

E$dDSA, i$n the$ conte$xt of prote$cti$ng E$HR data on 

Blockchai$n. The$ i$mple$me$ntati$on ste$ps i$nclude$: 

1. Pe$rformi$ng the$ di$gi$tal si$gnature$ proce$ss on E$HR 

data usi$ng e$ach algori$thm (E$CDSA and E$dDSA). 

Thi$s i$nvolve$s ge$ne$rati$ng a ke$y pai$r, consi$sti$ng of 

a pri$vate$ ke$y and a publi$c ke$y, for e$ach algori$thm. 

a. In the case of ECDSA (Elliptic Curve Digital 

Signature Algorithm), the algorithm is based 

on the mathematical principles of elliptic 

curve cryptography and relies on the Elliptic 

Curve Discrete Logarithm Problem (ECDLP). 

The private key is a randomly selected integer, 

and the public key is computed by scalar 

multiplication of the generator point on a 

chosen elliptic curve—commonly secp256k1. 

The signing process involves generating a 

random nonce k, computing a curve point R = 

kG, and producing a signature pair (r, s) where 

r is the x-coordinate of R and s = k⁻¹ (z + r·d) 

mod n (with d as the private key and z as the 

hashed message). 

b. In contrast, EdDSA (Edwards-curve Digital 

Signature Algorithm), particularly the 

Ed25519 variant, is based on Twisted 

Edwards curves and uses deterministic 

signatures. The key pair is derived from a 

hashed seed, and the signing process avoids 

the use of random nonces, which mitigates 

risks from weak RNGs. Instead, the algorithm 

computes a deterministic r from the message 

and private key, calculates a curve point R = 

rB, and derives the signature as (R, S) where S 

= r + H(R || A || M)·a mod q. Here, H is a hash 

function, A is the public key, and M is the 

message. These differences result in EdDSA 

offering better resistance to certain attack 

vectors and more efficient computation in 

constrained environments. 

2. I$nte$grati$on i$nto Blockchai$n. 

Afte$r the$ di$gi$tal si$gni$ng proce$ss i$s comple$te$d, the$ 

si$gnature$ i$s e$mbe$dde$d i$nto the$ Blockchai$n block. 

E$ach block store$s the$ ori$gi$nal E$HR data, the$ data 

hash and the$ pre$vi$ous block hash, the$ di$gi$tal 

si$gnature$ (E$CDSA or E$dDSA), as we$ll as the$ 

publi$c ke$y for ve$ri$fi$cati$on. Thi$s structure$ e$nsure$s 

multi$laye$r authe$nti$ci$ty and data i$nte$gri$ty. 

The$ re$sults of thi$s i$mple$me$ntati$on se$rve$ as the$ 

basi$s for e$valuati$ng the$ stre$ngths and we$akne$sse$s of 

e$ach algori$thm i$n the$ conte$xt of E$HR prote$cti$on. 

2.4 Testing and Evaluation 

As an e$xte$nsi$on of the$ si$mulati$on, te$sti$ng of the$ 

Proof-of-Work (PoW) me$chani$sm was carri$e$d out i$n 

the$ Blockchai$n syste$m to e$nhance$ the$ se$curi$ty of 

E$HR data re$cordi$ng. PoW i$s a conse$nsus me$thod i$n 

Blockchai$n that re$qui$re$s a mi$ni$ng proce$ss, name$ly 

se$archi$ng for a nonce$ unti$l a hash wi$th a le$adi$ng ze$ro 

i$s obtai$ne$d accordi$ng to the$ di$ffi$culty targe$t. The$ 

te$sts we$re$ conducte$d wi$th varyi$ng numbe$rs of blocks 

(4,000–20,000) and di$ffi$culty le$ve$ls of 1–5. The$ 

re$sults showe$d that the$ hi$ghe$r the$ di$ffi$culty le$ve$l, the$ 

longe$r the$ mi$ni$ng ti$me$, whi$ch stre$ngthe$ns the$ role$ of 

Blockchai$n i$n mai$ntai$ni$ng i$nte$gri$ty, vali$di$ty, and 

re$si$stance$ to data mani$pulati$on.  

Afte$r the$ Blockchai$n syste$m te$sti$ng was 

comple$te$d, te$sti$ng and e$valuati$on we$re$ conducte$d to 

compare$ the$ pe$rformance$ of the$ two di$gi$tal si$gnature$ 

algori$thms: 

1. Se$curi$ty. 

a. Asse$ssi$ng re$si$li$e$nce$ agai$nst cryptographi$c 

attacks, such as the$ re$use$ of random value$ k i$n 

E$CDSA. 

b. Obse$rvi$ng si$gnature$ le$ngth and stabi$li$ty i$n 

e$ach algori$thm as part of storage$ and 

communi$cati$on e$ffi$ci$e$ncy wi$thi$n Blockchai$n. 

2. E$ffi$ci$e$ncy (Pe$rformance$). 

a. Me$asuri$ng the$ spe$e$d of the$ si$gni$ng and 

ve$ri$fi$cati$on proce$sse$s. 

b. E$valuati$ng whi$ch algori$thm i$s more$ e$ffi$ci$e$nt 

i$n the$ conte$xt of re$al-ti$me$ use$ for Blockchai$n-

base$d E$HR syste$ms. 

3. E$ffe$cti$ve$ne$ss (Vali$dati$on and Data I$nte$gri$ty). 

a. Asse$ssi$ng whe$the$r the$ di$gi$tal si$gnature$s can 

be$ corre$ctly vali$date$d. 

b. Te$sti$ng whe$the$r modi$fi$e$d data can be$ de$te$cte$d 

as i$nvali$d, i$ndi$cati$ng that i$nte$gri$ty prote$cti$on 

functi$ons prope$rly. 

The$ e$valuati$on re$sults are$ the$n use$d to conclude$ 

whi$ch algori$thm i$s more$ sui$table$ for appli$cati$on i$n 

Blockchai$n-base$d E$HR data prote$cti$on sce$nari$os, 

taki$ng i$nto account the$ balance$ be$twe$e$n e$ffi$ci$e$ncy, 

e$ffe$cti$ve$ne$ss, and se$curi$ty. 

3. RESULT AND DISCUSSION 

The$ re$sults of thi$s study are$ a compari$son of the$ 

se$curi$ty, as we$ll as the$ e$ffe$cti$ve$ne$ss and e$ffi$ci$e$ncy of 

pe$rformance$, be$twe$e$n the$ E$CDSA and E$dDSA 

algori$thms i$n prote$cti$ng the$ i$nte$gri$ty and 

confi$de$nti$ali$ty of Blockchai$n-base$d E$le$ctroni$c He$alth 

Re$cord (E$HR) syste$ms. 

3.1 Data Input Results 

The$ datase$t use$d i$n thi$s study i$s an E$le$ctroni$c 

He$alth Re$cord (E$HR) datase$t that can be$ downloade$d 

from the$ pre$vi$ously provi$de$d li$nk, i$n the$ form of an 

E$xce$l fi$le$ contai$ni$ng pati$e$nt he$alth re$cords, as shown 

i$n Fi$gure$ 2. 



Alexander, et. al, Comparison of ECDSA Dan EDDSA …   223 

The$ datase$t i$s i$nput i$nto Google$ Colab by 

placi$ng i$t i$n the$ datase$t se$cti$on, as shown i$n Fi$gure$ 3. 

 

 

Fi$gure$ 3. Data I$nput Re$sults 

3.2 Results of Blockchain Technology 

Implementation Simulation 

The$ si$mulati$on was carri$e$d out by i$nte$grati$ng 

e$le$ctroni$c he$alth re$cord (E$HR) data i$nto a si$mple$ 

Blockchai$n syste$m usi$ng Google$ Colab. The$ mai$n 

obje$cti$ve$ of thi$s i$mple$me$ntati$on i$s to e$valuate$ the$ 

abi$li$ty of Blockchai$n to mai$ntai$n the$ authe$nti$ci$ty, 

i$nte$gri$ty, and se$curi$ty of me$di$cal data. The$ re$sults of 

the$ Blockchai$n te$chnology i$mple$me$ntati$on i$n 

se$curi$ng he$alth re$cords are$ shown i$n Fi$gure$ 4. 

As shown in Figure 4, blockchain technology is 

used to securely and transparently store medical 

records. Each block in the chain contains a set of 

data—in this case, patient information such as 

Patient_ID, Age, Gender, and Tumor_Size—along 

with a cryptographic hash of the previous block, and 

its own current hash value. For example, Block 0 

starts the chain with an initial hash, while Block 1 

references the hash of Block 0 through its Prev Hash 

field. This chaining mechanism creates a continuous 

and tamper-evident ledger, where any modification to 

the data in a previous block would change its hash 

and break the link to all subsequent blocks, making 

tampering easily detectable. 

This structure ensures the integrity and 

authenticity of Electronic Health Records (EHR), 

safeguarding sensitive medical data from 

unauthorized alterations or deletions. The presence of 

the patient’s digital signature or cryptographic 

verification process embedded in each block further 

strengthens trust in the data’s validity. 

Moreover, the decentralized nature of 

blockchain means that this ledger is distributed across 

numerous nodes rather than centralized in one 

location, providing redundancy and fault tolerance. 

This distribution protects against data loss from 

hardware failures or cyberattacks targeting a single 

server. Additionally, permissioned blockchain 

frameworks can restrict access, so only authorized 

healthcare providers and patients can interact with the 

records, maintaining privacy and complying with 

data protection regulations. 

 
 

Figure 3. Results of Blockchain Technology Implementation Simulation 

 

 
 

Figure 2. Research Dataset 
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By combining cryptographic hashing, 

decentralized storage, and strict access control, 

blockchain offers a robust solution to many of the 

security and privacy challenges facing modern EHR 

systems. This model not only secures data but also 

promotes transparency and patient empowerment by 

providing immutable audit trails for every 

modification or access to their health records. I$f any 

change$s occur i$n the$ me$di$cal re$cords, the$ hash value$ 

wi$ll change$, as de$monstrate$d i$n Fi$gure$ 5. 

Base$d on Fi$gure$ 5, i$t can be$ se$e$n that the$ 

blockchai$n structure$ be$come$s i$nconsi$ste$nt afte$r 

mani$pulati$on i$s carri$e$d out on block 1. I$ni$ti$ally, e$ach 

block i$n the$ Blockchai$n i$s i$nte$rconne$cte$d through 

hash value$s, whe$re$ e$ach block store$s the$ hash of the$ 

pre$vi$ous block as the$ pre$v hash. Howe$ve$r, afte$r the$ 

data i$n block 1 was mani$pulate$d, the$ hash value$ of 

that block change$d, maki$ng i$t i$nconsi$ste$nt wi$th the$ 

pre$v hash re$corde$d i$n block 2. Thi$s i$nconsi$ste$ncy 

bre$aks the$ i$nte$gri$ty of the$ chai$n and i$ndi$cate$s that 

unauthori$ze$d data modi$fi$cati$on has occurre$d. Thus, 

Blockchai$n i$s capable$ of automati$cally de$te$cti$ng data 

mani$pulati$on, si$nce$ e$ve$n the$ sli$ghte$st change$ wi$ll 

alte$r the$ hash and bre$ak the$ authe$nti$ci$ty chai$n of the$ 

subse$que$nt data 

3.3 Results of ECDSA and EdDSA Algorithm 

Implementation 

The$ i$mple$me$ntati$on re$sults of the$ E$CDSA and 

E$dDSA algori$thms are$ pre$se$nte$d i$n the$ form of an 

E$xce$l fi$le$ as a docume$ntati$on me$di$um. E$ach e$ntry i$n 

the $ fi $le $ re $pre $se $nts one $ block i $n the $ Blockchai $n 

contai$ni$ng e$le$ctroni$c he$alth re$cord data along wi$th 

the$ re$sults of the$ cryptographi$c proce$ss. Thi$s E$xce$l 

fi $le $ i $nclude $s i $mportant i $nformati $on such as the $ 

ori$gi$nal E$HR data, block hash value$s, the$ ge$ne$rate$d 

di$gi$tal si$gnature$s (from both the$ E$CDSA and E$dDSA 

algori$thms), as we$ll as the$ publi$c ke$ys use$d i$n the$ 

ve $ri $fi $cati $on proce $ss. Fi $gure $ 5 be $low shows the $ 

i$mple$me$ntati$on re$sults of the$ E$CDSA algori$thm i$n 

ge $ne $rati $ng Blockchai $n-base $d di $gi $tal si $gnature $s. 

 

 
 

Fi$gure$ 6. Re$sults of E$CDSA Algori$thm I$mple$me$ntati$on i$n 

Blockchai$n-Base$d Di$gi$tal Si$gnature$ 

Ne$xt, Fi$gure$ 7 shows the$ i$mple$me$ntati$on re$sults 

of the$ E$dDSA algori$thm i$n ge$ne$rati$ng Blockchai$n-

base$d di$gi$tal si$gnature$s. 

 

 
 

Fi$gure$ 7. Re$sults of E$dDSA Algori$thm I$mple$me$ntati$on i$n 

Blockchai$n-Base$d Di$gi$tal Si$gnature$s 

 

These implementation results serve as a 

comparative reference to evaluate the performance 

and output of the ECDSA and EdDSA algorithms 

within a blockchain-based digital signature system. 

By documenting the data in a structured Excel 

format, researchers and developers can easily analyze 

the differences in signature length, processing time, 

and security properties between the two algorithms. 

This documentation also supports traceability and 

reproducibility in future cryptographic studies, 

especially in the context of securing electronic health 

records (EHR) using blockchain technology 
 

 

 

 

 
 

Figure 5. Results of Health Record Manipulation Simulation 
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3.4 Results of Testing and Evaluation 

To de$monstrate$ the$ se$curi$ty le$ve$l of Blockchai$n, 

te$sti$ng was also carri$e$d out on the$ Proof-of-Work 

(PoW) me$chani$sm, whi$ch i$s a conse$nsus me$thod that 

re$qui$re$s e$ach ne$w block to unde$rgo a comple$x 

computati$onal proce$ss to fi$nd a nonce$ value$ that 

produce$s a hash i$n accordance$ wi$th a ce$rtai$n 

di$ffi$culty le$ve$l. Thus, thi$s PoW te$sti$ng re$i$nforce$s the$ 

e$vi$de$nce$ that Blockchai$n provi$de$s a hi$gh le$ve$l of 

se$curi$ty and i$s hi$ghly re$li$able$ i$n mai$ntai$ni$ng the$ 

i$nte$gri$ty and vali$di$ty of data, e$spe$ci$ally i$n se$nsi$ti$ve$ 

syste$ms such as E$le$ctroni$c He$alth Re$cords (E$HR). 

Table$ 3 shows the$ re$sults of Blockchai$n se$curi$ty 

te$sti$ng i$n safe$guardi$ng he$alth re$cords. 

Base$d on Table$ 3, i$t can be$ se$e$n that mi$ni$ng 

ti$me$ i$ncre$ase$s si$gni$fi$cantly as the$ numbe$r of blocks 

and the$ di$ffi$culty targe$t (DT) ri$se$. Thi$s i$ndi$cate$s that 

the$ Proof-of-Work (PoW) algori$thm functi$ons as 

i$nte$nde$d, by cre$ati$ng a hi$gh computati$onal barri$e$r for 

addi$ng ne$w blocks. 

For e$xample$, at DT=5 wi$th 4,000 blocks, the$ 

mi$ni$ng proce$ss take$s approxi$mate$ly 1,504 se$conds 

(25 mi$nute$s), and i$ncre$ase$s to more$ than 7,700 

se$conds (2 hours) whe$n the$ numbe$r of blocks re$ache$s 

20,000. I$n addi$ti$on, rai$si$ng the$ DT from 1 to 5 at the$ 

same$ numbe$r of blocks also re$sults i$n a si$gni$fi$cant 

surge$ i$n ti$me$, such as from 4 se$conds to 1,500 

se$conds for 4,000 blocks. 

Thi$s ve$ry long durati$on shows that mani$pulati$ng 

data i$n Blockchai$n would re$qui$re$ e$normous re$source$s 

and ti$me$, maki$ng i$t ne$arly i$mpossi$ble$ to e$xe$cute$ 

wi$thout de$te$cti$on. Thi$s re$i$nforce$s the$ stre$ngth of 

PoW i$n mai$ntai$ni$ng data i$nte$gri$ty and se$curi$ty, 

e$spe$ci$ally i$n se$nsi$ti$ve$ syste$ms such as E$le$ctroni$c 

He$alth Re$cords (E$HR), whe$re$ authe$nti$ci$ty and 

trace$abi$li$ty of data are$ cruci$al. 

Ne$xt, te$sti$ng and e$valuati$on we$re$ carri$e$d out to 

compare$ the$ E$CDSA and E$dDSA algori$thms i$n 

se$curi$ng he$alth re$cords usi$ng Blockchai$n-base$d 

di$gi$tal si$gnature$s. The$ re$sults of the$ te$sti$ng and 

e$valuati$on are$ pre$se$nte$d i$n Table$ 2 be$low. 

Base$d on Table$ 2, the$ te$st re$sults show that both 

E$CDSA and E$dDSA produce$ a di$gi$tal si$gnature$ 

le$ngth of 64 byte$s. I$n te$rms of se$curi$ty re$gardi$ng k 

re$use$, E$CDSA use$s di$ffe$re$nt k value$s, maki$ng i$t 

se$cure$, but i$t i$s sti$ll pote$nti$ally vulne$rable$ i$f k i$s not 

uni$que$. Me$anwhi$le$, E$dDSA doe$s not use$ random k 

but i$nste$ad appli$e$s a de$te$rmi$ni$sti$c approach, the$re$by 

e$li$mi$nati$ng the$ ri$sk of k re$use$ and maki$ng i$t more$ 

se$cure$. From the$ e$ffi$ci$e$ncy pe$rspe$cti$ve$, E$CDSA 

re$qui$re$s 0.000962 se$conds for the$ si$gni$ng proce$ss 

and 0.003204 se$conds for ve$ri$fi$cati$on. I$n contrast, 

E$dDSA re$qui$re$s shorte$r ti$me$s, 0.000180 se$conds for 

si$gni$ng and 0.000200 se$conds for ve$ri$fi$cati$on, 

de$monstrati$ng faste$r pe$rformance$. I$n te$rms of 

e$ffe$cti$ve$ne$ss, both algori$thms can vali$date$ data 

corre$ctly (authe$nti$c vali$dati$on = true$), but cannot 

de$te$ct data modi$fi$cati$ons (change$ de$te$cti$on = false$). 

Thi$s i$ndi$cate$s that although si$gnature$ vali$dati$on i$s 

succe$ssful, the$ me$chani$sm for de$te$cti$ng data i$nte$gri$ty 

i$s not ye$t fully opti$mal. 

3.5 Discussion 

The$ mai$n proble$m unde$rlyi$ng thi$s re$se$arch i$s 

the$ growi$ng de$mand for a se$cure$, tampe$r-re$si$stant, 

and i$nte$gri$ty-pre$se$rvi$ng e$le$ctroni$c he$alth re$cord 

(E$HR) storage$ syste$m. E$HRs are$ hi$ghly se$nsi$ti$ve$ 

data that are$ vulne$rable$ to le$akage$ and unauthori$ze$d 

modi$fi$cati$ons. The$re$fore$, a te$chnology-base$d 

soluti$on i$s ne$e$de$d to e$nsure$ se$curi$ty, i$nte$gri$ty, and 

e$ffi$ci$e$ncy i$n data manage$me$nt. Blockchai$n, wi$th i$ts 

conse$nsus me$chani$sm, combi$ne$d wi$th di$gi$tal 

si$gnature$ algori$thms, was chose$n as an approach to 

addre$ss thi$s i$ssue$ [16]. 

Table 3. Results of Blockchain Technology Security Testing and Evaluation 

Number of 

Blocks 

Mining Time (Seconds) 

DT=1 DT=2 DT=3 DT=4 DT=5 

4,000 3.96 7.67 62.76 962.39 1,504.51 

8,000 7.92 15.34 125.52 1,924.78 3,081.02 

12,000 11.88 23.01 188.28 2,887.17 4,621.53 

16,000 15.84 30.68 251.04 3,850.56 6,162.04 

20,000 19.80 38.35 313.80 4,813.95 7,702.55 

 

 

Table 2. Results of Testing and Evaluation of ECDSA and EdDSA Algorithms 

Evaluation Aspect Method ECDSA EdDSA 

Security (Signature & k Reuse 

Signature Length 64 byte 64 byte 

Reuse k Different Reuse (Secure) Not applicable (deterministic, 

secure) 

Conclusion Secure if k is unique, vulnerable if not More secure from k reuse threats 

Efficiency (Performance) 

Signing Time 0.000962 detik 0.000180 detik 

Verification Time 0.003204 detik 0.000200 detik 

Conclusion Slower More efficient and faster 

Effectiveness (Validation & 

Integrity) 

Authentic Validation True True 

Data Change 

Detection 

False False 

Conclusion Validation successful, integrity not yet 

optimal 

Same, integrity not yet optima 
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The$ te$sti$ng and e$valuati$on re$sults i$ndi$cate$ that 

the$ i$nte$grati$on of Blockchai$n te$chnology wi$th di$gi$tal 

si$gnature$ algori$thms such as E$CDSA and E$dDSA can 

provi$de$ strong se$curi$ty guarante$e$s for e$le$ctroni$c 

he$alth re$cords (E$HR). One$ of the$ ke$y e$le$me$nts i$n 

e$nsuri$ng data se$curi$ty wi$thi$n thi$s syste$m li$e$s i$n the$ 

Proof-of-Work (PoW) conse$nsus me$chani$sm, whi$ch 

i$mpose$s si$gni$fi$cant computati$onal barri$e$rs to addi$ng 

ne$w blocks to the$ Blockchai$n [17]. The$ substanti$al 

i$ncre$ase$ i$n mi$ni$ng ti$me$ proporti$onal to both the$ 

numbe$r of blocks and the$ di$ffi$culty targe$t 

de$monstrate$s that tampe$ri$ng wi$th hi$stori$cal data 

would be$ e$xtre$me$ly di$ffi$cult, as i$t re$qui$re$s i$nte$nsi$ve$ 

and ti$me$-consumi$ng re$computati$on [18]. 

For i$llustrati$on, the$ mi$ni$ng proce$ss for 20,000 

blocks wi$th the$ hi$ghe$st di$ffi$culty le$ve$l (DT=5) 

re$qui$re$d more$ than two hours. Thi$s i$ncre$ase$ i$s 

e$xpone$nti$al wi$th re$spe$ct to both the$ numbe$r of blocks 

and di$ffi$culty, i$ndi$re$ctly provi$ng the$ e$ffe$cti$ve$ne$ss of 

PoW i$n mai$ntai$ni$ng data i$nte$gri$ty and authe$nti$ci$ty. I$n 

othe$r words, the$ large$r and more$ comple$x the$ 

ne$twork, the$ more$ di$ffi$cult i$t be$come$s for 

unauthori$ze$d parti$e$s to mani$pulate$ data, maki$ng i$t 

hi$ghly sui$table$ for se$nsi$ti$ve$ data such as E$HRs, 

whi$ch re$qui$re$ strong i$nte$gri$ty and re$li$abi$li$ty. 

I$n addi$ti$on, te$sti$ng of two di$gi$tal si$gnature$ 

algori$thms—E$CDSA and E$dDSA—re$ve$ale$d 

si$gni$fi$cant di$ffe$re$nce$s i$n te$rms of e$ffi$ci$e$ncy and 

se$curi$ty. Although both produce$ si$gnature$s of the$ 

same$ si$ze$ (64 byte$s) and succe$ssfully vali$date$ data, 

E$dDSA outpe$rforme$d E$CDSA i$n si$gni$ng and 

ve$ri$fi$cati$on spe$e$d. Thi$s make$s E$dDSA more$ e$ffi$ci$e$nt 

for hi$gh-volume$ and rapi$d transacti$on sce$nari$os, such 

as Blockchai$n-base$d E$HR syste$ms that re$qui$re$ 

i$nstant data communi$cati$on re$sponse$s [19]. 

From a se$curi$ty standpoi$nt, E$dDSA offe$rs an 

addi$ti$onal advantage$ be$cause$ i$t use$s a de$te$rmi$ni$sti$c 

approach i$n ge$ne$rati$ng si$gnature$s, e$li$mi$nati$ng the$ 

ri$sk of random nonce$ (k) re$use$ that could e$xpose$ 

pri$vate$ ke$ys, as i$s possi$ble$ wi$th E$CDSA. Although i$n 

thi$s te$st E$CDSA’s k value$s we$re$ uni$que$ and se$cure$, 

the$ vulne$rabi$li$ty re$mai$ns an i$ssue$ i$f the$ 

i$mple$me$ntati$on i$s care$le$ss or the$ de$vi$ce$ e$nvi$ronme$nt 

i$s compromi$se$d. The$re$fore$, i$n syste$ms re$qui$ri$ng ve$ry 

hi$gh le$ve$ls of se$curi$ty, E$dDSA i$s consi$de$re$d more$ 

re$si$li$e$nt agai$nst re$use$-base$d attacks. 

Howe$ve$r, the$ re$sults for data i$nte$gri$ty 

e$ffe$cti$ve$ne$ss i$ndi$cate$ that both algori$thms we$re$ 

unable$ to de$te$ct alte$re$d data (change$ de$te$cti$on = 

false$). Thi$s sugge$sts that whi$le$ si$gnature$ vali$dati$on 

was succe$ssful, the$ i$nte$gri$ty me$chani$sm i$s not ye$t 

opti$mal for provi$di$ng compre$he$nsi$ve$ prote$cti$on 

agai$nst mani$pulate$d data. Thi$s li$mi$tati$on ope$ns 

opportuni$ti$e$s for furthe$r de$ve$lopme$nt, such as 

combi$ni$ng di$gi$tal si$gnature$s wi$th hash chai$ni$ng or 

e$mployi$ng addi$ti$onal cryptographi$c algori$thms to 

e$nsure$ re$al-ti$me$ change$ de$te$cti$on. 

Ove$rall, the$ combi$nati$on of Blockchai$n 

te$chnology wi$th di$gi$tal si$gnature$ algori$thms, 

parti$cularly E$dDSA, de$monstrate$s strong pote$nti$al i$n 

se$curi$ng E$HRs. Ne$ve$rthe$le$ss, ce$rtai$n aspe$cts, such as 

data i$nte$gri$ty vali$dati$on, sti$ll re$qui$re$ e$nhance$me$nt for 

the$ syste$m to be$ fully re$li$able$ and ali$gne$d wi$th 

he$althcare$ data confi$de$nti$ali$ty and se$curi$ty standards.  

Be$twe$e$n the$ two algori$thms, E$dDSA can be$ 

consi$de$re$d supe$ri$or to E$CDSA i$n te$rms of ti$me$ 

e$ffi$ci$e$ncy and cryptographi$c se$curi$ty. E$dDSA i$s 

faste$r, more$ se$cure$ agai$nst k re$use$ attacks, and be$tte$r 

sui$te$d for mode$rn i$mple$me$ntati$ons that de$mand hi$gh 

pe$rformance$ and maxi$mum prote$cti$on for se$nsi$ti$ve$ 

data. Sti$ll, the$ i$nte$gri$ty vali$dati$on aspe$ct ne$e$ds 

i$mprove$me$nt to e$nsure$ the$ syste$m i$s fully robust 

The$se$ fi$ndi$ngs are$ consi$ste$nt wi$th pre$vi$ous 

studi$e$s, whi$ch re$porte$d that PoW provi$de$s strong 

prote$cti$on agai$nst data mani$pulati$on, albe$i$t wi$th 

we$akne$sse$s i$n e$ne$rgy e$ffi$ci$e$ncy [7]. The$ fi$ndi$ng that 

E$dDSA i$s more$ e$ffi$ci$e$nt than E$CDSA i$s also i$n li$ne$ 

wi$th the$ work of Me$ndrofa e$t al. (2024), whi$ch 

de$monstrate$d that E$dDSA achi$e$ve$s hi$ghe$r spe$e$d and 

stronge$r se$curi$ty than E$CDSA i$n mode$rn 

i$mple$me$ntati$ons [20]. Thus, thi$s re$se$arch stre$ngthe$ns 

the$ e$vi$de$nce$ that Blockchai$n, supporte$d by advance$d 

di$gi$tal si$gnature$ algori$thms, can se$rve$ as an e$ffe$cti$ve$ 

soluti$on for he$alth data se$curi$ty. 

None$the$le$ss, thi$s study re$mai$ns li$mi$te$d to 

te$sti$ng i$n a si$mulate$d e$nvi$ronme$nt wi$th a de$fi$ne$d 

numbe$r of blocks and di$ffi$culty le$ve$ls. I$t doe$s not 

cove$r re$al ne$twork condi$ti$ons wi$th di$stri$bute$d node$s 

or more$ comple$x attack sce$nari$os. More$ove$r, the$ data 

i$nte$gri$ty me$chani$sm re$li$e$d sole$ly on di$gi$tal 

si$gnature$s wi$thout i$ncorporati$ng addi$ti$onal se$curi$ty 

fe$ature$s such as full hash chai$ni$ng or multi$-si$gnature$ 

ve$ri$fi$cati$on 

From a practi$cal pe$rspe$cti$ve$, the$ re$sults of thi$s 

study can se$rve$ as a foundati$on for de$ve$lopi$ng more$ 

se$cure$ Blockchai$n-base$d E$HR syste$ms, parti$cularly 

i$n se$le$cti$ng appropri$ate$ di$gi$tal si$gnature$ algori$thms. 

From an acade$mi$c pe$rspe$cti$ve$, thi$s study e$nri$che$s the$ 

di$scourse$ on Blockchai$n te$chnology i$nte$grati$on i$n 

he$althcare$. From a poli$cy pe$rspe$cti$ve$, the$ re$sults can 

provi$de$ valuable$ i$nput for re$gulators i$n formulati$ng 

he$alth data se$curi$ty standards that accommodate$ 

mode$rn cryptographi$c te$chnologi$e$s 

For future$ re$se$arch, i$t i$s re$comme$nde$d to 

conduct te$sti$ng i$n large$r and more$ re$ali$sti$c 

Blockchai$n ne$tworks, i$nvolvi$ng di$stri$bute$d node$s and 

di$ve$rse$ attack sce$nari$os. Furthe$rmore$, i$nte$grati$ng 

di$gi$tal si$gnature$s wi$th hash chai$ni$ng, Me$rkle$ Tre$e$s, 

or alte$rnati$ve$ conse$nsus me$chani$sms such as Proof-

of-Stake$ (PoS) could be$ e$xplore$d to i$mprove$ data 

change$ de$te$cti$on. De$ve$lopi$ng hybri$d me$thods that 

combi$ne$ E$dDSA’s e$ffi$ci$e$ncy wi$th addi$ti$onal 

ve$ri$fi$cati$on me$chani$sms also pre$se$nts opportuni$ti$e$s 

for cre$ati$ng a more$ robust Blockchai$n-base$d E$HR 

syste$m. 

4. CONCLUSION 

Base$d on the$ te$st re$sults, E$dDSA outpe$rforms 

E$CDSA i$n te$rms of se$curi$ty due$ to i$ts de$te$rmi$ni$sti$c 

nature$ and i$mmuni$ty from the$ ri$sk of k re$use$, as we$ll 
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as i$ts hi$ghe$r e$ffi$ci$e$ncy, re$qui$ri$ng only 0.000180 

se$conds for si$gni$ng and 0.000200 se$conds for 

ve$ri$fi$cati$on, compare$d to E$CDSA whi$ch re$qui$re$s 

0.000962 se$conds and 0.003204 se$conds, 

re$spe$cti$ve$ly. Both algori$thms succe$ssfully vali$date$d 

the$ data, but ne$i$the$r was able$ to de$te$ct data 

modi$fi$cati$ons. Me$anwhi$le$, the$ Proof-of-Work (PoW) 

me$chani$sm i$n Blockchai$n prove$d to be$ hi$ghly se$cure$, 

as e$vi$de$nce$d by the$ si$gni$fi$cant i$ncre$ase$ i$n mi$ni$ng 

ti$me$ wi$th the$ growi$ng numbe$r of blocks and 

di$ffi$culty le$ve$l, from 1,504 se$conds (4,000 blocks, 

DT=5) to 7,702 se$conds (20,000 blocks, DT=5). Thi$s 

cre$ate$s a substanti$al computati$onal barri$e$r, maki$ng 

data mani$pulati$on e$xtre$me$ly di$ffi$cult. 
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