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Abstract (10pt)

The development of Blockchain technology offers great opportunities in the management of Electronic Health
Records (EHR) due to its decentralized, transparent, and tamper-resistant nature. However, security challenges
still arise, particularly concerning the use of the Elliptic Curve Digital Signature Algorithm (ECDSA), which,
despite being compact and strong, has limitations in efficiency and potential vulnerabilities in the use of random
nonces. This study aims to compare the effectiveness, efficiency, and security of ECDSA with the Edwards-
curve Digital Signature Algorithm (EdDSA) in the context of protecting the integrity and confidentiality of
Blockcham-based EHR. The research method was carried out through simulations and evaluations of digital
signature algorithms using an EHR dataset from Kaggle, focusing on performance testing, data validation, and
testing of the Proof-of-Work (PoW) consensus mechanism. The results showed that EADSA outperforms
ECDSA in terms of both speed and security. EADSA recorded a signing time of 0.000180 seconds and a
verification time of 0.000200 seconds, while ECDSA required 0.000962 seconds and 0.003204 seconds. Both
successfully validated the data but were unable to detect data alterations. From the Blockchain perspective, PoW
was proven to create high computational barriers, as seen from the increase in mining time from 1,504 seconds
(4,000 blocks, DT=5) to 7,702 seconds (20,000 blocks, DT=5), thereby strengthening system integrity. Thus,
EdDSA is considered more suitable for modern Blockchain-based EHR implementation, although further
development is still needed for data alteration detection mechanisms.
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To address these challenges, many blockchain

1. INTRODUCTION systems currently rely on the Elliptic Curve Digital

The adoption of Blockchain technology in
electronic health record (EHR) systems continues to
grow due to its decentralized, transparent, and
immutable nature, which enables it to ensure the
mtegrity and authenticity of patient data more
effectively compared to conventional systems
[1][2][3]). Nevertheless, several previous studies have
shown that the implementation of blockchain in
healthcare still faces major challenges in terms of
security and privacy, particularly in preventing
unauthorized access and protecting sensitive data
confidentiality [4][5]. Therefore, strong, efficient,
and attack-resistant cryptographic algorithms are
needed to support reliable and secure Blockchain-
based EHR systems [6].

Signature Algorithm (ECDSA) because of its ability
to produce compact digital signatures while
maintaining  strong  security through the Elliptic
Curve Discrete Logarithm Problem [7][8]. However,
the efficiency of this algorithm remains a concern, as
complex mathematical processes such as modular
inversion and scalar multiplication can lead to
performance degradation, especially when applied to
large-scale systems like EHR [9]. Furthermore,
research also indicates that ECDSA 1s vulnerable to
implementation flaws, for example in the use of weak
Random Number Generators (RNG), which could
open critical security loopholes in healthcare data that
should be protected.




In response to the limitations of ECDSA, the
Edwards-curve Digital Signature Algorithm (EdDSA)
was developed to provide a more efficient solution
without compromising security. EdDSA leverages
Twisted Edwards curves, deterministic nonces, and a
faster verification process, making it highly suitable
for implementation in blockchain-based systems that
require high speed and low resource consumption
[10]. In their studies, EADSA has been proven to
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2.1 Input Data

The data used in this study consists of an
Electronic Health Record (EHR) dataset obtained
from Kaggle, comprising 20,000 records. The dataset
can be accessed at the link:

fwww.kaggle.com/datasets/gauravsrivastav250

/ehr-dataset. Table 1 below presents the dataset
schema used in this study.

Table I. Research Dataset

N Gend Tumor_Size Tumor  Biopsy Res Response to_ Survival
Mo Patient 1D Age er (em) Type ult Treatment Treatment Status
1 04450 1a-43ca- 52 Fema 5.08 Benign  Positive Surgery No Response Survived
4a0c-8b8b- le
991439ba Ibba
20.000  Tafb6d60-f88e- 62 Fema 746 Malign  Positive Chemother  Complete Survived
outperform ECDSA in terms of performance, . . .
rp. . - P v 2.2 Simulation of Blockchain Technology
particularly in the context of Blockchain and IoT. N
. N . Implementation
Moreover, according to a publication by Wiley,
EdDSA is considered an efficient and cost-effective At this stage, a simulation of integrating

altemative to ECDSA, although its signature
verification is  slightly more computationally
intensive [11]. Considering this potential, it is
therefore important to conduct a comprehensive
comparison between ECDSA and EdDSA in the
context of Blockchain-based health record security to
determine which algorithm is most suitable for
modern EHR systems.

2. RESEARCH METHOD

In this study, the researcher employed a
quantitative research approach, which involves the
collection of numerical data and statistical analysis to
understand phenomena or answer research questions
[12]. In this research, the research method that will be
carried out can be seen in Figure 1.

Simulation of’
Bloskehain Technology
Implementation

I

Implementation of
ECDSA and EdDSA
Algarithms

1

Testing and Evaluation

Figure 1. Stages of Research Methods

clectronic health record (EHR) data with Blockchain

technology is carried out. The main objective of this

simulation is to ensure that each recorded data has an

authentic, immutable digital footprint, and its validity

can be verified [13][14][15]. The steps undertaken

include:

1. Retrieving the EHR dataset, where each patient is
stored in one block.

2. Performing hashing on the data to generate a
unique and concise digital fingerprint.

3. Preparing the process of recording the data hash
and digital signature into the Blockchain system
simulation

2.3 Implementation of ECDSA and EdDSA
Algorithms

This stage aims to compare two digital
cryptographic  algorithms, namely ECDSA and
EdDSA, in the context of protecting EHR data on
Blockcham. The implementation steps include:

1. Performmng the digital signature process on EHR
data using each algorithm (ECDSA and EdDSA).
This involves generating a key pair, consisting of
a private key and a public key, for each algorithm.
a. In ECDSA, keys are generated based on

elliptic curves such as SECP256k1.
b. In EdDSA, Edwards curves such as Ed25519
are used.

2. Integration into Blockchain.

After the digital signing process is completed, the
signature is embedded into the Blockchain block.
Each block stores the original EHR data, the data
hash and the previous block hash, the digital
signature (ECDSA or EdDSA), as well as the
public key for verification. This cture ensures
multilayer authenticity and data integrity.

The results of this implementation serve as the
basis for evaluating the strengths and weaknesses of
cach algorithm in the context of EHR protection.




2.4 Testing and Evaluation

As an extension of the simulation, testing of the
Proof-of-Work (PoW) mechanism was carried out in
the Blockchain system to enhance the security of
EHR data recording. PoW is a consensus method in
Blockchain that requires a mining process, namely
searching for a nonce until a hash with a leading zero
1s obtamned according to the difficulty target. The
tests were conducted with varying numbers of blocks
(4,000-20,000) and difficulty levels of 1-5. The
results showed that the higher the difficulty level, the
longer the mining time, which strengthens the role of
Blockchain in maintaining integrity, validity, and
resistance to data manipulation.

Home | maen
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3.  RESULT AND DISCUSSION

The results of this study are a comparison of the
security, as well as the effectiveness and efficiency of
performance, between the ECDSA and EdDSA
algorithms  in  protecting the integrity and
confidentiality of Blockchain-based Electronic Health
Record (EHR) systems.

3.1 Data Input Results

The dataset used in this study is an Electronic
Health Record (EHR) dataset that can be downloaded
from the previously provided link, in the form of an
Excel file containing patient health records, as shown
in Figure 1.
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1 ge  Gender Tumer Sizelem) Tumer Type Siopsy_Result Treatment Response_to_Treatment Surral_Statis
2 | cous0ra-t3ca- Ta0e Bl BITAERTOG 52 remsle 5.08 penign Surgery NoResponse Sunvived
3 bSS000kc 1232-4084-3432- 501 baTid20 2 Female 0.8 Benign Surgery Complete Response  Survived
4 30040200037 45cb-a542- 56120 Sbeats 0 Female 236 Benign Radiation Therapy Complete Response Deceased
5 | 1afaGarr-GMS-Adex D1Z7-CheSISOTSNe 21 remale 2,07 walignant surgery Partia Respanse Surveved
5| 120800C3-T283-4031-8714-1165071950c 2wl 7.17 watignant Raglation Therapy Compiete Response  Deceased
7 2bcchds F7-4cca bosi. MBI @ Female 831 Benign Radlation Therapy Compieta Response  Deceased
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10 434630086265 46518323 ecaberBTLS 3 ale Ga20cnign  Megatwe  Chemotherapy  NoRessonse Decessed

Figure 1. Research Dataset

After the Blockchain system testing was
completed, testing and evaluation were conducted to
compare the performance of the two digital signature
algorithms:

1. Security.

a. Assessing resilience against cryptographic
attacks, such as the reuse of random value k in
ECDSA.

b. Observing signature length and stability in
each algoritl as part of storage and
communication efficiency within Blockchain.

2. iciency (Performance).

a. Measuring the speed of the signing and
verification processes.

b. Evaluating which algorithm is more efficient
in the context of real-time use for Blockchain-
based EHR systems.

3. Effectiveness (Validation and Data Integrity).

a. Ass g whether the digital signatures can
be correctly validated.

b. Testing whether modified data can be detected
as invalid, indicating that integrity protection
functions properly.

The evaluation results are then used to conclude
which algorithm is more suitable for application in
Blockchain-based EHR data protection scenarios,
taking into account the balance between efficiency,
effectiveness, and security.

The dataset is input into Google Colab by
placing it in the dataset section, as shown in Figure 2.

cO & Blockchainipynb & Gagal menyi
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Figure 2. Data Input Results

32 Results of  Blockchain  Technology
Tmnl tation Simulation

The simulation was carried out by integrating
clectronic health record (EHR) data into a simple
Blockchain system using Google Colab. The main
objective of this implementation is to evaluate the
ability of Blockchain to maintain the authenticity,
integrity, and security of medical data. The results of
the Blockchain technology implementation in
securing health records are shown in Figure 3.
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T fen T # = E [

Data : {"Patient_ID":"c044501a-43ca-4abc-8b8b-991439balbba”, "Age”:52, "Gender”: "Female”, "Tumor_Size(cm)":5.8..
Prev Hash 1
Current Hash :

a4df3226865a46e6C12a6dbad9c8b32bdes 7287b87bFSbe 267959632031 1F

== Blok ke-1
Data : {"Patient_ID":"b890@c4c-1232-4684-0432-5082eba74d20", "Age™: 32, "Gender™: "Female", "Tumor_Size(cm)":0.8..
Prev Hash : a4df3226865ad6e@c1eabdbadoc8b3zbdedf7287b87hFSbe 267050632831 1f
Current Hash : dabi 61dad23eada625 6 028cffadc821982f7felbedc7f899F14

== Blok ke-2
Data : {"Patient_ID":"3@84e2bc-8837-49ch-a542-d5612b73beab”, "Age”: 78, "Gender” : "Female”, "Tumor_Size(cm)":9.5.
Prev Hash 66 23eadab25! 5 ffadc821989F 7felbedc7§89914

Current Hash : 38b75eb0f35557F38b34042327b80Ra57622c002c861d3605c651d3FdBc 1660

== Blok ke-3
Data : {"Patient_ID":"1df86af7-6745-adea-b127-cbca915a79fc", "Age": 21, "Gender™: "Female”, "Tumor_Size(cm)":3.0..
Prev Hash  : 38b75eb9f35557f38b3494eae7b800a576e2c09ec@61d3695c651d3fdec1f6bg

Current Hash : 2018213%e22ccebes30afbofoc6csh7d78cbacfc00a25dosbezboaraddeseebf

Figure 3. Results of Blockchain Technology Implementation Simul

As shown 1n Figure 3, Blockchain technology 1s
used to securely and transparently store medical
records. The interconnection of hashes between

3.3 Results of ECDSA and EdDSA Algorithm
Implementation

blocks makes the data resistant to manipulation,
making this technology suitable for preserving the
confidentiality and  authenticity of  sensitive
information such as EHR. If any changes occur in the
medical records, the hash value will change, as
demonstrated in Figure 4.

The mmplementation results of the ECDSA and
EdDSA algorithms are presented in the form of an
Excel file as a documentation medium. Each entry in
the file represents one block in the Blockchain
containing electronic health record data along with
the results of the cryptographic process. This Excel

T v + o B 8 0@

=s Blok ke-@
Data : {"Patient_ID":"c@44501a-43ca-4a0c -8b8b-091439ba1b6a", "Age” :52, "Gender" : “Femal umor_Size(cm)”
Prev Hash @ @

Current Hash : ad4df3226865ad46e@cleabdbadocBb32bdedf7287b87bf5be267¢950632031c1f

== Blok ke-1
Data : data pasien diubah...
Prev Hash : 24df3226865a46e8cleabdbaddcBb32bdedf7287087bf5be267c959632031c1f

Current Hash : 8¥7al@782776ba@BIDSAABCE118c8d724084880530DbF 306051d8aT001001670

Prev Hash
Current Hash :

@e Blok ke-2
Data : {"Patient_ID":"3@@delbc-8037-49ch-a542-d5612b73beab", "Age”: 7@, "Gender”: "Female”, "Tumor_Size(cm)":2.5..
Prev Hash  : dab@eb?661da02)eadabl5eebtB8636e4028CF fadc821980F 7elbedcTFBOOFIE
Urrent Hash : 8 2 2ae asT6elc 9565, 3
== Blok ke-3
Data : {"Patient_II "1df86af7-6745-4dea-b127-cbc9915079fc", "Age™: 21, "Gender"™ “Tumor_Size(cm)™:3.0..

: 38b75eb0F35557F38h 3404275808257 6e2cB00 06143605 c651d3FdRC 16O
a@182139e22ccebe53%afb9foctc5b7d78cbBcfc92a35d95b02bo07ad4@30ebf

Figure 4. Results of Health Record Manipulation Simulation

Based on Figure 4, it can be seen that the
blockchain  structure becomes inconsistent after
manipulation is carried out on block 1. Initially, each
block m the Blockchain is interconnected through
hash values, where each block stores the hash of the
previous block as the prev hash. However, after the
data in block 1 was manipulated, the hash value of
that block changed, making it inconsistent with the

file includes important information such as the
original EHR data, block hash values, the generated
digital signatures (from both the ECDSA and EdDSA
algorithms), as well as the public keys used in the
verification process. Figure 5 below shows the
implementation results of the ECDSA algorithm in
generating Blockchain-based digital signatures.

prev hash recorded in block 2. This inc v
breaks the integrity of the chain and indicates that
unauthorized data modification has occurred. Thus,
Blockchain is capable of automatically detecting data
manipulation, since even the slightest change will
alter the hash and break the authenticity chain of the
subsequent data




Figure 5. Results of ECDSA Algorithm Implementation in
Blockchain-Based Digital Signature
Next, Figure 6 shows the implementation results
of the EADSA algorithm in generating Blockchain-
based digital signatures.

Figure 6. Results of EADSA Algorithm Implementation in
Blockchain-Based Digital Signatures

3.4 Results of Testing and Evaluation

To demonstrate the security level of Blockcham,
testing was also carried out on the Proof-of-Work
(PoW) mechanism, which is a consensus method that
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For example, at DT=5 with 4,000 blocks, the
mining process takes approximately 1,504 seconds
(25 minutes), and increases to more than 7,700
seconds (2 hours) when the number of blocks reaches
20,000. In addition, raising the DT from 1 to 5 at the
same number of blocks also results in a significant
surge in time, such as from 4 seconds to 1,500
seconds for 4,000 blocks.

This very long duration shows that manipulating
data in Blockchain would require enormous resources
and time, making it nearly impossible to execute
without detection. This reinforces the strength of
PoW in maintaining data integrity and security,
especially in sensitive systems such as Electronic
Health Records (EHR), where authenticity and
traceability of data are crucial.

Next, testing and evaluation were carried out to
compare the ECDSA and EdDSA algorithms in
securing health records using Blockchain-based
digital signatures. The results of the testing and
evaluation are presented in Table 2 below.

Table 2. Results of Testing and Evaluation of ECDSA and EADSA Algorithms
E¢

Evaluation Aspect Method CDSA EdDSA
Signature Length 64 byte 64 byte
Security (Signature & k Reuse Reuse k Different Reuse (Secure) Not appllca:)elzlfi?enmmmc,
Conclusion Secure if k is unique, vulnerable if not  More secure from k reuse threats
Signing Time 0.000962 detik 0.000180 detik
Efficiency (Performance) Verification Time 0.003204 detik 0.000200 detik
Conclusion Slower More efficient and faster
Authentic Validation True True
Effectiveness (Validation & Dg:{g:ia;;ge False False
Integrity) Conelusion Validation successful, integrity not yet Same, integrity not yet optima

optimal

requires each new block to undergo a complex
computational process to find a nonce value that
produces a hash in accordance with a certain
difficulty level. Thus, this PoW testing reinforces the
evidence that Blockchain provides a high level of
security and is highly reliable in maintaining the
mtegrity and validity of data, especially in sensitive
systems such as Electronic Health Records (EHR).
Table 1 shows the results of Blockchain security
testing in safeguarding health records.

Based on Table 2, the test results show that both
ECDSA and EdDSA produce a digital signature
length of 64 bytes. In terms of security regarding k
reuse, ECDSA uses different k values, making it
secure, but it is still potentially vulnerable if k is not
unique. Meanwhile, EdDSA does not use mndom k
but instead applies a deterministic approach, thereby
climinating the risk of k reuse and making it more
secure. From the efficiency perspective, ECDSA

Table 1. Results of Blockchain Tecﬁlng! Security Testing and Evaluation
Number of Second:

Blocks DT=1 DT=2 DT=4 DT=5

4,000 396 7.67 62.76 962.39 1,504.51
8,000 792 15.34 125.52 1,924.78 3,081.02
12,000 11.88 23.01 18828 2.887.17 4,621.53
16,000 15.84 30.68 251.04 385056 6,162.04
20,000 19.80 38.35 313.80 4,813.95 7,702.55

Based on Table 1, it can be seen that mining
time increases significantly as the number of blocks
and the difficulty target (DT) rise. This indicates that
the Proof-of-Work (PoW) algorithm functions as
mtended, by creating a high computational barrier for
adding new blocks.

requires 0.000962 seconds for the signing process
and 0.003204 seconds for verification. In contrast,
EdDSA requires shorter times, 0.000180 seconds for
signing and 0.000200 seconds for wverification,
demonstrating faster performance. In terms of
effectiveness, both algorithms can validate data
correctly (authentic validation = true), but cannot




detect data modifications (change detection = false).
This indicates that although signature validation 1s
successful, the mechanism for detecting data integrity
is not yet fully optimal.

3.5 Discussion

The main problem underlying this research is
the growing demand for a secure, tamper-resistant,
and integrity-preserving electronic health record
(EHR) storage system. EHRs are highly sensitive
data that are vulnerable to leakage and unauthorized
modifications.  Therefore, a technology-based
solution is needed to ensure security, integrity, and
efficiency in data management. Blockchain, with its
consensus mechanism, combined with digital
signature algorithms, was chosen as an approach to
address this issue [16].

The testing and evaluation results indicate that
the integration of Blockchain technology with digital
signature algorithms such as ECDSA and EdDSA can
provide strong security guarantees for electronic
health records (EHR). One of the key elements in
ensuring data security within this system lies in the
Proof-of-Work (PoW) consensus mechanism, which
imposes significant computational barriers to adding
new blocks to the Blockchain [17]. The substantial
increase in mining time proportional to both the
number of blocks and the difficulty target
demonstrates that tampering with historical data
would be extremely difficult, as it requires intensive
and time-consuming recomputation [18].

For illustration, the mining process for 20,000
blocks with the highest difficulty level (DT=5)
required more than two hours. This increase is
exponential with respect to both the number of blocks
and difficulty, indirectly proving the effectiveness of
PoW in maintaining data integrity and authenticity. In
other words, the larger and more complex the
network, the more difficult it becomes for
unauthorized parties to manipulate data, making it
highly suitable for sensitive data such as EHRs,
which require strong integrity and reliability.

In addition, testing of two digital signature
algorithms—ECDSA and EdDSA—revealed
significant differences in terms of efficiency and
security. Although both produce signatures of the
same size (64 bytes) and successfully validate data,
EdDSA outperformed ECDSA m signing and
verification speed. This makes EdDSA more efficient
for high-volume and rapid transaction scenarios, such
as Blockchain-based EHR systems that require
instant data communication responses [ 19].

From a security standpoint, EADSA offers an
additional advantage because it uses a deterministic
approach in generating signatures, eliminating the
risk of random nonce (k) reuse that could expose
private keys, as is possible with ECDSA. Although in
this test ECDSA’s k values were unique and secure,
the vulnerability remains an issue if the
implementation is careless or the device environment
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is compromised. Therefore, in sy stems requiring very
high levels of security, EdDSA 1s considered more
resilient against reuse-based attacks.

However, the results for data integrity
effectiveness indicate that both algorithms were
unable to detect altered data (change detection =
false). This suggests that while signature validation
was successful, the integrity mechanism is not yet
optimal for providing comprehensive protection
against manipulated data. This limitation opens
opportunitics for further development, such as
bining digital es with hash chaining or
employing additional cryptographic algorithms to
ensure real-time change detection.

Overall, the combination of Blockchain
technology with digital signature algorithms,
particularly EdDSA, demonstrates strong potential in
securing EHRs. Nevertheless, certain aspects, such as
data integrity validation, still require enhancement for
the system to be fully reliable and aligned with
healthcare data confidentiality and security standards.

Between the two algorithms, EADSA can be
considered superior to ECDSA in terms of time
efficiency and cryptographic security. EdDSA is
faster, more secure against k reuse attacks, and better
suited for modern implementations that demand high
performance and maximum protection for sensitive
data. Still, the integrity validation aspect needs
improvement to ensure the system is fully robust

These findings are consistent with previous
studies, which reported that PoW provides strong
protection against data manipulation, albeit with
weaknesses in energy efficiency [7]. The finding that
EdDSA is more efficient than ECDSA is also in line
with the work of Mendrofa et al. (2024), which
demonstrated that EADSA achieves higher speed and
stronger security than ECDSA in  modem
implementations [20]. Thus, this research strengthens
the evidence that Blockchain, supported by advanced
digital signature algorithms, can serve as an effective
solution for health data security.

Nonetheless, this study remains limited to
testing in a simulated environment with a defined
number of blocks and difficulty levels. It does not
cover real network conditions with distributed nodes
or more complex attack scenarios. Moreover, the data
integrity mechanism relied solely on  digital
signatures without incorporating additional security
features such as full hash chaining or multi-signature
verification

From a practical perspective, the results of this
study can serve as a foundation for developing more
secure Blockchain-based EHR systems, particularly
in selecting appropriate digital signature algorithms.
From an academic perspective, this study enriches the
discourse on Blockchain technology integration in
healthcare. From a policy perspective, the results can
provide valuable input for regulators in formulating
health data security standards that accommodate
modem cryptographic technologies

o




For future research, it is recommended to
conduct testing in larger and more realistic
Blockchain networks, involving distributed nodes and
diverse attack scenarios. Furthermore, integrating
digital signatures with hash chaining, Merkle Trees,
or alternative consensus mechanisms such as Proof-
of-Stake (PoS) could be explored to improve data
change detection. Developing hybrid methods that
combine EdDSA’'s efficiency with additional
verification mechanisms also presents opportunities
for creating a more robust Blockchain-based EHR
system.

4. CONCLUSION

Based on the test results, EdDSA outperforms
ECDSA in terms of security due to its deterministic
nature and mmunity from the risk of & reuse, as well
as its higher efficiency, requiring only 0.000180
seconds for signing and 0.000200 seconds for
verification, compared to ECDSA which requires
0.000962  seconds and  0.003204  seconds,
respectively. Both algorithms successfully validated
the data, but neither was able to detect data
modifications. Meanwhile, the Proof-of-Work (PoW)
mechanism in Blockchain proved to be highly secure,
as evidenced by the significant increase in mining
time with the growing number of blocks and
difficulty level, from 1,504 seconds (4,000 blocks,
DT=5) to 7,702 seconds (20,000 blocks, DT=5). This
creates a substantial computational barrier, making
data manipulation extremely difficult.
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