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Abstract 

 

The increasing adoption of electronic certificates in academic and professional environments raises critical 

challenges related to authenticity, data integrity, and verification reliability. Conventional certificate management 

systems commonly rely on centralized architectures and manual validation procedures, which are vulnerable to 

manipulation, duplication, and single points of failure (SPoF). This study proposes a blockchain-based electronic 

certificate verification system implemented on a private Hyperledger Fabric network using smart contracts. The 

system records certificate verification metadata on a distributed ledger to ensure integrity and traceability while 

maintaining storage efficiency. Smart contracts automate the issuance and validation lifecycle, enabling 

transparent and tamper-resistant certificate management. The verification process is conducted by comparing 

document authentication data with records stored on the blockchain. Experimental evaluation demonstrates that 

the proposed system can accurately identify document alterations and consistently distinguish between valid and 

invalid certificates. The results indicate that the integration of blockchain and smart contracts as an active 

validation mechanism enhances transparency, reduces dependence on centralized authorities, and improves trust 

in mobile-based digital credential systems. Therefore, the proposed approach provides a secure and reliable 

framework for electronic certificate verification in academic environments. 
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1. INTRODUCTION 

Digital transformation in academic services has 

accelerated the adoption of electronic certificates in 

various activities, including seminars, training 

programs, and competency development initiatives. 

Compared to physical documents, digital certificates 

provide greater efficiency in terms of distribution, 

storage, and accessibility. However, these advantages 

also introduce new challenges, particularly with 

respect to document authenticity, data integrity, and 

long-term verification reliability. Most existing 

certificate management systems continue to rely on 

centralized databases and manual validation 

procedures, which increases their vulnerability to 

unauthorized modification, duplication, and 

administrative errors. Furthermore, dependence on a 

single authoritative entity creates a single point of 

failure and limits the transparency and accountability 

of the authentication process. [1], [2]. 

In recent years, blockchain technology has been 

increasingly adopted as a potential solution to address 

these limitations. Its distributed and immutable 

characteristics enable data to be permanently recorded 

and resistant to unauthorized modification, making 

blockchain particularly suitable for applications that 

require a high level of trust and reliability [3]. Several 

studies have demonstrated that the application of 

blockchain in digital certification systems can 

significantly enhance data integrity, transparency, and 

information traceability [4], [5]. Furthermore, the 

integration of automated validation mechanisms 

through smart contracts has been shown to streamline 

verification processes and reduce dependence on 

manual inspections and institutional intervention [6]. 

In addition, the utilization of QR codes facilitates rapid 
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access to verification services and improves overall 

user convenience and system usability[7]. 

Nevertheless, most existing approaches continue 

to position blockchain primarily as a passive recording 

medium rather than as an active validation mechanism 

integrated into system workflows. Centralized 

architecture remains dominant in many electronic 

certificate implementations, requiring external parties 

to directly contact issuing institutions to verify 

document authenticity. Such procedures are often 

inefficient, time-consuming, and susceptible to human 

error [8], [9]. Furthermore, several studies have 

reported that conventional systems lack automated 

mechanisms for detecting unauthorized data 

modifications, making document tampering difficult 

to identify without extensive manual inspection and 

administrative intervention [10]. 

Blockchain introduces a distinct paradigm 

through its distributed, transparent, and tamper-

resistant recording mechanisms. In the context of 

certificate verification, blockchain can function as a 

single source of truth by permanently storing 

verification-related information and enabling 

continuous auditability [11]. To ensure storage 

efficiency, the system does not require the entire 

certificate file to be stored on the distributed ledger. 

Instead, cryptographic hash values are utilized as 

unique digital representations of documents. Due to 

their high sensitivity to data alterations, even minor 

modifications to certificate content generate 

significantly different hash values, allowing 

unauthorized changes to be automatically detected 

[12], [13]. 

The role of blockchain is further reinforced 

through the implementation of smart contracts, which 

enable validation rules to be executed automatically, 

consistently, and transparently without reliance on 

third-party intermediaries. Through this mechanism, 

certificate issuance and verification processes are no 

longer dependent on centralized authorities but are 

instead governed by predefined and verifiable logical 

rules embedded within the system architecture [6], 

[14]. Recent studies further indicate that permissioned 

blockchain networks, such as Hyperledger Fabric, are 

particularly suitable for academic environments, as 

they provide robust access control, configurable 

authorization policies, and efficient audit and 

governance mechanisms [11], [15]. 

Based on the identified challenges, this study 

proposes a blockchain-based electronic certificate 

validation system integrated into a mobile application 

environment. The system utilizes a private 

Hyperledger Fabric network as its core infrastructure, 

while smart contracts are employed to automate 

certificate recording and verification processes. 

Instead of storing complete certificate files, the system 

records cryptographic hash values on the blockchain 

ledger to ensure data integrity and storage efficiency. 

Certificate verification is performed through QR code 

scanning, enabling users to independently, rapidly, 

and objectively authenticate document validity. 

The primary contribution of this study lies in the 

implementation of blockchain as an active validation 

mechanism rather than merely as a digital archive. 

Unlike previous approaches that are predominantly 

conceptual or limited to web-based platforms, the 

proposed system provides an end-to-end mobile-based 

verification workflow. Through this design, the system 

enables automatic detection of unauthorized data 

modifications, enhances transparency, and reduces 

dependence on centralized authorities. These findings 

are expected to serve as a reference framework for 

developing secure, reliable, and adaptable digital 

certification systems in modern academic 

environments [5], [11], [16]. 

2. RESEARCH METHOD 

This study adopts a systems engineering approach 

that emphasizes the systematic design, 

implementation, and evaluation of a blockchain-based 

electronic certificate validation system within a mobile 

application context. This approach was selected 

because the primary objective of the research is not 

only to analyze specific phenomena but also to 

develop a functional system that can be practically 

deployed to address digital document authentication 

challenges. Consistent with several previous studies, 

the systems engineering approach is considered 

appropriate for developing blockchain-based solutions 

that require the integration of software architecture, 

security mechanisms, and user interaction workflows 

[11], [15]. 

In this study, blockchain is positioned not merely 

as a passive storage medium but as an active validation 

component that determines certificate authenticity 

based on records maintained on a distributed ledger. 

This approach aligns with the single source of truth 

principle, which is widely applied in digital credential 

verification systems, where validity decisions are no 

longer dependent on centralized databases [11], [12]. 

 

2.1 System Architecture 

The system is developed using a private 

blockchain network based on Hyperledger Fabric, 

which belongs to the category of permissioned 

blockchains. This architecture enables comprehensive 

identity management, configurable access control, and 

the enforcement of authorization policies in a 

controlled environment, making it particularly suitable 

for academic institutions that require strong 

governance and transparent audit mechanisms [11], 

[15]. Unlike public blockchain platforms, this 

approach provides greater flexibility in defining 

organizational roles, such as administrators, 

organizers, and students, while preserving 

fundamental principles of transparency and data 

integrity. 

In addition, Hyperledger Fabric supports modular 

smart contract implementation, allowing certificate 
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recording, issuance, and verification rules to be 

explicitly encoded as programmable logic. This 

mechanism ensures that all transactions comply with 

predefined procedures and are executed automatically, 

thereby reducing dependence on manual operations 

and minimizing the risk of human error. 

 

 

Figure 1. Blockchain-Based Certificate Validation System Architecture 

 
As illustrated in Figure 1, the system architecture 

is structured into three primary layers: the mobile 

application, the backend server, and the blockchain 

network. This layered design aims to preserve system 

modularity, facilitate maintainability and 

development, and enhance scalability without 

affecting existing components [4]. Furthermore, 

functional separation across layers contributes to 

improved system security, as each component operates 

with clearly defined responsibilities and limited 

privileges. 

The mobile application functions as the primary 

user interface, enabling students and external 

stakeholders to access digital certificates and initiate 

verification procedures. At this layer, users interact 

exclusively with informational content and do not have 

direct access to blockchain recording mechanisms. 

The backend server is responsible for managing core 

application logic, including processing user requests, 

retrieving certificate-related metadata, and securely 

forwarding validation requests to the blockchain 

network. 

Meanwhile, the blockchain network functions as 

the primary validation layer that permanently and 

immutably stores certificate hash values. Through this 

mechanism, the system does not retain complete 

certificate documents on the distributed ledger; 

instead, it records only cryptographic representations, 

thereby ensuring storage efficiency without 

compromising security. 

Under this architectural separation, conventional 

databases are utilized solely for storing operational 

data, such as user information and certificate-related 

metadata, and do not participate in determining 

document authenticity. Validation decisions are 

derived exclusively from blockchain records, thereby 

reducing manipulation risks, enhancing transparency, 

and minimizing dependence on centralized authorities 

[3], [11]. This design positions blockchain as the 

single source of truth within the digital certificate 

verification framework. 

 

2.2 Certificate Recording Mechanism 

The certificate recording mechanism in the 

proposed system is implemented by generating a 

cryptographic hash value for each issued certificate 

document. This hash value serves as a unique digital 

representation of the document’s content, such that 

even minor modifications result in significantly 

different outputs. Owing to this property, hash values 

can be utilized as reliable indicators of document 

authenticity without requiring the complete file to be 

stored on the blockchain. This approach is widely 

adopted in blockchain-based verification systems, as it 

enhances storage efficiency while maintaining data 

integrity. [12], [13]. 
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Figure 2. Proposal Submission and Endorsement Process in Hyperledger Fabric 

 
As illustrated in Figure 2, after the hash value is 

generated, the corresponding data are submitted as a 

transaction proposal to the Hyperledger Fabric 

network. This proposal is subsequently evaluated by 

multiple endorsing peers in accordance with the rules 

specified in the deployed smart contract. Each peer 

verifies whether the transaction complies with 

predefined endorsement and validation policies, 

thereby ensuring that only transactions meeting the 

required criteria are authorized to proceed. This 

mechanism enables a distributed verification process 

that does not rely on a single controlling entity, thereby 

enhancing system reliability and trustworthiness [15] . 

Once the endorsement policy is satisfied, the 

transaction is forwarded to the ordering service, where 

it is assembled into a block before being permanently 

committed to the distributed ledger. This stage ensures 

that transaction sequencing remains consistent across 

all network nodes and prevents potential data conflicts. 

Through this process, recorded data cannot be 

modified or removed, thereby fulfilling the 

immutability property that characterizes blockchain 

technology [11], [4].  

Furthermore, each successfully committed 

transaction generates a unique transaction identifier 

that functions as an auditable record. This identifier 

enables transparent and verifiable tracing of certificate 

history by both institutional authorities and external 

stakeholders, thereby strengthening overall system 

accountability [11]. 

 

2.3 Certificate Verification Process 

The certificate verification process is designed to 

be independently performed by users through QR code 

scanning embedded within digital documents. The QR 

code functions as an initial identifier that directs the 

system to retrieve corresponding certificate hash data 

stored on the blockchain network. This approach 

enables authentication to be conducted efficiently 

without requiring direct interaction with issuing 

institutions. In addition to improving operational 

efficiency, this mechanism enhances user convenience 

by providing flexible and on-demand access to 

verification services [7]. 

 

 
Figure 3. Blockchain-Based Certificate Verification Workflow 

 
As illustrated in Figure 3, after the hash data are 

retrieved from the blockchain, the system recalculates 

the hash value of the certificate document submitted 

by the user. The newly generated hash value is then 

compared with the corresponding value stored on the 

distributed ledger. This comparison constitutes the 

primary basis for determining document authenticity. 

If both hash values are identical, the certificate is 

classified as valid. Conversely, any discrepancy 

indicates that the document has been altered or does 

not correspond to the recorded data and is therefore 

classified as invalid. 

This mechanism positions blockchain as the 

single source of truth in the validation process, rather 

than centralized databases [3], [11]. Consequently, 

verification decisions are derived from permanently 

and distributively recorded data rather than 

institutional claims or subjective assessments. This 

approach enhances the objectivity of the validation 

process and significantly reduces the potential for data 

manipulation. 
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The utilization of cryptographic hash values as 

document representations ensures data integrity, as 

their high sensitivity to data alterations enables 

automatic detection of unauthorized modifications 

[12], [13]. Through this approach, the system not only 

verifies certificate authenticity but also provides early 

detection of even minor changes in document content 

without reliance on subjective manual inspection. 

 

2.4 Scope of System Testing 

System testing in this study is primarily focused on 

evaluating the reliability of the blockchain-based 

validation mechanism rather than on interface 

aesthetics or user experience aspects. This focus was 

adopted because the main objective of the research is 

to assess the system’s capability to preserve data 

integrity and to determine certificate authenticity 

objectively. Accordingly, testing activities are directed 

toward the core system functionalities, including data 

recording, storage, and verification processes within 

the blockchain network. A similar evaluation approach 

has been adopted in previous studies that emphasize 

security, data consistency, and verification reliability 

[5], [11]. 

All testing scenarios are designed to examine the 

extent to which the system can maintain the tamper-

resistant and fault-tolerant properties that represent 

key advantages of blockchain technology [15]. The 

system is expected to consistently produce accurate 

verification results even in the presence of 

unauthorized data modifications or partial network 

disruptions. 

The results of each testing scenario are 

subsequently analyzed to evaluate the effectiveness of 

blockchain as an active validation infrastructure for 

digital certificates. Through this approach, the 

evaluation considers not only technical functionality 

but also system resilience to data manipulation, 

consistency of validation outcomes, and the ability to 

sustain user trust in document authenticity. 

3. RESULTS AND DISCUSSION 

This section presents the results of implementing 

the proposed blockchain-based certificate validation 

system and discusses its reliability, security, and 

operational effectiveness. The evaluation focuses on 

the system’s capability to ensure data integrity, detect 

unauthorized document alterations, and provide an 

objective verification mechanism independent of 

centralized authorities. These characteristics are 

essential for digital certification systems, where 

institutional credibility and user trust play a critical 

role. 

Recent studies have emphasized that blockchain-

based credential systems can enhance transparency, 

traceability, and verification reliability in academic 

environments [11], [12], [16]. In particular, multiple 

case studies have demonstrated that distributed ledger 

technologies significantly improve trust in digital 

certificates by eliminating single points of failure and 

reducing institutional dependency [17]. 

The results obtained from system implementation 

and testing are analyzed to examine the extent to which 

blockchain technology fulfills these requirements. 

Furthermore, this section discusses how the proposed 

mechanism improves operational efficiency, mitigates 

data manipulation risks, and strengthens confidence in 

electronic certificate authenticity. 

 

3. 1 Implementation of the Blockchain-Based 

Certificate Validation System 

The implementation results indicate that 

blockchain can function as an active validation 

infrastructure rather than merely serving as a data 

storage medium. Unlike conventional systems that 

rely on centralized databases and manual verification 

procedures, the proposed system positions blockchain 

as the primary source of truth for determining 

document authenticity. Consequently, certificate 

validity is established through distributed ledger 

records rather than institutional confirmation. 

This design is consistent with decentralized 

credential systems developed using Hyperledger 

Fabric, which emphasize permissioned network 

architecture, smart contract automation, and 

distributed endorsement mechanisms [16], [18]. By 

adopting this approach, the system ensures that 

verification decisions are generated objectively by 

network consensus. 

In the developed architecture, certificate files are 

not stored directly on the blockchain. Instead, 

verification-related metadata is recorded to maintain 

storage efficiency and data integrity. This strategy 

enables automatic detection of unauthorized 

modifications while minimizing computational and 

storage overhead [12], [17]. 

The integration of the mobile application, 

backend services, and blockchain network allows 

users to perform certificate verification independently. 

Users initiate verification by scanning QR codes 

embedded in certificates, which triggers authentication 

and validation processes across system layers. This 

mechanism improves verification speed, enhances 

transparency, and reduces administrative dependency 

[7] , [16]. 

Furthermore, the immutability of blockchain 

records reinforces user trust in verification outcomes. 

Since validation data cannot be altered unilaterally, the 

system ensures that authenticity decisions remain 

objective and resistant to manipulation. As a result, 

blockchain functions not only as a technical platform 

but also as a core component in institutional decision-

making. 

 

3. 2 Results of the Certificate Recording 

Mechanism Implementation 
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Figure 4. Certificate Recording Mechanism Based on Hyperledger 

Fabric 

 

As illustrated in Figure 4, the certificate recording 

process begins with the verification of participant 

attendance in academic activities. Attendance records 

are evaluated based on predefined eligibility criteria. 

Certificates are issued only when these requirements 

are satisfied, ensuring systematic enforcement of 

participation standards. 

After approval, the system automatically 

generates certificate documents in PDF format. Prior 

to blockchain submission, verification metadata is 

generated and secured using cryptographic 

mechanisms. This information is subsequently 

transmitted to the blockchain network for permanent 

recording. 

The recording process is executed through the 

invocation of the issueCertificate() function within the 

smart contract. Submitted transactions undergo 

endorsement and consensus procedures based on 

predefined network policies. This process ensures that 

only valid and authorized records are committed to the 

distributed ledger, consistent with Hyperledger Fabric 

governance principles [15], [18]. 

Once validated, certificate records are 

permanently stored and synchronized with the 

operational database. This workflow positions 

blockchain as an active validation component rather 

than a passive storage layer. 

The immutability of blockchain records 

guarantees that stored data cannot be modified after 

confirmation. Each transaction also generates a unique 

identifier that functions as an audit trail, enabling 

transparent monitoring of certificate issuance 

activities [11], [17]. These results demonstrate that the 

implemented recording mechanism supports 

accountability and distributed validation, 

distinguishing it from conventional centralized 

systems. 

 

 
Figure 5. Certificate Verification Result Interface in the Mobile 

Application 

 

Figure 6 illustrates verification outcomes 

displayed through the mobile application interface. 

The system presents validity status in a concise and 

user-friendly format, enabling users to interpret results 

without technical complexity. 

At this stage, the mobile application functions 

exclusively as a presentation layer. All validation 

decisions are generated by blockchain-based 

processes, ensuring protection against client-side 

manipulation and centralized interference. These 

findings further confirm blockchain’s role as the 

primary validation infrastructure in digital 

certification systems [11], [16]. 

 

3. 3 Results of the Blockchain-Based Validation 

System Testing 

System testing was conducted to evaluate the 

reliability and consistency of the blockchain-based 

validation mechanism under various operational 

conditions. Testing scenarios included authentic 

certificates, modified documents, unregistered QR 

codes, and multi-node data retrieval. 

 
Table 1. Results of the Blockchain-Based Certificate Validation 

System Testing 

No. Test Scenario 
Expected 

Result 

Actual 

Result 

1 Authentic certificate Valid Valid 

2 Modified certificate Invalid Invalid 

3 Unregistered QR code Invalid Invalid 

4 
Data retrieval from 

different nodes 
Consistent Consistent 

 

The system consistently classified certificate 

status across all test scenarios. Authentic certificates 

were correctly identified, while modified and 

unregistered documents were automatically rejected. 

Multi-node retrieval tests confirmed data 

replication consistency within the distributed network. 
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This property ensures system reliability even under 

partial node failures, thereby reducing single-point-of-

failure risks [15], [18]. Overall, the results demonstrate 

that blockchain actively contributes to system 

robustness, objectivity, and operational reliability. 

 

3. 4 Discussion 

The implementation and evaluation results 

demonstrate that blockchain can function as an active 

validation infrastructure rather than merely serving as 

a digital archive. By positioning the distributed ledger 

as the primary source of truth, the system determines 

certificate authenticity objectively without 

institutional dependency. This finding is consistent 

with recent case studies and framework-based 

analyses emphasizing blockchain’s role in 

strengthening digital credential trust [16], [17]. 

Compared to conventional systems, the proposed 

approach offers several advantages. First, distributed 

validation enables automatic detection of document 

inconsistencies. Second, decentralized data recording 

enhances transparency and auditability. Third, QR 

code integration improves user accessibility and 

verification efficiency [7], [16]. 

Nevertheless, the system presents certain 

limitations. Blockchain deployment requires relatively 

complex infrastructure and specialized network 

management. System performance is influenced by 

endorsement policies, node distribution, and network 

latency. These factors may affect scalability in large-

scale institutional environments. 

 

3. 5 Comparison with Existing Studies (State-of-

the-Art Analysis) 

Several recent studies have explored blockchain-

based digital certificate systems in academic contexts. 

Jaafar and Alsaad [11] integrated Hyperledger Fabric 

with IPFS to enhance decentralization and data 

availability. Noorhizama et al. [7] implemented QR-

code-based verification using the Ethereum platform, 

emphasizing public blockchain transparency. In 

addition, recent case studies have demonstrated that 

blockchain adoption improves institutional trust and 

administrative efficiency[17]. 

Framework-oriented studies have further 

proposed decentralized credential systems based on 

Hyperledger Fabric, highlighting the importance of 

governance mechanisms, endorsement policies, and 

participatory validation models [16], [18]. However, 

most existing approaches still treat blockchain 

primarily as a recording medium and retain partial 

dependence on centralized administrative procedures. 

In contrast, the proposed system adopts 

blockchain as an active validation mechanism that 

directly governs certificate issuance and verification 

through smart contracts. The validation process is fully 

integrated into a mobile application environment, 

enabling end-to-end authentication without 

institutional intervention. 

Furthermore, the emphasis on real-time 

verification, distributed endorsement, and automated 

decision logic distinguishes this study from 

predominantly web-based and institution-centered 

implementations. The integration of mobile access, 

smart contract automation, and distributed validation 

provides a scalable and practical framework for 

academic deployment. 

Therefore, this study contributes not only a 

technical implementation but also an operational 

model for blockchain-based certificate verification in 

real institutional environments. 

4. CONCLUSION 

This study has presented the design and 

implementation of a blockchain-based electronic 

certificate validation system using Hyperledger Fabric 

and smart contracts. The proposed system enables 

secure, transparent, and decentralized certificate 

issuance and verification by positioning blockchain as 

the primary source of truth. Experimental evaluation 

demonstrates that the system can accurately 

distinguish between valid and invalid certificates, 

reduce institutional dependency, and enhance user 

trust in digital credentials. 

Despite these contributions, several limitations 

should be acknowledged. First, the current 

implementation has been evaluated within a limited 

institutional environment, which may not fully 

represent large-scale or multi-institutional deployment 

scenarios. Second, system performance is influenced 

by network configuration, endorsement policies, and 

node distribution, which may affect scalability under 

high transaction volumes. Third, the proposed 

framework has not yet been integrated with national or 

international credential interoperability standards, 

which may limit cross-institutional adoption. 

Future research should address these limitations 

by conducting large-scale performance evaluations 

involving multiple institutions and geographically 

distributed nodes. Further studies may also explore the 

integration of the proposed system with standardized 

digital credential frameworks and national education 

databases. In addition, advanced privacy-preserving 

techniques, such as zero-knowledge proofs or 

selective disclosure mechanisms, can be incorporated 

to enhance data confidentiality. Finally, optimizing 

consensus mechanisms and smart contract execution 

efficiency may further improve system scalability and 

real-time responsiveness. 

Overall, the proposed system provides a practical 

foundation for developing secure and trustworthy 

blockchain-based digital credential services in 

academic environments. With further refinement and 

large-scale validation, this approach has strong 

potential to support sustainable and interoperable 

digital certification ecosystems. 
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