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Abstract

The Indonesian government continues to strive to improve public services to meet global demands, one of which
is the development of technology such as a broad and integrated internet known as e-government. In implementing
the e-government concept, it is necessary to have an IT audit to align the IT management process with the] plans,
()bjectivn and business strategies of government institutions. One framework that can be used as a standlard is
COBIT. This study uses the Systematic Literature Review research method to answer Research Questions (RQ):
RQ1 regarding how the COBIT framework is used in IT audit case studies, especially in the e-government field,
RQ2regarding the COBIT domain used in research. The results of the study obtained 32 journals lhaltnere selected
through a literature search process, literature selection according to criteria, and quality assessment. The results of
the study, especially in the context of the main research question, namely the journals reviewed using the COBIT
framework with various versions 1|1§vallu;lting e-government implementation. In COBIT there is a workflow that
starts from identifying problems in the organization to eumlyzing]calpilbility level. In this study, it is known that the
COBIT 2019 version is more adaptable to organizational conditlons and technological developments because this
version has m()rea()mains and design factors have been added (answer RQ1). The COBIT framework has 5
domains, namely the EDM, APO, BAI, DSS, and MEA domains. The most dominant domains used in assessing
e-government implementation in journals are the APO and DSS (answer RQ2).

Keywords: COBIT, E-government, Systematic Literature Review

This is an open access article under the CC BY-SA license.

*Corresponding Author: Authorl

In implementing the e-government concept, an
information technology (IT) auditis needed to align IT
management processes with the] planning, objectives,
and business strategies of the gdvermment institutions
lhc111sc1\-csLIT Audit is an activity of collecting and
evaluating kvidence to find out whether the existing
system has used the resources owned efficiently, can
support the achievement of organizational goals
effectively, maintain data integrity, and protect the
orgeu1izelli0n'>j [2]. IT audit is one of the urgent needs

1. INTRODUCTION

In order to meet global demands, the Indonesian
gm'cmmcnt:mﬂinucs to strive to improve the quality
of informatipn and communication technology | This is
also attempted by the government to improve public
services as the main task and function of l
government is to provide good and reliable services to
help the needs of its people. One of the efforts to
improve this service is the government with| the

development of technology such as a broad! and
il'llt:gl'illt:‘.1 internet which can be referred to as
electroniclgoyermment (E-government) {E-government
is the transformation of processes) transactions,
creation, and implementation of a more efficient
government system, carried out through information
and communication technology to provide better
services to citizens while reducing waste and
corruption, Increasing accountability, transparency,
and public trust [1].

of agencies il improving and improving IT processes
in public services, especially e-government. In some
previous studies, it was explained that IT audits nee
to be carried out because it is through this process tha
IT audit results are obtained where the results of lhesﬂ
activities can be used as a reference or material tc
correct discrepancies that exist in agencies [2]-[5].
One framework that can be used as a standard in
conducting ITaJdils is the Control Objective for
Information & Related Technology (COBIT). COBIT




is a standard that functions to provide direction for IT
governance and management which is used by
management, auditors, and users as a bridge to
separate control needs, lechmcsues._ and business
risks| So it can be said that the principle of COBIT is
to provide the information an organization needs to
achieve its goals [6]. The definition of COBIT can also
be described as a standard that is considered complete
because it is comprehensive in scope and can be used
in various types of organizations [5].

The COBIT framework distinguishes between
management and governance, governance is
carried out to obtain assurance that thel conditions,
needs, and decisions of stakeholders are bvaluated to
align with agree ate goals. Performance is
controlled based 'on agreed goals and directions.
Where the direction is set by prioritizing and making
decisions| While management is carried out to plan,
build, implement and monitor activities, this is
following the guidelines determined through
governance so that corporate goals can be achieved
[4].

This research is a literature study using
Systematic Literature Review (SLR) to analyze the use
of COBIT 2019 in conducting IT audits in e-
government implementation in government agencies.
The selected journals in this study will be reviewed
and analyzed so l this research can provide a
summary regarding the use of COBIT 2019 in auditing
information technology in the e-government sector.
This research is expected to make it easier for users or
future researchers to understand COBIT 2019,
especially in the field of e-government.

zi RESEARCH METHOD

This research study used the Systematic Literature
Review (SLR) research method. The SLR method 1s
an activity of identifying, evaluating, and translating
previous studies that have relevance t8ertain research
questions, phenomena, or topics [7]. @he stages of the
SLR research method are as follows:

2.1 Research Question

A research Question (RQ) is built based on the
needs or objectives of the chosen topic. Research
Questions in this study are:

- RQI: How 1s the COBIT framework used in IT
audit case studies, especially in the e-government
field?

- RQ2: What COBIT domains were used in th
research?

22 Literature Sea

The literature search process is carried out to
obtain data sources in the form of relevant research
that can be used to obtain answers to the Research
Questions and related references. The literature search
process was carried out on the Scopus and Sinta
databases using the keywords "COBIT" and "e-
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government”. The year of publication of the journal is
limited between 2019 and 2022. The journals obtained
based on search results total 74 files with details in
Table 1 below:

Table 1. Literature Search Results

Database Number of Files
Scopus 12
SINTA 62

Total 74

2.3 Literature Selection

Literature or journals that have been searched
will then be selected based on inclusion and exclusion
criteria to suit the needs and be suitable for use in
conducting this SLR research. Following are the
inclusion criteria and exclusion criteria in journal
selection:

Inclusion criteria:

- 'T'h:i research used was obtained from the Scopus
andfor SINTA database with a minimum Sinta
index of 3.

- Research has COBIT coverage with case study
activities in government.

- Research mentions and describes the COBIT
domain used.

- Research using Indonesian and international
languages.

Exclusion criteria:

- Research is an unpublished final project.

- Research does not describe the COBIT domain
used.

- Research is not o literature review research.
From the selectlon of literature based on the

inclusion and exclusion criteria above, 32 journal files

were obtained with details in Table 2 below:

Table 2. Literature Selection Results

Database Number of Files
Scopus 10
SINTA 22

Total 32

2.4 Quality Assessment

The data or journals that have been obtained will
be evaluated based on the question of quality
assessment criteria as follows:

- QA1: Does the journal contain ﬂezlrch related to
how IT audits are carried out in the ficld of e-
government using the COBIT framework?

QR2: Does the journal state which domains are used?

2.5 Data Collection

This study uses secondary data in the form of
journals obtained through the Scopus and SINTA
databases with a minimum index of Sinta 3 and the
year the journal was puhcd between 2019 and
2022. The literature study in this study was carried out
using the SLR method.




2.6 Data Analysis

The process that s carried out after the data is
collected is the process analysis by making a
summary and formulationNof findings from the
literature used in this sludytTh analysis process will
produce data that will be diSplayed and refers to RQ1
and RQ2.

L

3. RESULT AND DISCUSSION

In this ad}",dillil were analyzed based on quality
assessment. Table 3 below sh()w.»t the results of the
evaluation of the data or journals that have been
obtained based on the question of quality assessment
criteria:

Table 3. Grouping of Journals Based on QA 1

No Research Framework
1 (Aprianto et al., 2021) COBIT 5,
150
31000:2018
2 (Umar et al., 2019) COBIT 5
3 (Hanif et al., 2020) COBIT 5
4 (Nachrowi et al., 2020) COBIT 2019,
ITIL 4
5 (Thamrin et al., 202 1) COBIT 5
6 (Safitn et al., 2021) COBIT 2019
7 (Darmawan & Dwiha, 2019) COBIT 5
8 (Darmawan & Harto, 2019) COBIT 5
9 (Saretal. 2021) COBIT 5
10 (Tiasmi et al., 2021) COBIT 5
11 (Haster & Hartomo, 2022) COBIT 5
12 (Suwarno, 2021) COBIT 5
13 (Rabhani et al.. 2020) COBIT 5
14 (Nurhuda etal.. 2021) COBIT 5
15 (Agansaetal.,2021) COBIT 5
16 (Antara etal., 2019 COBIT 5
17 (Ningsih et al., 2019) COBIT 5,
ISO/IEC
38500:2008
18 (Novianto & Siregar, 2019) COBIT 5
19 (Vatresia et al., 2022) COBIT 5
20 (Purra etal.. 2020) COBIT 5
21 (Lelasarietal., 2021) COBIT 5
22 (Prasetyo & Setyadi, 2022) COBIT4.1
23 (Nugroho & Gumilang, 2020) COBIT4.1
24 (Prasetyawan et al., 2019) COBIT4.1
25  {(Awaludin Rizal et al., 2020) COBIT 5
26 (Zainuddin et al., 2020) COBIT 5
27 (Vergantana et al., 2020) COBIT 5
28 (Wulandari et al., 2019) COBIT 5
29 (Kasmaet al..2019) COBIT 2019
30 (Audia & Sugiantoro, 2022) COBIT 2019
31 (Yasinet al., 2020) COBIT 2019
32 (Magdalena & Solihah, 2020) COBIT 5

The results of data or journal analysis by
conducting quality assessments based on criteriz
questions or quality assessment 2. The results of
quality assessment based on quality assessment 2 are

described in Table 4 below:
Table 4. Grouping of JULIrmlH Based on QA 2

Research Domain
1 APOI12
2 S05
3 DS5S01, DSS02, DSS03, DSS04,
DS5S05, 06
4 EDMO03, APO10, APO12, BAIO2,

BAIO3, BAIO6, BAIOT7. BAIIO,
DSS04, DSS05, MEAO]
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5 DSSO1, DSS02. DSS03. DSSO4,
DSS05, DSS06

6 (o012, DSS02, DSS03

7 APOO1, APOD2, APOO3, APOD4,

APOO5, APOO6, APOOT, APODS,
APOO9, APO10, APOL1, APOI12,
APO13

8 BAIOT, BAIO2, BAIO3, BAIM,
BAIOS, BAIO6, BAIOT. BAIOS,
BAIO9, BAIID, DSSO1. DSS02,
DSS03, DSS04, DSS05, DSS06,

MEAQ1, MEAO2, MEAO3

9 APOI12

10 EDMO1, APOOI, APO02, APO03,
APOO7, APOOS, BAIO2

1 APOO3, APOOT, APOI2, APOI4,
BAIDI, BAIO2, BAI0O, DSSO4,

03

12 POOI, POO2, POO3, POO4. PODS,
PO06, POO7, POOS, PO09, POI0,
ME1,ME2, ME3, ME4

13 [@:A01, MEAO2, MEAD3

14 DSSO1, DSS02, DSS03, DSSO4,
DSS05, DSS06

15 EDM02, BAI04, APO06, DSS02,
APOO4

16 [EHM01. EDMO2, EDMO3, EDMO4,

DSS01, DSS02, DSS03, DSS4,
DSS05, DSS06, MEAOL, MEAO2,

MEAO3
17 B804, MEAOI
18 EDMO 1, EDM02, EDMO3, EDM04,

EDMO35, APOO1, APOM, APOOT,
APO13, DSS01, DSS04, DSS05,

LAD2
19 DSS01, DSS02, DSS03, DSS04,
DSS05, DSS06
20 EDMO 1, EDM02, EDMO3, EDM(M4,

EDMO35. APOOL. APOO2, APOO3,
APOO4, APOOS. APOO6. APOOT,
APOO8. APOO9, 10, APO11,
APO12, APOI13, DSS01, DSS02,
DSS03, DSS04, DSS05, DSS06

21 DD03, DSS06

2 PO0Y

23 DS11

24 PO3, AI2, AIS

25 [EbMo3, APOO1, APOD4, APOOS

26 DSSO1. DSS02. DSS03. DSSO4,
DSS05, DSS06

27 EDMOS, APOO1, APO12, DSS 04,
MEA03

28 DSSOI, BAIOI, APOO7, DSSO06,
EDMO1, MEAO3, APOO6

29 EDM. APO. BAI DSS, MEA

30 APOOT, APOUS, APOIL1, BAIO3,
BAIOB 5

31 EDMO |, EDMO3, EDMOS. APOOL,
APOO3, APOO4, APOOT, APOOS,
APO(9. APOI0, APOLI, APOI2,
APOI3, APOL4, BAID6, BAIO7,
BAIOS., BAI09, BAIIO, DSSOI,
DSS02, DSS03, DSS04, DSSOS,
DSS06, MEAOL, MEA02, MEAO3,
MEA04

32 APOI3

Journald, and assessing quality has identifiéd journaly
from the selected journals. A total of 32 journals
describes the use of COBIT in government
organizations, especially in the field of e-government.
All selected relevant journals provide information
related to design, analysis, and assessment using the
COBIT framework. The selected journal is a case

The process of searching for jc)urmlljhselcclini




study on government organizations, especially in the
field of e-government.

Referring to the SLR above, Table 3 can answer
RQ 1| which in the table shows that government
organizations  implementing c-g()vmmful need to
carry out evaluations or assessments. In line with the
Presidential Regulation of the Republic of Indonesia
Number 95 of 2018, the regulation states that
evaluation of e-government implementation can be
carried out, one of which is through ICT audit
activities. Th:i selected j()amls present research
related to casé studies in the use of the COBIT
framework in the field of e-government in government
organizations.

Based on Table 3, it is also known that there are
several versions of the COBIT framework. This
framework continues to be developed periodically by
an institution Cilej ITGI (IT Governance Institute).
This institution 18 part of the Information Systems
Audit and Control Association or ISACA. So, when
compared between versions, COBIT 2019 has the
biggest update compared to previous versions. This
can be seen from the addition of design factors to
COBIT 2019 so that it is more adaptable to
organizational conditions. The COBIT 2019 domain is
also more objective and emphasizes the results
achieved. COBIT 2019 has more principles and is
more flexible than COBIT 5 or previous versions so
that it can adapt to developments in information

teuhw:s_y [6].
Based on the results of lheaLR carried out,
several updates were also found in the 2019 ‘gsmn of
the COBIT framework. Several updates to the 2019
version of the COBIT framework compared to the
previous version, namely COBIT 5, can be detailed in
Table 5 below:
Table 5. Comparison of COBIT 2019 and [‘[)JSI'JA
_Ne COBIT 5 COBIT 2014

1 It doesn't have afactor  have a design fag

Have 9 pri
The domair

6 Gove|

Research| reld { -- ation of audits
or assessmerjts upigeld. |)L done through
several steps ] Theldd _.--__,=-< lhc steps in the 2019
version of the:COBITAraiework: (1) The first step
taken is to identify the problem by creating a design
factor); (2) The results of problem identification are
then us@] the stage of determining the 2019 COBIT
domain according to the scope of needs. In the COBIT
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process, this stage is the most important. In
determining the domain there are several processes,
namely identifying stakeholder needs and enterprise
goals, identifying alignment goals, and identifying IT
domains and processes through design factors; (3) The
third step, after the domain is determined, the next step
is to determine the research respondents; (4) The
fourth step determines the target capability level.
Capability level achievement is obtained based on
domain mapping results on COBIT; (5) The fifth tep,
after the achievement level has been determined, data
collection 1s carried out; (6) The last step, based on th
data thag hay been collected, a capability level analysis
can be carrted out.

After knowing the alchicvemea of the capability
level, it can be seen whether the level that has been
ahieve,d at this time has reached the expected level. If
the current capability level achieved is the same as the
expected capability level, then the IT process can be
declared to have been rBning well and in line with
expectations. However, if there is a gap (differenc
between the capability level and the expead level,
efforts are needed to improve the IT process so that the
capability level can reach the expected level.

The SLR results in the table above also show what
domains are used in these journals. Table 4 shows the
various domains used to answer RQ 2. From llﬁi
journaly it can be identified that the domains th
used thk most or are most dominant are the APO
(Align, Plan|, Organize) and DSS (Deliver, Service,
Support) dofnains. In the COBIT 2019 guidance the
APO domain focuses on the organization as a whole,
IT support activities and strategies. APQO domain
consists of 14 processes. Second, the DSS domain
focuses on IT service operations and support,
including security. The DSS domain consists of 6
processes.

In the COBIT framework, apart from 2
domains above, there are other domains, namely EDM
(Evaluate, Direct, M()l]il()lP, BAI (Build, Acquire,
Implement), and MEA (Moditoring, Evaluate, Assess)
which are also used in these journals. The EDM
domain focuses on evaluating strategic choices,
providing direction to senior management regarding
strategic choices and monitoring the] selected strategic
achievements. The EDM domain consists. of 5
processes. The BAT domain discusses how to define,
acquire and implement IT solutions and their
integration with business processes. The BAI domain
consists of 11 processes. The MEA domain monitors
IT performance and compliance through extemal
requirements, control objectives, and internal
performance targets. The MEA domain consists of 4
processes.

4. CONCLUSION




The results of this SLR study obtained as many as
32 journals that had been selected in the process of
searching and selecting literature according to n3
assessment of the quality of the journals and the
established criteria. The results of SLR research,
especially in the main context of this research, namely
government organizations and in these journals use the
COBIT framework with various versions
conducting assessments or evaluations, especially 1
the field of e-government implementation. In using the
COBIT framework, there is a workflow that starts
from identifying problems in the organization to
analyzing or calculating capability levels. In this study,
it is also known that the 2019 COBIT version is more
adaptable to  organizational  conditions and
technological developments because this version has
more domains and has added design factors (answer
RQ1).
E The COBIT framework has 5 domains, namely
the EDM, APO, BAI, DSS, and MEA domains. Of the|
five domains, the most dominant domains used In
assessing e-government implementation in the above
Journals are the APO and DSS domains. The EDM,
BAI, and MEA domains are also used in some of these
journals. The difference in the domain used is due to
differences in the results of problem identification of
each research object. So that the selected domain
varies because it adapts to the conditions of the
research object (Answer to RQ2).
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