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Abstract 

 

Social media applications currently play many roles and are part of various human activities, on the other hand 

social media is also very vulnerable to various crimes. Crimes that can occur on social media can include hate 

speech, defamation, fraud, gambling, pornography, and other harmful actions. This research applies the Digital 

Forensic Research Workshop (DFRWS) method to search for digital evidence on twitter social media application 

services that run on the Android operating system. Using MOBILedit Forensic Express and Belkasoft Evidence 

Center tools to search and analyse digital evidence. Utilising twitter social media application services such as 

sending messages, creating short statuses or tweets and retweeting. Activities performed by users on twitter social 

media application services become digital evidence acquired using MOBILedit Forensic Express and Belkasoft 

Evidence Center tools. Digital evidence retrieval using MOBILedit and Belkasoft tools obtained a comparison that 

MOBILedit Forensic Express found more data on the twitter social media application than the Belkasoft Evidence 

Center tool. The findings of digital evidence make several contributions to social media investigations that run on 

the Android operating system. 
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1. INTRODUCTION 

The rapid growth of smartphone technology has led 

to the development of various supporting applications 

to run on it. The development of mobile applications 

for various services such as applications for work and 

even entertainment is increasingly available in the 

application store of the operating system itself, such as 

social media applications [1]. Social media plays a role 

and becomes part of various human activities such as 

socialising using group chat, commercial activities, 

advertising media, education, and other creative 

content. Social media, on the other hand, is a place that 

is prone to various crimes [2] [3]. Twitter is one of the 

social media in Indonesia with 19.5 million users [4]. 

Twitter social media provides services that allow its 

users to utilise it in their daily activities such as sharing 

whatever is around them quickly and easily [5]. Apart 

from being a place to seek entertainment or obtain 

information, social media also has the potential to 

become a place and even a medium for crime. Crimes 

that can occur on social media through smartphones can 

be in the form of hate speech, spreading false news, 

defamation, fraud, gambling, pornography, or other 

detrimental things [6]. According to the Ministry of 

Communication and Informatics, twitter social media 

was widely reported through the content complaint 

channel in December 2018 [7]. Social media such as 

twitter is a fertile ground for verbal bullying cases to 

grow [8]. Unidentified cases of bullying and 

cyberbullying in Indonesia lead to the emergence of 

various bullying phenomena and end up with cases of 

depression and death of victims [9]. 
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Data from 9 March to 14 April 2019, Indonesian 

internet users reached 171.17 million people or 64.8% 

of the total Indonesian population of 264.16 million 

people in 2018 (BPS projections), the contribution of 

the most users in Java 55.7%, followed by Sumatra 

21.6%, Sulawesi-Maluku-Papua 10.9%, Kalimantan 

6.6%, and Bali-NTT 5.2%. The most internet-

connected devices are smartphones 93.9% per day, 

laptop computers 17.2% with a range of more than 8 

hours. Harassment or bullying also happens a lot on 

social media at 49%, pornographic content 55.9%. The 

main reason for using the internet is for communication 

through messages with a portion of 24.7%, social media 

18.9% and looking for job information 11.5%. Second 

as much as 19.1% to access social media, 16.4% for 

communication via messages and 15.2% to fill spare 

time, entertainment content that is often visited is 

watching films / videos and playing video games, the 

most frequently visited social media is Facebook 

50.7%, Instagram 17.8% YouTube 15.1% Twitter 

occupies the fourth position 1.7% [10]. Security issues 

are a challenge for forensic information technology and 

law enforcement to investigate devices involved in a 

crime case [11]. Crimes will generally leave traces that 

can be used as evidence, which can be in the form of 

electronic or digital evidence [12].  

Examples of digital crimes such as, email header 

manipulation or spoofing emails sent with web hosting 

services [13]. This kind of digital crime case is a 

challenge for law enforcement and digital forensic 

experts to conduct investigations in a crime case, 

because many cases of deletion of digital crime 

evidence to eliminate traces  [14]. Forensic frameworks 

or methods for obtaining digital evidence such as the 

Digital Forensics Research Workshop (DFRWS) 

framework, even building on pre-existing frameworks 

and combining with specialised techniques for specific 

evidence, e.g. audio evidence [15]. Related to digital 

evidence research on social media twitter and facebook 

to find digital evidence related to some text and image 

uploads and compare tools to retrieve digital evidence  

[3]. The operating system that runs on devices other 

than Android is also the Firefox OS operating system 

with the results of evidence stored in volatile memory. 

[16]. Knowing the tools to search for digital evidence 

on the device is important, although most tools give 

reasonable evidence on one tool only, it is also 

necessary to compare with other tools [17]. Forensic 

tools such as Belkasoft Evidence Center for searching 

digital evidence such as locations, photos, messages or 

internet searches [18]. MOBILedit Forensic tool with 

some functions similar to Belkasoft Evidence Center to 

search and retrieve digital evidence such as retrieving 

device information, application extraction, application 

analysis and report data [19]. 

This research implements the Digital Forensics 

Research Workshop (DFRWS) forensic analysis 

method. This method is to explain the stages of research 

carried out so that the steps and flow of research 

become systematic and can be used as guidelines in 

solving digital crime problems. In addition, it aims to 

find all data or evidence in the Twitter social media 

application that runs on the Android operating system 

by applying the DFRWS method, and comparing 

MOBILedit Forensic Express and Belkasoft Evidence 

Center forensic tools. MOBILedit Forensic Express 

and Belkasoft Evidence Center forensic tools to 

retrieve digital evidence or data uploaded to the twitter 

social media application after going through 

experimental scenarios of using services such as 

uploading images, videos, text, sending messages and 

doing some deletion activities. 

2. RESEARCH METHOD 

2.1. Method 

This research uses the Digital Forensics Research 

Workshop (DFRWS) method with six stages starting 

from the identification, preservation, evidence 

collection, examination, analysis and presentation 

stages. The use of the DFRWS method to carry out the 

process of preservation, validation, identification, 

analysis, interpretation, documentation and 

presentation of all digital evidence obtained to deepen 

the reconstruction of an event suspected of being a 

crime, in order to anticipate future crimes [20] [21] 

[22]. 

The stages of the research using the DFRWS method as 

shown in Figure 1. 

 

 
Figure 1. Stages of the DFRWS 

 

The stages of the Digital Forensic Research Workshop 

(DFRWS) are divided into 6, with the following 

explanation: 

1. Identification stage, by determining the needs 

required in the investigation of the case and the 

search for digital evidence. 

2. 2. The evidence maintenance stage, after the 

identification stage is completed with the aim of 

ensuring the authenticity of the evidence that has 

been obtained and can be used to refute if the 

evidence has been sabotaged. 

3. The stage of collecting evidence that has been 

obtained previously and has gone through the 

maintenance stage. At this stage, certain parts of 

digital evidence are identified and data sources are 

identified. 

4. Examination of evidence that has been identified by 

determining data filters on certain parts of digital 

evidence and data sources. This stage is carried out 
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by changing the form of the data without changing 

the data content, with the aim of maintaining the 

authenticity of the data. 

5. Analyse the data by determining how and where it 

was generated, by whom it was generated, and why 

it was generated. 

6. Presentation is the final stage of the DFRWS 

method by presenting all the information that has 

been obtained from the analysis stage. 

 

Digital evidence is important in computer crime 

cases [23]. Digital evidence in this research is not 

obtained in the actual environment or the results of 

actual crimes. The acquisition of digital evidence is 

obtained from scenarios using twitter social media by 

utilising services such as sharing images, text, videos, 

commenting, sending messages, and deleting them. 

The scenario carried out on the twitter social media 

application is as shown in Figure 2. 

 

 
Figure 2. Scenario of using twitter social media services 

 

Preparation of equipment for the forensic process or 

retrieval of evidence from smartphones using software 

and hardware. The hardware in the research is a 

smartphone with an operating system that runs is 

android, and uses a usb cable. The smartphone has a 

twitter social media application installed. The software 

or tool for retrieving digital evidence is MOBILedit 

Forensic Express which makes it possible to get data 

logically, examine the contents of the device, system or 

device information even messages and contacts, create 

images, backups, and clone devices, using several USB 

and wireless connectivity mechanisms [24]. The 

second software is Belkasoft Evidence Center to 

search, analyse and store digital evidence from 

smartphones or computers, retrieve digital evidence, 

such as device information, IMEI, can find more than 

700 artefacts and 100 mobile applications [25] [26] by 

analysing the hard drive, memory dump, and saving in 

a report [27]. 

 

3. RESULT AND DISCUSSION 

3.1. Identification 

The identification stage requires a smartphone 

that has a twitter social media application installed. 

Smartphones that have twitter social media applications 

installed have gone through a series of scenarios to 

share images, text, videos, comment, send messages, 

and delete messages. Twitter social media application 

services that are the source of digital evidence searches. 

1. Smartphone Device 

Smartphones as electronic evidence use an android 

operating system that has a twitter social media 

application installed. Steps that need to be taken to 

avoid deleting or changing data on the device, can be 

cloned or full backup using MobileEdit Forensic, in 

table 1 is the specification of the smartphone. 

 
Table  1. Specifications of smartphone device 

No Manufacture EVERCROSS detail model 

1 Product B75 

2 HW Revision LMY47D 

3 Platform Android 
4 SW Revision 5.1(22) 

5 Serial Number 0123456789ABCDEF 

6 Unlocking Pattern 3452 
7 IMEI 358441061746404 

8 Rooted Yes 

9 SIM Card Yes 
10 Operator 3, MCC:510, MNC:89 

11 IMSI 510897263097260 

12 ICCID 89628990007753870152 

 

2. Twitter app 

Microblogging with 554.7 million active users 

worldwide, 58 million collective "tweet" posts dail 

Microblogging with 554.7 million active users 

worldwide, 58 million collective "tweet" posts daily  

[28]. Twitter as a social media platform is widely 

utilised by the government, civil and private sectors. 

Twitter social media provides benefits as an 

intermediary for disseminating information, news, and 

current situations because it can reach users more 

quickly and effectively [29]. Services on twitter social 

media that users can utilise such as changing profiles, 

exchanging information, sending messages, posting 

images, text, video and sound and can also share 

locations. Another service is the base as a gathering 

place for users with the same hobbies or interests to 

provide information and messages to each other [30]. 

3. Forensic tools 

The successful retrieval of evidence in the 

investigation process is also supported by the use of 

forensic tools [31]. The use of forensic tools or tools to 

retrieve digital evidence in the investigation process 

from smartphone devices as in Table 2. 

 
Ttable  2. Forensic tools 

No Tools Version 

1 MOBILedit Forensic 
Express 

5.1.1 

2 Belkasoft Evidence enter Belkasoft Evidence 

Center 9.6 Build 3981 
x64 
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3.1 Mintenance 

The maintenance stage aims to maintain digital 

evidence or all data on smartphone devices. The 

maintenance stage is carried out by isolating or keeping 

the device from communication from outside to inside 

or vice versa, avoiding the installation of applications, 

uninstalling applications, adding or deleting data by 

parties who are not responsible or do not have 

authority. One way to isolate communication is by 

activating airplane mode on the device. 

3.2 Collecting 

The digital evidence collection stage of the device 

by cloning the device, physical image, or full backup of 

the device to maintain authenticity. Digital evidence 

collection uses MOBILedit Forensic Express and 

Belkasoft Evidence Center forensic tools. At the digital 

evidence collection stage, all communication from 

outside or inside the device is turned off to avoid 

hacking or deleting evidence. 

3.4 Examination 

The examination stage was carried out after the 

digital evidence collection stage was completed using 

MOBILedit Forensic Express and Belkasoft Evidence 

Center tools. The results of the examination obtained 

data from smartphone devices based on service features 

in the twitter social media application as in Table 3. 

 
Table  3. Examination results 

No The results obtained 

Tools 

MOBILedit 

Forensic 

Express 

Belkasoft 

Evidence 

Center 

1.  Application info     

2.  Account info     

3.  Twitter ID     

4.  Friends     

5.  User/ 

Follower/Following 
    

6.  Conversation/Direst 
Messages 

    

7.  Cached Search     

8.  Audio     

9.  Video     

10.  Text     

11.  Picture     

12.  Deleted 

Messages/Tweets 
    

13.  IP Adress     

14.  url     

15.  Email/Phone Number     

16.  Location     

 

3.5 Analyse 

An analysis was carried out from the results of the 

examination stages, the digital evidence obtained using 

MOBILedit Forensic Express and Belkasoft Evidence 

Center was very limited. Not all data on the device or 

twitter application was successfully found and provided 

clear information, even some data could not be read. 

1. MOBILedit Forensic Express 

Analysis using MOBILedit Forensic Express tools 

obtained twitter social media application information 

including the installed application version, application 

type, application size, data size, cache size, the first date 

the twitter application was installed on a smartphone 

device, twitter application updates and the last twitter 

application operated, as in Figure 3. 

 

 
Figure 3. Application information 

 

Figure 4 shows the registered twitter account 

owner's information, such as twitter account name, ID, 

account description, number of followers, number of 

follows, number of messages, date the account was 

created and updated and the image or profile url. 

 

 
Figure 4. Account information 

 

Other information obtained using MOBILedit 

Forensic Express is the friendship network information 

as shown in Figure 5. The account name, twitter ID, 

map address, url, description, number of followers, 

number of follows, number of messages, last update 

and profile picture were obtained. 
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Figure 5. Friendship networking information 

Figure 6 shows information on conversations with 

other users, the time of the conversation, as well as the 

contents of messages that are not read and there is a 

message deletion mark.. 

 

 
Figure 6. Conversation information 

 

Another information obtained from the twitter 

application is the cache of tweets or timeline which 

contains some information including the user's name, 

tweets or status uploaded, the date of uploading the 

tweet status, hastags, language, the number of retweets 

or how much is re-uploaded by other users, links 

leading to user tweets, also found tweets deleted by the 

account owner as shown in Figure 7. 

 

 
Figure 7. Other evidence obtained in the form of tweet caches 

 

2. Belkasoft Evidence Center 

Analysis using Belkasoft Evidence Center obtained 

less information than evidence retrieval using the 

MOBILedit Forensic Express tool. Information 

obtained using Belkasoft Evidence Center is in the form 

of account ID information that shows the account name, 

as well as the number of accounts found as shown in 

Figure 8.  
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Gambar 8. Account Information 

The results of further analysis obtained the form of 

user conversation activity. Messages sent by the 

account owner, the date of the conversation, the 

direction of outgoing and incoming conversations can 

be read clearly as in Figure 9 and Figure 10. 

 

 
 

Figure 9. Conversation information 

 
Figure 10. Conversation Information 

Analysis using Belkasoft Evidence Center 

obtained emails from several connected accounts. 

Evidence other than email obtained some data such as 

links, telephone numbers the number of followers of an 

account, the number of follows and the number of 

messages as in Figure 11.  
 

 
Figure 11. Account email information 

 

User activity is captured in a report generated 

automatically by the Belkasoft Evidence Center tool 

that shows the direction of user activity, account ID and 
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text of tweets shared with other users that appear on the 

timeline as shown in Figure 12. 

 

 
Figure 12. Account activity links from report file on Belkasoft 

 

3.6 Presentation 

The final stage of DFRWS is the presentation of 

the process that has been carried out from the previous 

stage. User activity on twitter social media is used as 

digital evidence. The results of obtaining evidence 

using MOBILedit Forensic Express and Belkasoft 

Evidence Center have advantages and disadvantages. 

Examples of the results of obtaining digital evidence or 

information from MOBILedit Forensic Express and 

Belkasoft Evidence Center tools are presented in a table 

for easier observation. 

1. MOBILedit Forensic Express 

The results of evidence retrieval using the 

MOBILedit Forensic Express tool are in the form of 

account info details, account names, friendships, other 

users who enter the timeline, conversations, private 

messages and telephone numbers, as in Table 4.. 

 
Table  4. Data Retrieval Results from MOBILedit Forensic Express 

Evidence

s 

MOBILedit 

Forensic 
Express 

Result 

Detail 

Account 

info 

Account 
1 

 
User Account Paranormal 

Friends 6 

Users 587 

Conversation 
4 conversation, 23 messages, 1 

deleted 

Cached 
Tweets 

852, 13 deleted 

Messages 23, 1 deleted 

 

Cached 
Searches 

2 

List of 

Analyzed 
files 

8 files 

Account 

Name (1) 

Nickname Wicasono8 

Twitter ID 1151071365593628678 

Description 

J␃j!Karna Soto Ayam Tak Pernah 

BohongI␈␁XIM␑XI␑X�*�*�
*XX 

Follower 4 

Following 5 

Favorite 12 

Number of 

Messages 
46 

Created Date 2019-07-16 17:09:34 (UTC+7) 

Modified 

Date 
2019-09-25 10:40:25 (UTC+7) 

Picture ID 

https://pbs.twimg.com/profile_im

ages/1176690821690576900/hFb

rBj3H_normal.jpg 

Friends 

(6) 

Nickname fauzangustafi 

Twitter ID 2455017384 

Adress(googl
e maps) 

Boyolali 

Description 

J␃j␒Bio : I'm 

Awesome!I␈␁XIM␑XI␑X�␛�

␛�␛XX 

Number of 

Followers 
26 

Following 36 

Number of 

Messages 
174 

Modified 2019-09-25 09:48:43 (UTC+7) 

Following 

User 
Ok 

Followed by 

User 
Ok 

Picture URL 
https://pbs.twimg.com/profile_im
ages/653594881508577281/qEdY

mv0d_normal.jpg 

Number of 
Messages 

20 

User 

(587) 

Nickname PartaiSocmed 

Twitter ID 869327120 

Adress(googl

e maps) 
Indonesia 

Url https://t.co/aDu3oGTVHr 

Description 

J␃j�Social Media Party | 

Objectivity, Fairness and Justice 

for All | Non-Populist Party | 
Common Sense Party | 

Empowering People | No = 

99I␈␁XIM␑XI␑X������
XX 

Number of 

Followers 
173470 

Following 3007 

Number of 

Messages 
352939 

 

Modified 2019-09-24 14:02:56 (UTC+7) 

Picture URL 

https://pbs.twimg.com/profile_im

ages/1137182440907108352/iFH
hYIh-_normal.jpg 

Conversa
tion (4 

convers, 

23 
messages

, 1 delete) 

Sent Message N/A 

Received 
Message 

N/A 

Draft N/A 

Failed 
Message 

N/A 

Unknown 

Message 
N/A 

Deleted 

Message 
OK 

Conversation 

ID 

2455017384-

1151071365593628678 

Date/ Time 2019-9-24 14:36:04 (UTC+7) 
Participants Paranormal, Fauzan 

Cached 

tweets 

(852, 13 
deleted) 

Status/ 

timeline 
OK 

Nama Akun Rudiantara (Rudiantara) 

Tanggal 

Update 
2019-05-25 20:15:31 (UTC+7) 

Words Status 
J␃k␁␘Teman2, situasi sdh 

kondusif shg pembatasan akses 

fitur video & gambar pd medsos 
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& instant messaging difungsikan 

kembali. 

Mari senantiasa jaga dunia maya 
digunakan unt hal2 yg positif. 

Mari perangi hoaks, fitnah, info2 

yg memprovokasi spt 
 yg banyak beredar saat 

kerusuhan 

kemarin.I␈␁XII␑XI␑XI␑XI␑XI␑

XXX 

Hastag NOK 

Language In 

Url 
https://twitter.com/Rudiantara/stat

us/1132273995712090113 

Favorites 4078 
Retweet 

Count 
1299 

Deleted/ 
Received 

Received 

Messages

(23, 1 
deleted) 

Chat/ Sent- 

Received 

Convesation ID Conversation: 

2455017384-
1151071365593628678 

Content 

j6https://twitter.com/messages/me

dia/1176399887899848710j␚pic.t

witter.com/G1SSNctA22␝␐Si^ 

Cached 

Searches 

Hastag  

Account OK 

Applicati
on info 

Label Twitter 

Package Com.twitter.android 

Version 8.13.0-release.00 

 

Application 

Type 
User Application 

Application 

Size 
50.1 MB 

Data Size 8.1 MB 

Cache Size 88.6 MB 
First Installed 2019-07-16 16:32:30 (UTC+7) 

Last Updated 2019-09-20 18:25:28 (UTC+7) 

Last Active 2019-09-25 11:26:00 (UTC+7) 
Video  ok 

Gambar  Ditemukan 

Suara  Nok 
Email  andihiyat@gmail.com 

Url  
https://twitter.com/Rudiantara/stat

us/1132273995712090113 
IP Adress  - 

Kontak 

Telepon 
 0812 8899 3248 

2. Belkasoft Evidence Center 

Using Belkasoft Evidence Centre, digital evidence 

is obtained as shown in Table 5. The digital evidence 

obtained is the account name, account id, user activity, 

direction on private messages, status changes, emails, 

links and timelines. The amount of digital evidence 

obtained using Belkasoft Evidence Center is limited 

from the acquisition of evidence using MOBILedit 

Forensic Express. Searching for more specific 

information on Belkasoft requires a lot of time in 

analysing, especially if the user has done a lot of 

activities on his twitter social media account.  

Table  5. Data collection results from Belkasoft Evidence Center 

 

4. CONCLUSION 

Based on the research conducted, information and 

digital evidence have been obtained on the twitter 

social media application using MOBILedit Forensic 

Express and Belkasoft Evidence Centre forensic tools 

by applying the Digital Forensic Research Workshop 

(DFRWS) method. The acquisition of information can 

be used as digital evidence. The results of experiments 

that have been carried out using services on twitter 

social media applications such as uploading status or 

tweets, having conversations, adding friends, 

retweeting user-generated status, show that with the 

MOBILedit Forensic Express tool more evidence or 

information is found. Evidence obtained such as 

detailed application information, account information 

with account ID, list of friends or followers, 

conversations, timeline cache that has been seen by the 

account owner, status text, messages that have been 

deleted even though they are not readable, email, 

location and telephone number. In the Belkasoft 

Evidence Centre tool, some digital evidence cannot be 

obtained such as application info, friendships, account 

details, recent searches, video, audio and location, but 

conversations in private messages that cannot be read 

in the MOBILedit Forensic Express tool are obtained. 

The findings of the MOBILedit Forensic Express and 

Evidences 

Belkasoft 

Evidence 
Center 

Result 

Nama 

Akun 
Found 

Paranormal 

ID Akun found 1151071365593628678 

User 

Activity 

Status 

changed 

Message; Jj 

Besok 
gowesIXIIXIXIXIXIXXX 

Incoming 

Messages 
Found 

gaasik 

Outgoing 

Messages 
Found 

Baku hantam, minat? 

Status 
change/ 

tweets 

Found 

Jj4Maunya apa 
?@rudiantara_id 

#saveri 

#freedominternetIMJ��
Uij 
rudiantara_idj 

RudiantaraXXIXMJ#jsave

riXXI#XMJ$$4jfreedomin

ternetXXI$4XXIIXIXI�
@XI�s��XIXXX; 

Email Found korbanaksi@gmail.com 
Detail 

account 
Found 

Follower 46742; messages 

5523 modified 2019-09-28 

Url Found 

https://pbs.twimg.com/prof
ile_images/852355177260

621824/usivwpwx_normal.

jpg 

Timeline Found 

JjTKampus A "Initiate 

Retreat!" 
Kampus B "Request Back 

Up!" 

anak STM "LAUNCH 
ATTACK!!!"IMJ

 �d�jmeisyacv

jmeisya and 666 

othersXXIXXIIXIXI�[XI

XIXX 

mailto:korbanaksi@gmail.com
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Belkasoft Evidence Center tools make some 

contribution to the investigation of mobile devices and 

twitter social media applications running on the 

Android operating system and are still very standard. 

Further research is recommended to use more extensive 

tools on different operating systems. 
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