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Abstract

Data security is essential. Educational question banks at vocational high schools (SMK) contain confidential
information that could be misused if not properly secured. This research aims to ensure students question bank
data and develop a responsive web platform for Pusdikhubad Cimahi Vocational School by implementing the
integration of the Advanced Encryption Standard (AES) and Rivest Shamir Adleman (RSA) cryptographic
algorithms through the encryption and decryption process. AES is a symmetric key cryptography algorithm, while
RSA is an encryption algorithm based on using public keys to encrypt the keys required by AES-256. The
integration of these two algorithms aims to ensure data confidentiality, prevent manipulation, and facilitate access
to exam materials by authorized parties. This research shows that the process of encrypting and decrypting question
data using a combination of RSA and AES was successfully carried out on the question bank system. Avalanche
Effect testing shows that the RSA and AES 256-bit encryption has an Avalanche Effect level of 49.99%. Apart
from that, the system feasibility test using black box testing results shows that the SIFILE system has a percentage
level of 100%. It is hoped that the results of this research can serve as a data security system at Pusdikhubad
Cimahi Vocational School and other educational institutions to secure the question bank from unauthorized access.
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Kota Cimabhi. It was first inaugurated in 1974. Initially
1. INTRODUCTION known as STM Elektronika, SMK Pusdikhubad was

In today's digital era, various organizations, established by the Pusat Pendidikan Perhubungan
including educational institutions, face increasingly (PUSDIKHUB TNI-AD) [4]. Currently, SMK
complex and diverse security challenges. Cyber Pusdikhubad Cimahi still uses manual methods, such

threats, the risk of data leakage, and potential as physical hardcopy formats, to manage its question
information compromise are major concerns like never banks. This method presents several problems,
before. The rapid development of information and including the vulnerability of hardcopy questions to
communication technology, as well as widespread leakage, whether through internal or external misuse.

globalization, have created a security landscape that is Exam questions are one type of data that must be kept
dynamic and full of challenges. However, on the other strictly confidential, especially before the exam time
hand, technological advances also open up new arrives. This situation creates a serious risk to the

opportunities to develop more sophisticated and integrity of the educational evaluation process. To
effective security solutions [1]. Often, this sensitive secure important data such as question banks, an
data is kept without adequate security measures, effective data security technique is needed. One

making it vulnerable to various threats. Therefore, it is approach that can be implemented is the use of
essential to develop and implement a robust security cryptographic techniques, which offer sophisticated
system to protect the integrity and confidentiality of solutions to protect the confidentiality and integrity of

such information [2],[3]. sensitive information [2].

Sekolah Menengah Kejuruan (SMK) To address these security issues, effective
Pusdikhubad Cimahi is a private vocational high methods are needed to protect information. One such
school located at JI. Kalidam No. 1, Cimahi Tengah, method is the use of cryptography. This science studies
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how to how to keep messages or documents secure and
authentic, ensuring they cannot be accessed or read by
unauthorized parties [5]. The Advanced Encryption
Standard (AES) is a highly secure cryptographic
algorithm used as an encryption standard for sensitive
information and is widely adopted. AES generates
symmetrically encrypted data, while the Rivest Shamir
Adleman (RSA) algorithm encrypts data using a public
key and decrypts it with a private key. RSA is a type
of public-key cryptography, also known as
asymmetric cryptography, where each user has a pair
of cryptographic keys: a public key and a private key
[6]. RSA is an encryption algorithm based on the use
of a public key, which plays a crucial role in the
encryption process and digital signature creation. RSA
has become a common standard in electronic
commerce protocols and is trusted as a secure method
for safeguarding data using adequately large key
lengths [7]. On the other hand, AES is an encryption
block cipher introduced by the National Institute of
Standards and Technology (NIST) in 2000. Both RSA
and AES are key to data security in various sectors,
including finance, where RSA provides secure key
exchange, and AES offers efficient data encryption
[8].

Several studies have examined data security using
RSA and AES algorithms. One such study, conducted
by Hajra et al. used the RSA-AES algorithm in the E-
Supervision system to improve system security. The
test results were obtained using black box testing and
usability testing methods. Black box testing was used
to test the functionality of the system, while usability
testing measured the efficiency of encryption and
decryption based on file size. The tests showed that the
time required to encrypt a file of 1MB-50MB ranged
from 0.182 to 0.393 seconds. The decryption test on a
file of 1IMB-50MB showed a time range of 0.050 to
0.148 seconds. This study concludes that RSA-AES
can be effectively used together to secure data [9].
Research by Ankita et al, discusses the importance of
communication and data security in today's digital era,
where cryptography plays an important role in
protecting data from third parties. This study uses one
key for encryption and decryption, with different key
sizes that provide different levels of security (128-bit,
192-bit, and 256-bit). This study shows that RSA is
more secure than AES because it uses two keys, so it
is more resistant to attacks. The conclusion of this
study is that RSA is considered more secure than AES
because it uses a dual-key system, although AES is
also a strong algorithm and is widely used in various
applications [10]. The research by Veronica, that
integrates the Rivest-Shamir-Adleman (RSA) and
Advanced Encryption Standard (AES) algorithms to
ensure the security of payment gateway systems. The
system development methodology used is the Agile
methodology. This research includes measurements of
user acceptance and system performance. The results
show that the system is well received by users, meets
user needs, functions well, and is able to handle
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transactions simultaneously ~ with adequate
performance. The findings from this research can
provide valuable input for companies in building their
own systems, as well as insight into algorithm
implementation techniques and system workflows
[11].

Based on previous research, there have been many
studies examining data security using the RSA and
AES algorithms. However, there is still a lack of
research that specifically focuses on question bank
security. Therefore, the gap in this research is to apply
RSA and AES algorithms on a responsive website
platform. The results of this study are expected to
improve the security of exam documents in the context
of website-based services in educational institutions.

2. RESEARCH METHOD

This research method describes the design of the
question bank file storage system for teachers and
software design, and the user interface of the software
developed.

2.1 Research Stages

This research method involves several important
stages, as shown in the figure. The first stage is the
generation of the private key and public key through
the RSA key generation process. The generated public
key is used to encrypt the secret key using the RSA
Encryption algorithm. The encrypted secret key is then
used to encrypt the plaintext into ciphertext using the
AES Encryption algorithm.

After the encryption process is complete, the
ciphertext and the encrypted secret key payload are
sent to the recipient. The receiver then decrypts the
encrypted secret key using the private key through the
RSA decryption process to get the original secret key.
This secret key is then used to decrypt the ciphertext
using the AES decryption algorithm, resulting in the
original plaintext.

This process ensures secure data exchange
between the sender and receiver through layered
encryption, with a combination of RSA and AES
methods, as shown in the study methods in Figure 1.

Receiver
RSA KEY M oo - RSA .
1

v
SECRETKEY
DECRYPTED
PAYLOAD

v
RSA
DECRYPT

Sender

Figure 1. Methodology



2.2 Software Design

This process ensures that all aspects of the
software meet the specifications and user needs,
thereby reducing errors and increasing development
efficiency. The first step is to classify software
requirements into two main categories, namely Non-
Functional and Functional requirements. Next, a use
case diagram which provides an overview of the
system's behavior when responding to user requests
which is further detailed in a use case scenario
explaining the system's response. Then, an activity
diagram is used by user actors to describe the
classification of data managed by the system.
Following this, a sequence diagram shows the
interactions within the system and between objects,
producing specific outputs. After that, a class diagram
provides an overview of the system's structure based
on the definition of the desired classes created for the
system. The final step is to design an interface
framework that aims to create an interface aligned with
user needs.

2.3 CRYPTOGRAPHY

Cryptography is like the art of hiding messages,
where the original text (plaintext) is converted into a
seemingly random code (ciphertext) using special keys
and algorithms. Without the correct key, ciphertext is
like a sea of unreadable words

Rivest Shamir Adleman (RSA)

The Rivest-Shamir-Adleman (RSA) cryptographic
algorithm was first introduced in 1977 by Ron Rivest,
Adi  Shamir, and Len Adleman. RSA is a
cryptographic algorithm that utilizes asymmetric keys,
often referred to as a public key cryptography system.
In this algorithm, two keys are used: a public key and
a private key. The encryption and decryption processes
in RSA are based on the concepts of prime numbers
and modular arithmetic. The public key, which is a
positive integer, is openly available to the public,
while the private key remains confidential and is
known only to its owner [12]. In the RSA algorithm
involves three main stages or processesor processes
that are usually carried out, namely key generation,
encryption and decryption. The steps for key
generation are [6]:

1. Choose two sufficiently large prime numbers,
denoted as p and q. The values of p and g must be
kept secret.

2. Calculate the modulus (n) as the product of p and
q using Formula 1.

n=pxgq 1)

3. Calculate the Euler Totien function ¢@(n)as the
product of (p — 1) and (g — 1) using Formula 2.

pm)=@-1) x (@-1) @

4. Choose an integer e (usually a prime number that
is relatively prime to ¢ (n) and less than ¢ (n)) as
the public key, using Formula 3.

e = 1+q2(n) (3)
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i is index, d is a prime number less
than ¢ (n), and e is public key.

5. Calculate the integer d for the private key using
Formula 4.
(dxe)mod p(n) =1 4)

d is private key.

Encryption Process

In the encryption process, the plaintext (P) is
converted into an integer representation of the message
using a mapping scheme, and usually using an ASCI|I
or Unicode table. The encryption process into
ciphertext (C) is carried out using Formula 5.

C = (P¢) modn (5)

Decryption Process

The decryption process to return the ciphertext to
plaintext is carried out again using Formula 6.
P=(CHmodn (6)

P is plaintext, C is ciphertext, d is private key,
and n is the result of multiplying prime numbers.

Advanced Standard Encryption (AES)

The Advanced Encryption Standard (AES) is a
type of block encryption algorithm created and
published by the National Institute of Standards and
Technology (NIST) in 2000. This algorithm works by
encrypting data into small secure blocks [13]. AES
with a 128-bit key functions as a symmetric key,
meaning it uses the same key for both encryption and
decryption. Compared to longer AES keys, AES 128
bit works faster and more compact, using fewer rounds
to secure data [14].

The AES algorithm uses round cycles in its
encryption process. Each round is affected by the key
length which is divided into 10, 12, or 14 rounds
depending on the key length used. The AES encryption
process includes SubBytes, ShiftRows, MixColumns,
and AddRoundKey. The AddRoundKey process is
first applied, followed by SubBytes, ShiftRows,
MixColumns, nd then AddRoundKey again. This
sequence is repeated for the specified number of
rounds. AES is shown in Table 1.

Table 1. AES
Algorithm Key length | Block  size | No of
(bits) (bits) round
AES-128 129 128 10
AES-192 192 128 12
AES-256 256 128 14

Authentication

Authentication is the process of validating a user’s
identity when accessing a system. Its goal is to ensure
that the user’s identity is legitimate [15].



Encryption Process

The encryption process involves four types of
byte transformations in the AES algorithm. First,
AddRoundKey applies an XOR operation between
plaintext and cipher key. Then, SubBytes replaces the
bytes in the state with values from the substitution
table (S-Box). ShiftRows shifts the bytes in each row
of the state array, while the MixColumns involves
shuffling the data in each column of the state array
[16]. In the initial stage of encryption, the state is
changed using AddRoundKey. Then, the state
undergoes the transformation of SubBytes, ShiftRows,
and MixColumns repeatedly for a certain number of
rounds (Nr), which is called the Round Function. In
the last round, the state does not undergo the
MixColumns transformation.

3. RESULT AND DISCUSSION

The results of software quality and testing include
the assessment of the accuracy of the developed
machine learning model [17].

3.1 Implementation System

At this stage the focus is on implementing the
software according to the design. The implementation
is carried out locally using a personal computer to
facilitate testing. The software developed is web
based, utilizing Hypertext Preprocessor (PH) as the
main programming language, Visual Studio Code as
the development environment, Google Chrome as the
web browser, MySQL as the database, and Apache
from XAMPP as the web server.

3.2 Interface Implementation

The implemented system interface is a website
that displays the application's home page and
encryption page, along with an explanation of the
document showing the results of the avalanche effect
test, including the file sizes (in bytes) before and after
encryption, which were previously uploaded to the
website. These elements are shown successively
Figure 2,3,4,5,6.

SAFILE @ Cund Q.

Dekripsi Dokument  Oekiesi Doiument » Index
Data Terenkripsi

ENTENCRYPT SECRET KEY ACTION

. Figure 2. Encryption page
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ChooseFile  Nofile chosen

Secret Key

Earidnn | tenia

Figure 3. Add question document page
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SEcRETAEY
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Figure 5. Secret key description form page

Figure 6. Avalanche effect testing form page

3.3 Testing Software

The results of black box testing on the design of
the ‘SIFILE Application’, indicate that all features
function according to the design specifications. All test
cases in the system can run as expected. The



percentage of conformity is calculated based on the
test results as follows:

1. Number of test codes (NT): 4 test codes

2. Corresponding result test code (CR): 4 test codes
3. Unsuitable result test code (UR): 0 test code
Based on the test results conducted on the decision
support system can be seen in the calculation of the
percentage of the system against the calculation data
with the following Formula 7.

Result = "% % 100% 0

“4-9
== X 100% = 100%

The results of the system suitability evaluation
show that software testing using the blackbox testing
method has met all the specifications set with 100%
accuracy.

3.4 System Testing

Testing is an activity to evaluate a system that has
been developed to ensure compliance with the design
that has been determined. This research uses Black
Box Testing to test software functionality, focusing on

this aspect.
Table 2. Blackbox testing

No | Test code Expected Result
response
1 (KU-001) The system | In
Perorm the | can display | accordan
process of | documents. ce
adding
question
documents
2 (KU-002) The system | In
Encrypt the | can encrypt | accordan

question the question | ce
documents documents

and secret | and input

key secret key.

3 (KU-003) The system In
Decrypt the | can encrypt accordan
secret key the secret key | ce
and and input
question question
document document.

4 (KU-004) The system In
Conduct can calculate accordan
avalanche and display ce
effect avalanche
testing effect test

results from
question
documents

3.5 Avalanche Effect Test Result

Avalanche Effect (AE) testing is conducted by
analyzing changes in bit values from the encryption
results in the system. The following is an example of
the experiment carried out which is are illustrated in
Figures 7, 8, and 9.
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1. Experiment 1 (Change the first 1 character)

a. Plainteks

Plainteks :  smk pusdik hubad
Key : SMEKHUBADCimahiSMEKHUBAD
Eriptografi : RSA AFES 236-bit

b. Chiper Text
Before  BwCTzSAPpLY6I0vixKvkgAGHKVAVyihBLalPaCqWPc—

After SONguymxUnzHmrqujhsqB61eO VWK 4rN3 13dd TheHO Y=

c. Conversion in Bit :
Before 01111101 11111011 11000010 11101111 00110100
10000000 00111110 10010010 11011000 11101000
10001111 01110010 10001011 00010101 11101111
10010010 10100000 00000110 01011101 01110101
01000000 01010111 00101000 10100001 00000100
10110110 10001001 00111101 10100000 10101010
01011000 11110111
After 11100100 11100011 01100000 10111011 00101001
10110001 01010011 00011100 11000111 11000111
00011010 10101111 10001110 00011011 00101010
00000111 10101001 01011110 00111001 01010101
10010111 11100010 10111111 11001101 11011111
01011101 11011101 01110101 00111000 01011110
00011111 01000110
d. Calculation Avalanche Effect
123

Avalanche Effect = z22 x 100% = 48,04%

Figure 7. Example 1 avalanche effect testing

2. Experiment 2 (Change 1 middle character)

Before smk pusdik hubad
After smk ausdik hubad

a  Chiper Text

Before FFCTz8 APPL Y619y ixKvkgAGICVAVYihBL aJPaCqWPe=
After TWahY6x/+pSel ObgBWEmgD 1 FgNytwSeszdd2X1fcaMo=

b. Conversion ini Bit :
Before 01111101 11111011 11000010 11101111 00110100

10000000 00111110 10010010 11011000 11101000
10001111 01110010 10001011 00010101 11101111

10010010 10100000 00000110 01011101 01110101
01000000 01010111 00101000 10100001 0O000100
10110110 10001001 00111101 10100000 10101010
01011000 11110111

After 01001101 01101001 11100001 01100011 10101100
01111111 11111010 10010100 10011110 00101100
11100110 11101010 00000101 01100001 00100110
10101000 00111101 01000101 10101000 11011100
10100101 11000001 00100111 10111010 11001101
11010111 01110110 01011110 01010111 11011100
11100000 11001010

c. Calculation Avalanche Effect

131
Avalanche Effect = =— x 100% = 51,17%

Figure 8. Example 2 avalanche effect testing

s

. Experiment-3 {Change the last 1 character)

Before smk pusdik hubad
After smk pusdik hubaa
Chiper Text

n

Before fwCTzSAPpL Y6ISvix XvkqAGIIVAVyihBLalPaCqWPe=
After TuFgKIsvWinfRyP THORK Zhils THY yBlkbXghMiATU3 78=

[

Conversion in Bit -

Before 01111101 11111011 11000010 11101111 00110100
10000000 00111110 10010010 11011000 11101000
10001111 01110010 10001011 00010101 11101111
10010010 10100000 00000110 01011101 01110101

01000000 01010111 00101000 10100001 000G0100
10110110 10001001 00111101 10100000 10101010

01011000 11110111

After 10111110 11100001 01101010 00101011 10011011
00101111 01011010 01100111 11010001 11001000

11111110 11000111 00111001 11111011 10001010
01100110 00011000 11110100 10110011 10110001

11011000 11001000 00011001 01100100 01101101
01111010 10001100 10001000 00000101 00010100

11011111 10111111

e. Calculation Avalanche Effect

130
Avalanche Effect = 358 » 100% = 30,78%

Figure 9. Example 3 avalanche effect testing




Table 3. Avalanche effect result

N Secret key Document Bit Value
o} encrypted differenc  avalan
e che

1 Taris19 707582 1744126 30.8%
2 TarisMonical9 464882 1140035 30.7%
3 Encrypted2024 123316 293044 29.7%
4 Enkripsi$123 707582 1744126 30.8%
5 UTS@P12 271010 659135 30.4%

Average 30.48%

Based on the three experiments conducted, the
Avalanche Effect (AE) values obtained were 48.04%
in the first experiment, 51.17%, in the second
experiment, and 50.78% in the third experiment. The
calculated average value is 49.99%. This average
value indicates that the AE test is adequate, as it falls
within the acceptable range of 45% to 60%. Based on
the avalanche effect test results, the average value
obtained for the question document was 30.48%. This
result indicates that the AES cryptographic algorithm
demonstrates a good avalanche effect, as significant
changes in plaintext lead to noticeable changes in
ciphertext, affecting multiple bits. However, the test
results show that using a more complex secret key
(including spaces, numbers, and characters) does not
significantly impact the encryption results of the
question document, as reflected by the avalanche
effect value.

4. CONCLUSION

The test results show that the combination of RSA
and AES algorithms provides a good security layer.
Avalanche effect testing shows that RSA and AES
256-hit encryption have an Avalanche effect rate of
30.48%. In addition, the results of the system
feasibility test using Blackbox show that the SIFILE
system has a percentage level of 100% and is feasible
to use.
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