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Abstract

Data security is important. Educational question banks at Vocational High Schools (SMK) contain confidential
information that could potentially be misused if not properly secured. This research aims to secure student
question bafrﬁm:a and develop a responsive web platform at Pusdikhubad Cimahi Vocational School by
implementing the integration of the Advanced Encryption Standard (AES) and Rivest Shamir Adleman (RSA)
cryptographic algorithms through the encryption and decryption process. AES is a symmetric key cryptography
algorithm and RSA is an encryption algorithm based on the use of public keys to encrypt the keys required by AES-
256. The integration of these two algorithms aims to ensure data confidentiality, prevent manipulation, and
Jacilitate access to exam materials by authorized parties. The results of this research show that the process of
encrypting and decrypting question data using a combination of RSA and AES was successfully carried out on the
question bank system. Avalanche Effect testing shows that RSA and AES 256 bit encryption have an Avalanche
Effect level of 49,99% 9. Apart from that, the results of the system feasibility test using a black box show that the
SIFILE system has a percentage level of 100%. It is hoped that the results of this research can become a data
security system at Pusdikhubad Cimahi Vocational School and other educational institutions in securing the
question bank from unauthorized access.
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e Cimahi, was first inaugurated in 1974. Initially known

The rapid advancement of technology,
particularly in information exchange, enables swift
access and exchange of data. However, this progress
also amplifies the risk of cybercrimes, such as hacking
activities conducted by individuals or groups who
illegally — acquire  sensitive  information. The
development of technology has also influenced the
educational environment by enhancing quality, speed,
practicality, and convenience. In educational settings,
question banks stored in databases are crucial assets
that need to be protected [1]. To prevent unauthorized
access by hackers or other unauthorized parties, data
security becomes a critical aspect [2]. Protecting exam
data on computers that lack special security measures
requires effective methods to ensure confidentiality
and prevent misuse [3].

Sekolah Menengah Kejuruan (SMK)
Pusdikhubad Cimahi, a private vocational high school

as STM Elektronika, SMK Pusdikhubad was
established by the Pusat Pendidikan Perhubungan
(PUSDIKHUB TNI-AD). All teaching and learning
activities are centered at PUSDIKHUB TNI-AD. In
1994, the school was renamed SMK Pusdikhubad and
began implementing the Electronic Communication
Engineering Expertise Program using the 1994
curriculum. Pudikhubad Cimahi faces challenges in
protecting its question banks from increasing security
risks, including potential data leaks and illegal access,
which could threaten academic integrity and
educational fairness [4].

Currently, SMK Pusdikhubad Cimahi still uses
manual methods, such as physical (hardcopy) formats,
to manage its question banks. This method presents
several problems, including the wulnerability of
hardcopy stored questions to leakage, whether through
internal or external misuse. To address these issues, a




concept of data access was developed by securing
document files. In this concept, when a question bank
is uploaded, the data will be encrypted first. To encrypt
the document, the user must also enter a secret key
provided by the system, allowing the data to be
automatically encrypted. To maintain data security,
prevent hijacking, and avoid misuse of information,
this system ensures the confidentiality of the question
bank. An effective method is required to safeguard
data privacy, keep itsecure, and protect it from misuse
[51.

One of the ways to ensure the security and
confidentiality of data within a system is by using
cryptographic algorithms. These algorithms use
mathematical concepts such as algorithms, encryption
keys, ill](.ailsh functions to protect data from threats
[6]. The Advanced Encryption Standard (AES) is a
highly secure cryptographic algorithm used as an
encryption standard for sensitive information and is
widely adopted worldwide. AES  generates
symmetrically encrypted data, while the Rivesﬂ]zlrim
Adleman (RSA) algorithm encrypts data using a public
key ea] decrypts it with a private key. RSA is a type
of public-key cryptography, also known as
asymmetric cryptography, where each user has a pair
of cryptographic keys: a public key and a private key
[71.

RSA is an encryption algorithm based on the use
l public key, a key aspect of cryptography, which
plays a role in the encryption process and digital
signature creation. RSA has become a common
standard in Electronic Commerce protocols and is
trusted as a secure method for safeguarding data using
sufficiently large key leahs [8]. On the other hand,
AES is an encryption block cipher issued by the
National Institute of Standards and Technology
(NIST) in 2000. RSA and AES are key to data security
in various sectors, including finance, where RSA
provides secure key exchange, and AES offers
efficient data encryption [9]. These two algorithms are
chosen for their ability to provide reliable security
while maintaining operational efficiency.

Several studies have examined data security using
RSA and AES algorithms [10], such as the study
which applied AES cryptography-based QR Code in
medical record administration, focusing on data
security, particularly the confidentiality of patient,
doctor, and healthcare facility information. This study
aimed to address data security challenges by
integrating AES and QR Code. Testing was conducted
using a default password (admin) and a specific key,
resulting in cipher transformation from the password.
The testing process enabled decryption of the cipher
and key, demonstrating that the use of the AES method
is an effective solution for enhancing data security in
medical record administration for the future. Another
study [11] on the verification method of Electronic
Signatures (TTE) using KKPS-based authentication
techniques with the RSA algorithm was proven
effective in ensuring the authenticity and integrity of
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related electronic information. The research resul§
showed that the use of the RSA algorithm in KKPS is
a strong method for ensuring the integrity,
authentication, and security of information in TTE.
Furthermore [12], research discusses the development
and implementation of a cryptography application that
uses a combination of two algorithms, RSA auﬂf\ES,
to enhance data security. The RSA algorithm is used
to generate publifand private keys and to encrypt
secret keys, while the AES algorithm is used to encrypt
plaintext. This system is designed to ensure that
messages sent are more secure, as they must undergo
double encryption and decryption processes involving
both algorithms.

Based on previous research, numerous studies
have examined RSA and AES algorithms, but there is
still a lack of research focusing on the security of
question banks by combining RSA and AES
algorithms on a responsive website platform.
Therefore, this study combines RSA and AES
algorithms to enhance the security of question banks.
The results of thisresearch are expected to improve the
security of exam documents in the context of website-
based services.

2. RESEARCH METHOD

This research method describes the design of the
question bank file storage system for teachers and

software design, to the user interface of the software
built.

2.1 Research Stages

This research method involves several important
stages as sPf@n in the figure. The first stage is the
generation of the private key and public kem]mugh
the RSA Key Generation process. The generated
public key is used to encrypt the secret key using the
RSA Encrypt algorithm. The encrypted secret key is
then used to encrypt the plaintext into ciphertext using
the Aﬁ Encrypt algorithm.

After the encryption process is complete, the
ciphertext and secret key encrypted payload are sent to
the recipient. The receiver then decrypts the secret key
encrypted payload using the private key through the
RSA Dccr)a process to get the original secret key.
This secret key is used to decrypt the ciphertext using
the AES Decrypt algorithm, resulting in the original
plaintext.

This process ensures security in data exchange
between the sender and receiver through layered
encryption, with a combination ()imA and AES
methods, as shown in methods study in figure 1.
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Figure 1. Research method
2.2 Software Design

This process ensures that all aspects of the
software meet the specifications and user needs,
thereby reducing errors and increasing development
efficiency. The first step is to classify software
requirements into two main categories, namely Non-
Functional and Functional requirements. Next is the
use case diagram which provides an overview of the
system's behavior when responding to user requests
which is then described to provide an explanation of
the response by the system called the use case
scenario. Next is the activity diagram which is used by
user actors to describe the classification data managed
by the system, then the sequence diagram which will
show the interactions around the system and the
interactions between objects and will pr(ace certain
outputs, then the class diagram which provides an
overview of the system structure based on the
definition of the desired class formed in the creation of
a system and the last step is to design an interface
framework that aims to design the interface used and
the results in accordance with user needs.

3. CRYPTOGRAPHY

Cryptography is like the art of hiding messages,
where the original text (plaintext) is converted into
random code (ciphertext) using special keys and
algorithms. Without the right key, ciphertext is like a
sea of unreadable words [13].

3.1 Rivest Sharim Adleman (RSA)

RSA is an encryption algorithm based on the use of
public keys. is recognised as one of the most
important in public key cryptography, used for both
encryption and digl signatures. RSA has become a
common standard in electronic commerce protocols
and 1s believed to be a secure method for securing data
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using keys that have a large enough length [14].1In the
RSA algorithm there are 3 es or processes that are
usually carried out, namely key generation, encryption
and decryption [5].
Key Generation
The RSA algorithm requires 2 keys, a public key and
a private key. The steps for key generation are:
Key Generator
1. Ch()()se() prime numbers that are large enough,
namely p and g. The values of p and ¢ must be
kept secret.
2. Calculate the modulus (1) as the product of p and
q using the equation (1).
n=pxgq (1)
3. Calculate the Euler Totien function (¢(n)) as the
productof (p — 1) and (g — 1) using the equation
(2).
p(n)=pP-1) x (g-1) 2
4. Choose an integer ¢ (usually prime relative to
@(n) and less than @(n)) as the public key, using
equation (3).
e = 1+ z(n) 3)
where

i:1,234,..n
d : prime number < ¢@(n)
e : public key

5. Calculate the integer d for the private key with the
equation (4).
(d x e) mod (n) =1 4
where
d: private key.

Encryption Process

In the encryption process, the plaintext (P) is converted
into an integer corresponding to the message using a
mapping scheme, and usually using an ASCII or
Unicode table. The encryption process into ciphertext
(C) is carried out using the equation (5).

C=(P)modn (5)

Decryption Process
The decryption process to return the ciphertext to
plaintext is carried out again using equation (6)
P=(CYmodn (6)
where
P : plaintext
C : ciphertext
d : private key
n : the result of multiplying prime nuﬁers.

3.2 Advanced Standard Encryption (AES)

The Advanced Standard Encryption Algorithm
(AES)is a l}'pgf block encryption algorithm created
and published by the National Institute of Standards
and Technology (NIST) in 2000. This algorithm works
by encrypting data into small secure blocks [15]. AES
128 bit is like a secret key that works both ways,
locking and unlocking messages with the same key.




Compared to longer AES keys, AES 128 bit works
faster and more compact, using fewer rounds to secure
your data [16].

The AES algorithm uses round cycles in its
encryption process. Each roun ffected by the key
length which is divided im()%u, or 14 rounds
depending on the key length used. The AES encryption
process includes SubBytes, ShiftRows, MixColumns,
and AddRoundKey. The Ad@GpundKey process is
first applied, followed by SubBytes, ShiftRows,
MixColumns, and AddRoundKey, and this cycle
repeated for the specified number of rounds. AES is
shown in the table 1.

Table 1. AES
Algorithm  Key Block No of
Length Size Round
(bits) (bits)
AES-128 128 128 10
AES-192 192 128 12
AES-256 256 128 | 14
3.3 Authentication

Authentication is a user validation process when
entering a system. Authentication aims to verify the
user's identity validly [17].

3.4 Encryption Process

The encryption process involves four types of
byte transformations in the AES algorithm. First,
AddRoundKey uses an XOR operation between
plaintext and cipher key. Then, SubBytes replaces the
bytes in the state with values from the substitution
table (S-Box). ShiftRows involves shifting bytes on
each row in thcaatc array, while MixColumns
involves shuffling the data in each column of the state
array [16].

In the initial stage of encryption, the state is
changed using AddRoundKey. Then, the state
undergoes the transformation of SubBytes, ShiftRows,
and MixColumnsff§peatedly Nr, which is called the
Round Function. In the last round, the state does not
undergo MixColumns transformation. Figure 2.2
shows the steps in the AES algorithm encryption
process [15].

4. RESULT AND DISCUSSION

The results of software quality and testing involve
assessing the accuracy of the developed machine
learning model.

4.1 Implementation System

At this stage, the focus is on the implementation
of the software in accordance with the design
previously described in Chapter III. Implementation is
done locally using a personal computer to facilitate
testing. The software developed is web-based using
PHP as the main programming language, Visual
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Studio Code as a development tool, Google Chrome as
a web browser, as well as MySQL as a database and
Apache from XAMPP as a web server.

4. 2 Interface Implementation

The form of implementation of the system
interface that is built is a website that displays the
application home page and encryption page as well as
an explanation of the question document that displays
the results of the avalanche effect test in size (bytes)
before encryption and after encryption that have been
previously entered on the website. Successively shown
in the following figure:

fren - @
=B
Figure 2. Encryption Page
1
] - |
Figure 3. Add Question Document Page
- -

Figure 4. Descrption Page




Figure 5. Secret Key Description Form Page

Figure 6. Avalanche Effect Testing Form Page

4.3 Qting Software

The results of blackbox testing on the design of
the ‘SIFILE Application’ show that all features are in
accordance with the design thathas been made. All test
cases in the system can run as expected. The
percentage of conformity is calculated based on the
test results as follows:

1. Number of test codes: 4 test codes

2. Corresponding result test code: 4 test codes

3. Unsuitable result test code: 0 test code

Based on the test results conducted on the decision
support system can be seen in the calculation of the
percentage of the system against the calculation data
with the following equation (7).

b £ itable test cod
(numberof unsuitable test codes) % 100%

Result = 7y

number of test codes

“-0)
= % 100% = 100%

The results of the system suitability evaluation
show that software testing using the blackbox testing
method has met all the specifications set with 100%
accuracy.

4. 4 System Testing

Testing is an activity to evaluate a system that has
been developed to ensure compliance with the design
that has been determined. This research uses Black
Box Testing to test software functionality, focusing on
this aspect.

Table 1. Blackbox testing
Expected Response Result

No  Test Code

1 KU-001) The system can in
Perform the display documents accordance
process of
adding question
documents

2 (KU-002) The system can in
Encrypt the  encrypt the question accordance
question document and the
document  and  inputted secret key
secret key

3 (KU-003) The system can in
Decrypt the encrypt the secret accordance
secret key and  key and the inputted
question question document
document

4 (KU-004) The system can in
Conduct caleulate and  accordance
avalanche effect display  avalanche

testing effect test resulis
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from question
documents

4.5 Avalanche Effect Test Result

Avalanche Effect (AE) testing is carried out by
analyzing changes in bit values from the encryption
results in the system. The following is an example of
the experiment carried out which is shown in Figure
78.and 9.

1. Experiment 1 (Change the first 1 character)

2 Plainteks
Plainteks . smik pusdi hubad
Key : SMKHUBADCimahiSMKHUBAD
Kriptografi  : RSA AES 256-bit

b, Chiper Text

Before  PRCT2SAPpL Y6I0yixXviqAGXXVAVyihBLalPaCqWPe=
Afier  SONguymxUssHmeqviheqB6leOVWIArN3 1 3ddTheHO Y=

. Conversion i Bit :
Before 01111101 11111011 11000010 11101111 00110100
10000000 00111110 10010010 11011000 11101000
10001111 01110010 10001011 00010101 11101111
10010010 10100000 00000110 01011101 01110101
01000000 01010111 00101000 10100001 00000100
10110110 10001001 00111101 10100000 10101010
01011000 11110111
After 11100100 11100011 01100000 10111011 00101001
10110001 01010011 00011100 11000111 11000111
00011010 10101111 10001110 00011011 00101010
00000111 10101001 01011110 00111001 01010101
10010111 11100010 10111111 11001101 11011111
01011101 11011101 01110101 00111000 01011110
00011111 01000110
d. Calculation Avalanche Effect

123
Avalanche Effect =g X 100% = 48.04%

Figure 7. Example | Avalanche Effect Testing

4. Expenment 2 (Change 1 middle character)

Before smk puadik hubad

After smb ausdik hobad

a.  Chiper Text

Before f5vCTZ8APL Y6I9yixXvkqAGIXVAVyikBL aJPaCqWRe=
After TWahVéx-+pSel ObqBWEmqD1 FqylwSefizdd2 XiiedMo=

b, Conversion ini Bit -
Before 01111101 11111011 11000010 11101111 00110100

10000000 00111110 10010010 12011000 11101000
10001111 01110010 10001011 00010101 11101111

10010010 10100000 00000110 01011101 01110101
01000000 01010111 00101000 10100001 00000100
10110110 10001001 00111101 10100000 10101010
01011000 11110111
After 01001101 01101001 11100001 01100011 10101 100
01111111 11111010 10010100 10011110 00101 100
11100110 11101010 00000101 01100001 00100110
10101000 00111101 01000101 10101000 11011100
10100101 11000001 00100111 10111010 11001101
11010111 01116110 01011110 01010111 11011100
11100000 11001010
. Calcolation Avalanche Effect
131
Avalanche Effect =22 % 100% =51.17%

Figure 8. Example 2 Avalanche Effect Testing




5. Expenment-3 (Change the last 1 character)

Before  smk pusdik hubad
After smk pusdik hubaa
& Chiper Text

Before  fCTZS APGLY 619yinKvkq AGHIY AVyihBLaIPaCqlPe=
VuFqK SsvWmfRyPTHOMKZhj0s THYy BIkbXqMIAUU3T8=
d. Conversion i Bit

After

Before

01111100 11111011 11000010 11101111 00110100
10000000 00111110 10010010 11011000 11101000
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document when viewed based on the resulting
avalanche effect value.

5. CONCLUSION

The test results show that the combination of RSA
and AES algorithms provides a good security layer.
Avalanche effect testing shows that RSA and AES 256
bit encrypti(mls an Avalanche Effect rate of 30 48%.
In addition, the results of the system feasibility test
using blackbox show that the SIFILE system has a
percentage level of 100% and is feasible to use.

10001111 01110010 10001011 00010101 11101111
10010010 10100000 00000110 01011101 01110101

01000000 01010111 00101000 10100001 00000100
10110110 10001001 00111101 10100000 10101010

01011000 11110111
After 10111110 11100001 01101010 00101011 10011011

00101111 01011010 01100111 11010001 11001000

11111110 11000111 00111001 11111011 10001010
01100110 00011000 11110100 10110011 10110001

11011000 11001000 00011001 01100100 01101101
01111010 10001100 10001000 GOG00101 00010100
1o 1111111

e Calculation Avalanche Effect

130
Avalanche Effect = 6 * 1003 = 50.78%
Figure 9. Example 3 Avalanche Effect Testing

Table 2. Avalanche effect result

No  SecretKey Document  Bit Value
Encrypted  Difference  Avalanche
1 Taris1 9 707582 1744126 30.8%
2 TarisMonical 9 464882 1140035 30.7%
3 Encrypted2024 123316 203044 29.7%
4 Enkripsi$123 707582 1744126 30.8%
5 UTS@P12 271010 639135 30.4%
Average  30.48%

Based on the 3 experiments that have been carried out,
the Avalanche Effect (AE) value obtained in the 1st
experiment was 48.04%, in the 2nd experiment it was
51.17% and in the 3rd experiment it was 50.78%. If
calculated, the average value obtained is 49.99%.
Based on the average calculation, it can be concluded
that the AE test value is adequate because it is in the
range of 45% - 60%.

4. 6 Implementation of Avalanche Effect

Based on the avalanche effect test results, there 1s
a question document that was tested with the overall
average obtained for the avalanche effect result of
3048% which indicates that the AES cryptographic
algorithm on the question document has a good
avalanche effect value because large changes in
plaintext can have an impact on ciphertext because
there are several bits that change. But from the test
results above, the use of a more complicated secret key
(such as the use of spaces, numbers, and characters)
does not affect the encryption results of the question
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