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Abstract

Evaluating an information system from both performance and security aspects is crucial for anticipatin
improvingthe qualiy of the iformtion syicm. A High Religious Count in collsboraion with te P

aweb-based applic: s services, tomonitor court decisions reg
alimony payments from former husbands to former wives and children in divorce cases involving civil servants.
very important because th aints filed

due o the non-payment of alimony. To ensure that the application runs in accordance with ts purpose and that the
on i required. The main objective of this evaluation is to identify
o ensure that the functions in the applica
apy n's goa eved jeve this goal, this study uses the 1SO 25010:2023
system standard integrated with OWASE Top Ten o vt security This study uses five IS0 25010:2023
characteristics selected according 1o the systent's goals. The results show that the combination of IS 25010:2023
and OWASP Top Ten effectively identifies vulnerabilities in the application’s functions and security
comprehensively. Overall, the functions in the application have run as expected. although there are stil several
things that need to be improved to enhance the quality and secure its data
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leveraged acombined OWASP Testing Guide and ISO

1. INTRODUCTION ach for information system auditing. The

‘The rapid pace of digital transformation has led o
a ‘adoption of information systems across

developing an clectronic application that monitors the
execution of funding for women’s and children’s
rights post-divorce, specifically designed for civil
servants. The application was designed to function as
a monitoring mechanism that ensures divorced male
civil servants comply with their

stipulated in the religious court’s ruling

sponsc (o
the numerous complaints fled with relevant
authorities concerning former husbands who default

wing trend of study on
driven by the escalating
A study conducted by [1]

information system
incidence of cyberat
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Sudy conoentted on ssssing scurty iks ia the
G 31000 was

applied for risk mitigation

Study [2] focuses on detecting Cross-Site Scripting
(XSS) vulnerabilities using  OWASP  Security
Shepherd, while research [3] targeted SQL Injection
(SQLi) attacks using OWASP ZAP. The key
difference between OWASP Security Shepherd and
OWASP ZAP lies in their penetration testing
approaches. OWASP Security Shepherd facilitates
manual testing and OWASP ZAP conducts automated
audits

From a functional perspective, studies [4, 5, 6] have
conducted evaluations using 1SO 25010:2011
[4] utilized 1O 25010:2011 security characteristics
compare the security of paid
applications. In contrast, study
25010:2011 for evaluating _application ~quaity
However, the difference lies in the methodology used:
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